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Abstract— Nowadays, information sharing over the internet has become a critical issue because of security problems. 

Hence, more techniques are required to protect and safeguard the shared data in an unsecured channel. In order to 

achieve this goal, the data which is to be transmitted from sender to receiver must be encrypted using the encrypted 

algorithm in cryptography. Therefore, we need a framework that keeps the user data confidential at any cost. At the same 

time, we need to make sure that the operating speed doesn’t fall below a certain optimum level. This paper overviews Data 

Encryption Standard, an encryption mechanism which was developed in 1977 for securing data by encrypting the data 

itself. Though, it is still used today because of its simplicity but it has few weaknesses. To overcome these problems, we 

present a methodology where we are combining the use of a classic symmetric key encryption algorithm ‘Data Encryption 

Standard’ and a cryptographic transposition technique called ‘Rail Fencing’. Rail fencing arranges the plaintext letters in 

diagonal manner. The results of evaluation show that the processing time taken by the proposed algorithm is quite faster 

than symmetric key algorithms. 

 

IndexTerms—security, encryption, cryptography, transposition, rail fencing.  

________________________________________________________________________________________________________ 

I. INTRODUCTION  

      A. Overview of Cryptography 

      Cryptography is the art of achieving security by encoding messages and making them non-readable [1]. This technique 

permits us to encrypt data in such a way that the decryption can be performed without the help of sender. Cryptography is, thus, 

the science of securing data. Preeti et al. [1] also mention that cryptography not just safeguards the information but also provides 

authentication to the user. With the advancement in network technology, there is a growing need to transfer maximum 

information through the Internet. Data in its original and understandable form is called plaintext. Cryptography also plays a key 

role in secure communication via network. It provides the much needed necessary protection against the data intruders.  

      B. Cryptographic Techniques 

 

      Cryptography systems are mainly of two types: Symmetric techniques (conventional or secret key techniques) and asymmetric 

techniques (public key) [1, 3]. Sana et al. [3] explains these two encryption systems as follows. 

 

      In symmetric key encryption, the same key is used by both sender and the receiver. This key is first used to encrypt the data 

by the sender and later on, during decryption, same key is used by the receiver to decrypt the data. In this way, a single key is 

shared between these two parties. On the other hand, asymmetric encryption is based on the use of a pair of keys: one is public 

key and other is a private key. The data is encrypted by the public key. At the receiver end, the data is decrypted by using private 

key which must be kept secret. 

      Symmetric algorithms have the advantage that they don’t consume much computing power and they work well with high 
speed. Moreover, such cryptosystems are also faster than the asymmetric systems [1]. There are 2 basic building blocks of all the 

encryption techniques [1]. They are: substitution and transposition. They are described below.  

      (a). Substitution Techniques: A substitution technique is the one in which the letters of plaintext data are replaced by other 

letters or by number or symbols. If we view plaintext as sequence of bits, then substitution involves replacing these plaintext bit 

patterns with the ciphertext bit patterns. Some of the well known substitution techniques are – Caesar Cipher, Mono-alphabetic 

Cipher, Playfair Cipher, Polyalphabetic Cipher etc.  

 

      (b). Transposition Techniques: These techniques involve some kind of permutation on the plaintext letters and these 

characters are shifted in some regular pattern to form the cipher. Examples include the rail fence technique and columnar 

transposition. 
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Figure 1: Cryptography Techniques 

 

II. RELATED WORK 

       Computer security is one of the high-prioritized area that requires standards if computers were to be used effectively[8]. IEEE 

defines Information Security as “the degree to which a collection of data is protected from exposure to accidental or malicious 

alteration or destruction” [3].  

       As per Natasha et al. [2], the methodology used in cryptography doesn’t allow many people to actually understand the 

motivations in a communication system. To ensure data security, several techniques and technologies have been proposed, among 

them the most efficient one is cryptography. The most successful approach adopted for data security is symmetric cryptographic 

techniques [3]. Even after over thirty years and with the development of a new symmetric encryption system (AES), the DES is 
still secure and used today [7]. Moving towards a society where automated information resources are increasingly being shared, 

cryptography will continue to find an increase in importance as a security mechanism [8]. 

       Encryption can be implemented through different techniques like substitution techniques, shifting, or others mathematical 

operations [1]. With these techniques, we can produce a different form of that data which can be difficult to understand by any 

one. Miles et al. [8] define cryptanalysis as the process of attempting to find a shortcut method, not envisioned by the designer, in 

order to decrypt the cipher text when the key is unknown. Manpreet et al. [4] tells us about different security algorithms which are 

in use such as AES, DES, Blowfish and RSA to name a few. DES developed in the early 1970s. Blowfish was developed by 

Bruce Schneier, in 1993and it has a 64-bit block size. However, it has a variable key length of 1 bit upto 448 bits [4].  AES was 

developed in 2001. All these algorithms are symmetric key algorithms in which a single same key is used for the purpose of 

encryption/decryption. The RSA algorithm is used as a method for public key cryptography. 

For several years, Data Encryption Standard (DES) has been the mostly used encryption scheme around the world and still it finds 
use. Data encryption and “secret code making” mean the same thing. Even after several efforts to crack and decode the messages 

encrypted via Data Encryption Standard including the one by the Electronic Frontier Foundation in creating a $220,000 machine 

to break it, DES will still find use in government & banking systems for many years. 

III. THE PROPOSED SYSTEM 

         In this paper, we propose a solution that uses cryptography to ensure confidentiality and integrity of involved data. Here, we 

propose a methodology that uses a transposition technique called “Rail Fence Technique” in combination with original Data 

Encryption Standard for speeding up the processing time and to make the information transfer more secure. To enhance the 

performance of DES algorithm in terms of processing time, without compromising on the security, a transposition technique is 

added before the DES algorithm for the encryption process, to make it more complex and efficient.  

A. The Transposition Technique 

Unlike Substitution techniques where the plaintext letters are replaced by other letters or numbers or symbols, the transposition 

techniques are the ones in which the plaintext characters are not substituted but they are shifted in some regular pattern to form 
the cipher [1]. The commonly known transposition techniques are: 

1. Rail Fence Technique  

2. Simple Columnar Transposition Technique 

3. Vernam Cipher (One-Time Pad)  

4. Book Cipher/Running Key Cipher  

 

B. Rail Fence Technique  

The Rail Fence Technique is the simplest of all the transposition techniques. In this technique, the original plaintext is written as a 

sequence of diagonals and read in a row-by-row fashion to produce the desired cipher text. Rail fence technique is also referred to 

as “zigzag cipher” as the plaintext is written in a zigzag manner. 

An example is given below in fig.2. In this figure,  
If the Plain text is ENGINEER, 

Then, after applying Rail fencing, we obtain the encrypted message i,e. Cipher text: EGNENIER 
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                                                            Figure 2: Rail Fence Technique 

In the proposed work, we combine Rail Fence technique and Data Encryption Standard (DES) method to make communication 

faster.  
 

C. Proposed Encryption Algorithm 

The following steps describe the process of encrypting the data in the proposed method: 

 

Step 1: Input the plaintext P1 to the algorithm.  

Step 2: Rail Fence technique is applied to the above message. 

Step 3: The text written in the diagonal form is read row-wise to form the cipher text, C1. 

Step 4: The Cipher text C1 obtained in the previous step becomes the new plaintext, P2. Therefore, P2=C1. 

Step 5: This new plaintext then undergoes Initial Permutation (IP) as per the Initial Permutation table. 

Step 6: Go through each of the sixteen rounds of the DES. 

Step 7: Each round makes use of a 48-bit key generated using a round key generator algorithm. 
Step 8: It then undergoes final permutation and 32-bit swap 

Step 9: The output, thus obtained, is the required Cipher text C2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

Figure 3: Flow diagram for encryption in proposed method                 
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IV. RESULTS AND DISCUSSION 

        The experimental results are implemented using the Visual studio Net packages. The above said encryption algorithm is 
compared with other symmetric algorithms for different file sizes. Performance of those algorithms is then evaluated by 

considering the processing time. 

 

         In Table 1, all the symmetric algorithms such as AES, DES, 3DES and Blowfish have been taken into consideration along 

with the hybrid technique used by Sana et al. in [3]. They have been implemented and tested with different input text files of 

varying sizes: 1 MB, 10 MB, 50 MB and 100MB. The results contained in this table, are the average of the total time calculated 

after carrying out the experiments thrice. Table 2 shows the calculated average time taken by our proposed method after repeating 

it three times. 

Table 1 Processing time and Key size 

Algorithm AES DES 3 DES Blowfish Hybrid 

Key size 256 64 192 256  

F
il

e
 S

iz
e 

(M
B

) 

1 0.03 0.03 0.09 0.03 0.04 

10 0.32 0.32 0.77 0.24 0.24 

50 1.61 1.89 4.49 2.13 1.52 

100 4.27 5.50 7.96 5.64 3.25 

 
         From this analysis, it can be concluded that the symmetric algorithms are faster in nature. Though, the asymmetric 

algorithms are the most robust against the attacks made to break the code, they make use of lengthy keys. Among the symmetric 

algorithms, from the above table, it is evident that Hybrid algorithm and AES have the lowest data processing time comparatively. 

Even, DES performs very well. 

 

 

Figure 4: Key size of different cryptographic algorithms 

          Moreover, the above figure 4 shows that RSA is the asymmetric algorithm having the longest key size with 2048 bits while 

that of El Gamal is 1024, half that of RSA. 

 

Table 2 Processing time of the proposed technique 
 

File size (MB) 1 10 50 100 

 

Time (s) 

0.06 0.21 1.19 2.98 

0.03 0.23 1.62 3.12 

0.04 0.25 1.68 3.53 

Average time (s) 0.04 0.23 1.50 3.21 

0

500

1000

1500

2000

2500

K
e
y

 S
iz

e

Encryption Algorithm

Key Size of Encryption Algorithms

Key Size



                       © 2017 IJRTI | Volume 2, Issue 3 | ISSN: 2456-3315 
 

IJRTI1703027 International Journal for Research Trends and Innovation (www.ijrti.org) 134 
 

         The data processing time taken by our new algorithm shows that it is faster than the other algorithms as shown in the table 

1This new technique enhances the confidentiality and integrity of data that is needed to be transferred safely to the recipient. 

Evaluation results prove that the processing time of our proposed algorithm is faster than the symmetric key based data encryption 

standard algorithm. 

V. CONCLUSION 

        In today's time, security plays a very vital and powerful role in the field of networking, Internet and various other 
communication systems. The electronic communication systems are used in banking, reservation system and marketing which 

require a very tight security system.  

        Data can be secured by encrypting it and for this, various encryption techniques are available. DES is a 64-bit block cipher. 

The original DES implementation has certain weaknesses that need to be overcome. For this, we introduced a concept where Data 

Encryption Standard can be used along with a cryptographic technique called “Rail Fence Technique”. This newly proposed 

system certainly offers somewhat improvement in security over the presently available data encryption standard and few other 

techniques. With the use of this suggested algorithm, the processing time can be reduced, without lowering the security, thereby, 

ruining the efforts made by attackers to crack and break this improved version of DES algorithm. The processing time of the 

proposed solution is slightly better than that of DES. Nowadays, no system is acceptable with slow speed. Better and new 

technologies can be devised and the already available methods can be improved for the people who are comfortable in using the 

previous classical ways of data security.  
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