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ABSTRACT: Recent technological advancements in the field of nanotechnology have increased the computation power of 

the wireless nodes while adhering to the energy constraints. This has made the use of the Wireless Sensor Networks 

(WSNs), more widespread; used in applications such as area monitoring, industrial monitoring, vehicle detection or 

military monitoring. Sensor nodes have made it possible to collect data even in hostile environments, but because of the 

severe security and energy constraints faced by sensor networks, their deployment on a large scale is still a tricky job. A 

secure energy efficient routing algorithm is thus the need of the hour. This research work presents, “Energy Efficient 

Secure Routing Model” (EESRM), which is a combined strategy of phase-1 (EERM) and phase-2 (ESRM). First phase 

method EERM uses combined strategy of multipath routing with clustering approach with security (encryption by 

blowfish).  

 

The proposed framework called Energy efficient & secure routing model (EESRM) which is consists of four interacting 

components that can be used to design energy-efficient security protocols that are adaptive to the environment, a 

symmetric-session based key (called SSKS) scheme (based on Blowfish encryption and decryption), energy efficient & 

secure routing model (called EESRM) an energy-efficient cluster technique (called ECT) and an Error detection 

mechanism. Each of these components can achieve a certain level of security and energy efficient routing in the wireless 

sensor networks. 
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1. INTRODUCTION 

Wireless sensor networks consist of a network of 

independent sensor nodes which sense and route data and 

perform some sort of computation on it. 
Applications of WSNs typically involve environmental 

monitoring, area monitoring, object detection and much 

more. A wireless sensor network has various capabilities 

such as limited energy resources, varying energy 

consumption based on location, the high cost of 

transmission,[20] and limited processing capabilities. All of 

these characteristics of wireless sensor networks are 

complete opposites of their wired network counterparts, in 

which energy consumption is not an issue, transmission cost 

is relatively cheap, and the network nodes have plenty of 

processing capabilities.  
 

2. MAJOR CHALLENGES IN WSN 

In various literature or research contributions, related to 

WSNs these design challenges are identified [7, 13]- 

 Due to the relatively large number of sensor nodes, it is 

not possible to build a global addressing scheme for the 

deployment of a large number of sensor nodes as the 

overhead of ID maintenance is high. Thus, traditional 

IP based protocols may not be applied to WSNs. 

 In contrast to typical communication networks, almost 

all applications of sensor networks require the flow of 

sensed data from multiple sources to a particular Base 
Station. 

 Sensor nodes are tightly constrained in terms of energy, 

processing, and storage capacities. Thus, they require 

careful resource management. 

 In most application scenarios, nodes in WSNs are 

generally stationary after deployment except for, may 

be, a few mobile nodes. 

 Sensor networks are application specific, i.e., design 

requirements of a sensor network change with the 

application. 

 Position awareness of sensor nodes is important since 
data collection is normally based on the location. 

 Finally, data collected by various sensors in WSNs are 

typically based on common phenomena; hence there is 

a high probability that this data has some redundancy. 

 

3. PROPOSED EESRM 

Routing in WSNs is very challenging due to unique inherent 

characteristics (energy efficiency and awareness, connection 

maintenance, minimum resource usage limitation, low 

latency, load balancing in terms of energy used by sensor 

nodes, etc.) that distinguish this network from other wireless 
networks such as mobile ad hoc networks, cellular 

networks, and wireless mesh networks. Major Constraints 

while designing protocols for WSNs are- Energy, 

Processing power, Memory.  

This main objective of the complete research work is- 

 To improve the network life time and performance 

 To reduce battery consumption 

 To improve network security and reliability  

 To improve various performances measuring 

parameters such packet delivery ratio, packet drop ratio, 

throughput, and average end to end delay. 

 
This research work presents, “Energy Efficient Secure 

Routing Model” (EESRM), which is a combined strategy 

of phase-1 (EERM) and phase-2 (ESRM). First phase 

method EERM uses combined strategy of multipath routing 

with clustering approach with security (encryption by 

blowfish).  

 

http://www.ijrti.org/


                       © 2017 IJRTI | Volume 2, Issue 7 | ISSN: 2456-3315 

 

IJRTI1707020 International Journal for Research Trends and Innovation (www.ijrti.org) 120 

 

4. Simulation & Result Analysis 

All simulation experiments are developed and simulated on 

an Intel(R) Core 2 Duo 1.83 GHz machine using Ubuntu 

12.4.0 and 2 GB RAM and the network simulator NS2 

version NS-2.34. The choice of this simulation package in 

specific is due to the various reasons that were presented in 
the earlier chapter. The simulated network consists of 50 

mobile nodes in a space of 1500*300 square meters. 

Interface Queue is CMU PriQueue, Propagation style is 

Two Ray round, Antenna type is Omni Antenna. As for the 

MAC layer communication, the IEEE 802.11 is used. Total 

simulation time is 300 sec. 

 

The below table describes the different configuration values 

that were used in all the performed simulations, which will 

be presented and discussed in the next chapter. 

Parameter Value 

MANET Area 1500*300 sq.m. 

Total number of nodes 50 

Node speed 0 up to 20 m/s 

Application Constant bit rate 

Number of generated 
packets 

10000 packets per 
CBR 

Size of packets 512 bytes 

Simulation time 300 sec 

Table 4.1 General Simulation Parameters 

4.2 Experimental results-After implementation of 

successful proposed EESRM, there were two different 
situations were considered. First without attack 

situation and second is with attack situation. 

4.2.1 Data Traffic (CBR) Comparison-In order to measure 

packet delivery fraction, it is necessary to calculate a total 

number of sent, received and routed packets.  

 

Protocol Sent 
Receive

d 

Droppe

d 

Forwarde

d 

Normal 

EERM 

105

4 
878 172 1497 

Proposed 

EESRM 

without 

attack 

104

9 
858 191 1426 

Proposed 

EESRM with 

attack 

104

1 
805 250 1297 

Table 4.2.1 Data Traffic (CBR) Comparison 

 
In addition, the same values shown in table are also given in 

graphical format to compare number of packets for different 

criteria for all three protocols 

 
Graph 4.2.1 Data Traffic (CBR) Comparison 

 

4.2.2 Data Traffic (CBR) Delivery Rate-Delivery rate for 

each protocol can be calculated by calculating 

Received/Sent Packets. The following table will show the 

according to values.  

Table 4.2.2 Data Traffic (CBR) Delivery Rate 

 

 
Table 4.2.2 Transfer Rate % 

 

4.3 Packet Delivery Fraction (PDF)-It is the ratio of 

packets delivered to that generated by the traffic generator. 

It is defined by received packets/sent packets. 

Protocol 
Packet Delivery 

Fraction (PDF) 

Normal EERM 0.833 

Proposed EESRM 

without attack 
0.8179 

Proposed EESRM with 

attack 
0.7733 

Table 4.3 Packet Delivery Fraction (PDF) 

 

 
Graph 4.3 Packet Delivery Fractions (PDF) 

 

4.4 Average End to End Delay (Average E2E Delay)-The 

average end-to-end delay of data packets is the interval 

between the data packet generation time and the time when 

the last bit arrives at the destination.  

 
 

Protocol Delivery Rate 

Normal EERM 83.3 

Proposed EESRM without attack 81.79 

Proposed EESRM with attack 77.33 
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Protocol Avg E2E 

Normal EERM 195.502 

Proposed EESRM without attack 203.722 

Proposed EESRM with attack 120.525 

Table 4.4 Average End to End Delay (E2E Delay) 

 

 
Graph 4.4 Average End to End Delays (E2E Delay) 

 

4.5 Load Variation Updating - The location variation in 

case of proposed and normal EERM routing is mentioned in 

table 6.5.4.8 in this table we clearly visualized the load 
percentage of minimum load and maximum load. The 

threshold difference shows that the percentage capability of 

a load of both the routing techniques.   

 

Result Comparisons- The above table and graph 4.1, 4.2 

and 4.3 clearly show that proposed EESRM method 

performs outstanding over the existing method in terms of 

various performance measuring parameters such as Load 

variation, Average End to end delay, packet delivery ratio, 

drop ratio and throughput. 

 

5. CONCLUSIONS & FUTURE WORKS 

The work presented in this paper is guided by the need for 

energy efficiency in WSN. We have considered a Wireless 

Sensor Network which is likely to become a high standard 

for the infrastructure-less wireless network. We have 

proposed a few techniques for power saving in WSN. This 

research work presented an “Energy efficient & secure 

routing model (EESRM)”, to improve the lifetime and 

performance of the wireless sensor network. The proposed 

EESR model works more effectively on two layers MAC 

and Network layer. This research work reveals the 

correlations between nodes various performance issues, 
node components, and energy.  

 

Future work will focus on the implementation of proposed 

EERSM in real time environments as a separate module so 

that it could be tested more accurately. As we have already 

tested the effect of secure communication and reduction of 

transmission power on the energy consumption and we got a 

positive result. We will measure the whole network lifetime, 

packet delivery ratio and effect of network density. Also, 

the effect of redundancy factor on energy consumption and 

overall security performance of our protocol will be 
measured. Enhancing proposed EERSM by introducing an 

effective key updating technique for protocol is also the part 

of future work 
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