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Abstract: In recent days vehicle tracking system has got significance due to raising number of theft vehicles. Vehicle may
not be always parked in secured place so this is a opportunity for the theft of the vehicle. So the theft can be identified
immediately when an attempt is made. The access to the vehicle can be restricted only for the authenticated User after
verifying their identity i.e. Bio — metric and face recognition. The system has been implemented using Raspberry pi-3
model-B Computer it is also integrated with GPS, GSM, Fingerprint and camera modules, combination of all these
equipments provide live tracking and accurate, updated information about the location of status of vehicle. This
implemented system provides enhanced security for vehicle and low cost anti-theft protection.
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I. INTRODUCTION

In today’s world almost every common man owns a vehicle. Vehicle theft is a common issue which everyone faces in insecure
parking places. This is a major problem which seemingly little being done about it. Several underlying problems have led to
increased number of vehicle theft, ranging from sheer human absent mindedness, to the lack of vehicle parking structures. The
safety of the public vehicle is extremely essential. Current security systems have certain vulnerabilities. GSM and GPS [1]
technologies are employed to make vehicle theft almost impossible. Global System of Mobile [2] communication is a globally
accepted standard for digital cellular communication. Owner of the vehicle uses Subscriber Identity Module (SIM) inserted within
his cell phone to send messages to GSM modem which is a part of vehicle theft prevention system that is attached to vehicle. A
GSM modem is a specialized type of modem which accepts a SIM [3] card, and operates over a subscription to a mobile operator,
just like a mobile phone. From the mobile operator perspective, a GSM modem looks just like a mobile phone.

Biometric systems are modern and use techniques like fingerprint recognition, iris recognition and face recognition. Of these face
recognition and detection systems are more sophisticated, easy to deploy and people can be identified without their knowledge.

In this research work, a system has been developed based on Raspberry pi-3 microcontroller that consists of a GPS and GSM. A
two way communication process is achieved using a GSM modem. This study also comprises of a bio-metric protection system of
the vehicle and fingerprint verification and Face Recognition of the driver of the vehicle is used to protect the vehicle from anti-
theft. Fingerprint recognition or fingerprint authentication can be defined as method of verifying a match between two human
fingerprints in an automated behaviour. Fingerprints are one of many forms of biometrics used to identify individuals and verify
their identity. It is known that every person has a unique method of verifying a match between two human fingerprints in an
automated behaviour. It is known that every person has a unique fingerprint image . When driver gives his verified fingerprint
image before starting the vehicle, the system will be considered as fair condition. But when vehicle’s location is changed without
fingerprint verification, the system will be taken as abnormal condition.

Some advantages of facial recognition method for vehicle security application are:-

1. More convenient, sensed as soon as one is seated in position.
2. Low cost and a better approach to be used with existing methods.
3. Requires no active participation of the user.

In vehicle security system, the objective is to prevent the theft of vehicle and ensure safety of vehicle by avoiding the means of
theft. One level of ensuring authentication of driving is through face recognition system that authenticates a user being an
authorized person to have access to the ignition system. The microprocessor based control system fixed inside the vehicle uses
GPS receiver, GSM modem and captures image from the camera on detection of person in the parked vehicle. Face is detected
and recognized using algorithm overcoming the pose and illumination constraints. The recognized image is compared with the
authorized image of users in the database. If matched, the system allows operating the vehicle. If not matched, it sends SMS with
GPS values to the owner. This helps the owner in making decision about the control of vehicle. The owner decides and commands
the system to prevent the access of the vehicle or to allow the person to operate the vehicle.
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METHODOLGY

The GPS receiver receives messages from Satellites and that is used to determine the satellite positions and time sent. The x, v,
and co-ordinate components of satellite position and the time sent are designated as [x;, Vi, Z; ,Si]. Subscript i denotes the satellite
and have the value 1,2...n,

Message reception indicated by the on board it is Receiver clock is ,the true reception time is where b is the receiver's clock bias
from the much more accurate GPS system the clocks are employed by the four satellites .All received satellite signals are biased
at the same receiver clock (assuming the satellite clocks are all perfectly synchronized the GPS receiver receives messages from
satellites and that is used to determine the satellite positions and time sent. The x, y, and z co-ordinate components of satellite
position and the time sent are designated as [Xi, Vi, z;, Si]. Subscript i denotes the satellite and have the value 1, 2...n, where
n=4.Time of message reception indicated by the onboard receiver clock is t;, the true reception time is, where b is the receiver's
clock bias from the much more accurate GPS[4] system clocks employed by the satellites. All received satellite signals are biased
at the same receiver clock (assuming the satellite clocks are all perfectly synchronized Signals from at least four satellites are
necessary.

A fingerprint sensor is also used for bio-metric verification. There are many fingerprint sensor technologies i.e. optical,
capacitive, thermal, RF, ultrasonic, piezoelectric, piezoresistive, MEMS. Optical sensor technology has been used here. Captured
finger image is digitally processed and stored in memory as a template. The fingerprint of Vehicle’s driver is taken by this device
before the starting of vehicle. Fingerprint matching algorithm is used to compare with previously enrolled image for checking
authentication. Among correlation-based matching, ridge feature-based matching and minutiae-based matching, last one is
popular as it is efficient and accurate. Object Detection using Haar feature-based cascade classifiers is an effective object
detection method proposed by Paul Viola and Michael Jones in paper, "Rapid Object Detection using a Boosted Cascade of
Simple Features™. It is a machine learning based approach where a cascade function is trained from a lot of positive and negative
images. It is then used to detect objects in other images. Minutiae [5] based fingerprint matching is widely used for fingerprint
verification. In this method first, Fingerprint image is enhanced using Fast Fourier Transform and converted to binary image for
further processing. In second step, image is thinned and minutiae are extracted. Finally, minutiae pairs of two fingerprints are
matched to get matching score. This method has the ability to find the similarity between input minutiae sample and the stored
minutiae sample.

In face detection initially, the algorithm needs a lot of positive images (images of faces) and negative images (images without
faces) to train the classifier. Then features are extracted from it. For this, Haar [6] features shown in below image are used. This is
like our convolution kernel. Each feature is a single value obtained by subtracting sum of pixels under white rectangle from sum
of pixels under black rectangle. Even a 24x24 window results over 160000 features). For each feature calculation, sum of pixels
under white and black rectangles is to be computed. Object Detection using Haar feature-based cascade classifiers is an effective
object detection method proposed by Paul Viola and Michael Jones in their paper, "Rapid Object Detection using a Boosted
Cascade of Simple Features™ in 2001. It is a machine learning based approach where a cascade function is trained from a lot of
positive and negative images. It is then used to detect objects in other images. Here we will work with face detection. Initially, the
algorithm needs a lot of positive.

(A)RASPBERRY PI 3 MODEL B SPECIFICATION

The raspberry-pi 3 model B is having cost about 433%.system on chip is broadcom BCM 2837.CPU Quad core 64 bit ARMV8
cortex A53 clocked at 1.2 GHz frequency and GPU is 400MHZ video core 4 mutlimedia 1 GB RAM BCM43143 Wi-Fi on board.
There are 4 USB ports. Composite video HDMI output. Onboard storage is provided with the help of SD card. GPIO are provided
for external devices.
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[Figure (1):- Raspberry pi 3 model B]
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(B) GSM SIM 900A SPECIFICATIONS

The SIM 900A is a Quad-Band 850/ 900/ 1800/1900 MHz, Dual-Band 900/ 1900 MHz GPRS multi-slot class 10/8GPRS mobile
station class B Compilant to GSM phase 2/2+Class 4 (2 W @850/ 900 MHz) Class 1 (1800/1900MHz) Control via AT
commands (GSM 07.07 ,07.05 and SIMCOM enhanced AT Commands)
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[Figure(2):- GSM SIM 900A Module]

(C) GPS SIM28ML SPECIFICATIONS

Dimensions: 16 x 12.2 x 2.4mm, Weight : 1g Interfaces Serial interfaces UART,SPI/12C Digital 1/0 EINTO input GP1O Time
pulse is Protocols-NMEA,PMTK and Electrical Data.

[Figure(3) :- GPS SIM 28ML Module]
Power supply 2.9V to 3.6V Back up power 3.0V Power consumption Acquisition 23mA (average) Tracking 17mA (average)
Antenna type Active and passive Antenna power External or internal VCC_ANT Performance Data, Receiver type 22 tracking/66
acquisition channel GPSL1,C/A Code Max. update rate 10Hz Sensitivity, Tracking:-165dBm,Reacquisition: -160 dBm,Cold
starts:-147 dBm,Time-To-First-Fix,Cold starts: 31s (typical),Cold start with EPO Assist :13 s (typical) Hot starts: <1 s (typical),
Accuracy Position: 2.5m CEP EPI 30days data : 1.99m,Speed: 0.1m/s Operation temperature -40°C to +85 °

(D)FINGERPRINT MODULE-KG167 SPECIFICATIONS
Fingerprint sensor [8] type : Optical Sensor Life:100milliontimes,Interface:USB1.1/UART(TTLIlogical level) RS232

communication, Image Capture Surface 15—18(mm) Verification Speed: 0.3 sec Scanning Speed: 0.5 sec Character file size:
256bytes, Idetificationl: N

[Figure(4):-FingerPrint module KG-167
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(E) WEB CAM LOGITECH-C170 SPECIFICATIONS

[Figure(5):- Web cam Logitech C170]

Security level: 5 (1,2,3,4,5(highest)),False Acceptance Rate (FAR) : 0.0001%,False Rejection Rate (FRR) : 0.1% Resolution 500
DPI Voltage : 3.6-6.0 VDC, Working current: Typical 90 mA, Peak 150mA,Matching Method: 1:N,Operating  Environment
Temperature: -20 to 45°centigrades. Video calling (640 x 480 pixels) with the system is Video capture: Up to 1024 x 768 pixels
Logitech Fluid Crystal™ Technology Photos : Up to 5 megapixels (software enhanced) Built-in mic with noise reduction Hi-
Speed USB 2.0 certified (recommended) Universal clip fits laptops, LCD or CRT monitors Logitech webcam software: Pan, tilt,
and zoom controls Video and photo capture Face tracking Motion detection.

1. SYSTEM IMPLEMANTATION & RESULT

In this research work, Raspberry pi3 model B CPU is used for interfacing to various hardware peripherals. An Raspberry pi3 CPU
is interfaced to a GSM modem and GPS receiver. A GSM modem is used to send the position of the vehicle from a remote place.
SIM 908A is used in this study. Both GSM and GPS engines are included in one device. KG 167 is used as fingerprint device and
Logitech C170 web cam is used as web cam for face recognition. Both GSM and GPS engines have separate antennas. GSM,
GPS and fingerprint and web camera devices are connected via Raspberry pi.

V. SYSTEM DESCRIPTION

In the vehicle, tracking unit is installed which includes Raspberry pi3 CPU SIM 908A and KG 167. SIM 908A and KG 167
devices are connected to the Raspberry pi through vnc viewer. Proper voltage level conversion is done by resistor divider.
Raspberry pi3 model B is powerful CPU SoC: Broadcom BCM2837 CPU: 4x ARM Cortex- A53, 1.2GHz GPU: Broadcom
Video Core IV RAM: 1GB LPDDR2 (900 MHz) Networking: 10/100 Ethernet, 2.4GHz 802.11n wireless Bluetooth : Bluetooth
4.1 Classic, Bluetooth Low Storage: micro SD GP10: 40-pinheader,populated Ports: HDMI, 3.5mm analogue audio-video jack,4x
USB 2.0, Ethernet, Camera Serial Interface (CSI), Display Serial Interface (DSI).
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After hardware and software implementation the entire system was integrated to vehicle to ensure that the vehicle tracking system
is working well and meets the requirement. When the person want to access vehicle he must and should first verify his identity. If
person is a genuine or an authorized i.e his Bio-metrics and Face information already stored in database after authentication of his
identity his able to access the vehicle. In case the person is not authorised one then GSM module sends SMS to register owner
mobile number with link that includes the latitude and longitude.i.e coordinates of the present location. The ignition will be in
OFF state until proper fingerprint or face is given.
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[Figure(7):- first step in operation] [Figure(8):- second step in operation]

Initially the system in reset condition after running of programming the motor will stops and GPS module will takes some time to
get updated location co-ordinates.
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[Figure(9): Flowchart of security check and sending SMS]
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After Initialization of GPS module the LCD display will appear as show in figure(7). Then the user can Select a either face
recognition or thumb authentication depending on user interest. In case the user can choose the Thumb the Authentication the
Fingerprint module [KG-167] is activated and LCD display is as shown in the below figure(h). After placing of finger on
fingerprint module it will compares the query fingerprint with already stored template fingerprint(i.e. minutiae based algorithm).If
assume the person is authorized one the LCD display is as shown in figure(10).

[Figure(11):- fourth step]
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Figure(13): Face Authentication success] [Figure(14): Face Authentication Fail]

In case Fingerprint authentication and Face recognition of the person both are declined i.e. the person Considered as unauthorized
person so following actions will takes place,. and it shows on Google maps[9].
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[Figure(15):- SMS sent to Mobile] [Figure(12):-Automobile location on Google Maps]
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V.COST ANALYSIS
Table:- Cost Analysis

S.No | Component Name | Quantity | Price(Rs)
1 |Raspberry pi-3 1 2400
2 |GSM(SIM900A) 1 900/-
3 |GPS(SIM28ML) 1 500 /-
4 [Fingerprint Module |1 2400/-
5 Web cam(C170) 1 900/-
6 Motor 1 30/-

7 |LCD Buzzer 1,1 270/-
8 |USBto TTL Converter|2 300/-
9 Miscellaneos - 300/-
10 [Total cost 9000/-

The different essential components with respective quantities and cost are given to implement the system in table | the wiring,
PCB & miscellaneous cost are considered approximately.

VI. CONCLUSION

In this project work, vehicle location can be tracked and prevented from theft with fingerprint verification. This is done with
minimum cost in quasi real-time mode. Fingerprint technology is very effective security check technology and also in lower cost
to avoid stealing of vehicles. In future, smartphone (i.e. android, windows) application can be developed and interfaced to a
dedicated smart-phone installed in vehicle get real-time vehicle tracking with interactive mapping.
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