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Abstract: Steganography is a type of security technique through science or art of hiding available of a message between
sender & intended recipient. Steganography has been used to hide secret messages in various types of files, including digital
images, audio & video. The three most important parameters of audio steganography are imperceptibility, payload, &
robustness. The proposed work is an implementation of audio steganography process where a modified Least Significant
bit (LSB) insertion and a Triple Modular Redundant (TMR) methods are used and the results found better when signal to
noise ratio (SNR) considered as the parameter. The proposed work give a solution for mass data hiding in audio files with
less audio originality changes.
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. INTRODUCTION

The growing importance & use of modern communications requires special type of security highly on computer network. Security
in network is becoming more crucial as number of data transfer is increasing on Internet. However, secrecy of data & data integrity
are important to protect against unauthenticated access & use. This has resulted in a huge growth of area of information hiding. As
a result of fast growth of broadcasting & publishing technology, media such as audio, video & something other sources which is
available in digital form may result in large-scale unauthorized copying. Information hiding is a popular research area, which makes
use of applications like copyright protection of steganography, digital media & fingerprinting. All these methods of information
hiding are quite different.

In steganography approach, message has information such as owner identification along with digital time stamp, which is usually
applied for data protection. Steganography approach hides message where it is protected within host data set. Because of
advancement in information coding techniques, lots of information is stored in electronic memories. Also, security of information
has become a basic issue. Along with cryptography, steganography can also be used to secure information. Steganography is a
method of data hiding in digital media. In cryptography, encrypted message is embedded in a digital host massage before
communicating it on network, so originality of message is unknown. Along with hiding data, steganography approach of
information hiding protects digital data including video, audio, & images from unauthorized copying.

1. METHODOLOGY
Available Method: The method adopted for steganography [1] is explain below:-
Take an audio file or record voice and save it as .wav file, Covert the audio file from time domain to frequency domain using
Discrete Spring Transform. Similar to the time scale modification, the spring transform disables the synchronization of the hidden
information. Select HH part of audio file round off pixels as the value of HH can have fractional part. Read the data from .txt file
and convert it into binary bits. Substitute data bits into LSB of rounded HH and perform inverse Discrete Wavelet Transform (DWT)
on LL, LH, and HL and modified HH to develop the final cipher image
The main advantage of their work that their method has high Signal to Noise Ratio (SNR) and low Mean Square Error (MSE) and
less suspicious, but still the method has some disadvantages like:-
(i) Rounding off pixels of high frequency may loss audio file information,
(i) LSB substitution also change the information audio file.
The above method described does not provide any kind of noise immunity. It means that during the audio file transfer if the particular
pixel in which our secret data is hidden and is lost by any cause (may be noise, distortion or fading), the whole data cannot be
reconstructed.
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Figure 1. Work proposed by [1]

Proposed Encryption: The solution of above problems has been resolved in proposed method by using following concepts:-

(i) The proposed method does not use any transform technique which means that audio file will remain in time domain and hence
there is no need to round off pixels which does not lead to data loss and original audio will remain unchanged.

(ii) The data is not converted into binary hence proposed method uses scaling of ASCII instead of that binary of ASCII of data.
(iii) The proposed method uses 64 bit KEY and also a key-generator which enhances the security of the work.

(iv) The proposed work uses interleaving of key based scaled data instead of LSB substitution which further does not affect the
quality of original audio file.

Figure 2. Interleaving of data
In Figure 2, blue area is the original audio file and the green area is scaled data which is to be hidden.

Figure 3. The LSB substitution of data

Eight pixels have been shown in Figure 3and each pixels has 8 bit value and the data bit replace these LSB of that pixels.
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(v) The proposed method uses Triple Modular Redundancy (TMR) check for the communication so as to have a safe and secured
data communication. Audio steganography key is provided for multiple layers of security but TMR secures the data from noise,
fading or distortion. In case of TMR, the same data is transmitted at three different locations and decision of selecting that location
is decided using the TMR formula. In worst case, still the data is received by the procedure is shown in figure 4 below.

Algorithm:

R = (L/S)

Di1 = (L/S)

Diz = L-[(L/S) + 2(L/S)]
Dis = [(L/S) + 1/3(L/S)]
where,

L= Number of sample, S= characters in data, r= step size,

Di1, Diz and Dis are the starting of first scaled data character position. The above formula signifies that the first set data is been
hidden in stars form L/S and gets interleaved at the step of ‘R’ forwarded, the second set of data will start from L-[(L/S) + 2(L/S)]
and gets interleaved at the interval of ‘R’ but Reverse and third set of data will start from [(L/S) + 1/3(L/S)] and gets interleaved at
the step of ‘R’ forwarded.

The plain-text can be of any size but it must be at-least ten times less than size of its massagers audio file. The size of KEY is of 64
bit hence intruder requires to try 2% attempts to break data.

Cipher Generator:- It performs initial cipher generation & use division & modulation with specific key. Let A is a plaintext and K1
is the Key for Cipher generation, then:

K1= {‘00’&KEY[6:0] }xor {‘00’&KEY[12:7] } xor {‘00’&KEY[18:13] }

B =abs (A /K1)

C=A%K1

D=[BC];

Now D will be data to be transmitted

TMR of data D:-

LetD=[x1x2x3 x4 x5...... xn], it will break in L1, H1 using DWT as

DI=[x1 x2x3 x4 x5...... xn]

D2=[ x1 x2x3 x4 x5...... xn]

D3=[x1 x2x3x4x5...... xn]

Scaling:- data amplitude will get scaled by value:

K2=KEY [24:19] xor 80’h

Generated as

D4=D1/K2;

D5=D2/K2;

D6=D3/K2;

D4, D5 and D6 will be scaled as much as level of any Audio signal amplitude value.

Substitution Audio Steganography: - It is proposed method of data hiding in audio file let D4, D5 and D6 is data

D4=[plp2p3pdp5...c........ pnl
D5=[qlq293q44q5 ............ an]
D6=[r11r2r3rd15............... rn]
And audio file samples are:

Al =[W1 W2 W3W4W5..... W]

Then the DWT decomposition of data is as:
L1=[W14+W2, W3+W4, W5+w6 ...... ]

H1 =[W1-W2, W3-W4, W5-W6...........]
Then with spacing of K2 = Key-2/10 data will get substituted in audio file as:
D4= [Wl W2 e, Wk y1 WK2+1 WK2+2 ........... Wkoa+k2 y2 .Wz*K2+1 ............... ]

D4 will be ciphered audio.
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Figure 4. Proposed Encryption technique

frequency)

111. RESULTS
The different parameters to compare the results of proposed work are described below:

(1) Standard Deviation: Standard deviation is a measure in statistics which refers to spread or variability. Standard deviation is
root square separation (deviation) of values from their arithmetic mean.

TX-X)
n-1)

Where X =Individual value,
X=Mean of all value,

n = total value,

Y. =sum

(2) Mean Squared Error (MSE): MSE of an estimator is to quantify & is the difference between values used by an estimator &
actual values of quantity being estimated. MSE measures averages of square of errors.
Let D is data, C is cipher, len is length of data, MSE: Mean Square Error, SNR: Signal to Noise ratio, then:
(-0
MSE= ——=

len

(3) Signal-to-noise ratio (SNR): SNR is a measurement that compares level of a required signal to level of background noise. It is
defined as ratio of actual signal power to noise power, often expressed in decibels.

SNR = 10l0g;235"

Figure 5 below shows command window of results observation after running the steganography on data.

[JRTI1903007 International Journal for Research Trends and Innovation (www.ijrti.org)



http://www.ijrti.org/

© 2019 IJRTI | Volume 4, Issue 3 | ISSN: 2456-3315

4\ Command Window L] & [

X

G\ New to MATLAB? Watch this Video, see Examples, or read Getting Started.

>» staudio(213)
please give the data in single cote 'ni I am from sri ramm college'

30000

1551

£ >

OEE=]a ¢ a6 040 TIM
Figure 5. Command window for data steganography

Figure 6 shows the command prompt output observation as if can be seen that the original data was 'hi | am from gyan ganga
college'. At the steganography side the data which is 'hi | am from gyan ganga college' received at the receiver side.
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Figure 6. Command window for data de-steganography

Figure 7 shows the observation has three graph, where the first graph shows the original recorded voice signal in which the data
needs to be hidden, second graph is the data after the modulo encryption and which is completely different from the data, and the
third graph is the cipher audio in which the data 'hi I am from gyan ganga college' has been hidden.

[JRTI1903007 International Journal for Research Trends and Innovation (www.ijrti.org)



http://www.ijrti.org/

© 2019 I[JRTI | Volume 4, Issue 3 | ISSN: 2456-3315

B Figure 1 =
File Edit View Inset Tools Desktop Window Help £

Udde R0 EA-2|0H 0O

the orignal audio signal

05| i

E L
0 05 1 15 2 25 3 B 4 45
4
x 10

the data D1
i T T T T T

100 =
50— =

T | | | | |

0 05 1 15 2 25 3 35 4 45
4
x 10

(a]e © @le]e][s] BSR40 T
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Observed Results: Tablel shows the observed results for different number of samples and it can be observed that as the number
of sample increases, the value of SNR also increases though the MSE gets decreased.

Table 1: SNR and MSE of audio steganography

Number of samples Size of data SNR MSE
100000 2byte 76.8451 0.0014
110000 2 byte 78.2550 0.0010
120000 2 byte 79.8587 0.0007
130000 2 byte 81.6327 0.0004

Table 2 shows the results observed for the different size of audio files to hide same data and it shows effect of different audio file
on SNR.

Table 2. SNR of Audio Steganography different audio files

Audio File Audio File Size SNR

(in kB) (in dB)
Wave_1 390 84.60
Wave_2 490 85.87
Wave_3 590 83.69
Wave_4 680 84.36
Wave_5 830 82.60
Wave_6 940 82.63
Wave_7 1660 84.58
Wave_8 2050 82.86

It can be observed from tables 1 and 2 that maximum value of SNR observed is around 82, & minimum mean square error is 0.0004
only.
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Table 3. Comparative Analysis

Different Base (SNR in dB) MSE Standard Deviation
Papers

Base Paper [1] 79.5 0.0019 7.2457

Base Paper [2] 78.9 0.0020 8.48

Base Paper [3] 80 0.0018 4.525

Proposed work 84.235 0.0014 1.1644
results
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Figure 10. Comparative results for standard Deviation

The above observation has been taken from huge range of data length upto 100 words with huge range of samples in audio
steganography (30000-150000) and huge range of cover image size ranges from 15kB to 2.5 MB. It can be observed clearly that
the overall SNR is better in proposed work as compared to previous works. The proposed work has lowest MSE. It can be clearly
seen that SNR in proposed work is much precise & lies between 82.6 to 86 which is better as compared to other existing works like
base [1], [2] & [3]. The SNR of proposed work maintains its value in any scenario which makes our design more robust & more
powerful because in other previous works, SNR varies drastically because any of parameters changes.

V. CONCLUSION

Information security is necessary for secured data transfer. Steganography is one of the types used for secured transmission of
confidential information. Hiding information in an image or photograph is less doubtful than communicating an encrypted file
(cipher). So steganography can be used for highly confidential data transfer. Along with this theory if one is focusing on
cryptography, it is doubtful to intruder but many complex algorithms are available that ensures to make the work of hacker very
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tedious. So if combination of both is used, it will enhance confidentiality in huge amount. Data authentication, integrity, & non-
repudiation of data can also be managed.

The observations have been done from huge range of data length upto 100 words with huge range of samples in audio steganography
(30000-150000) and huge range of cover image size ranges from 15kB to 2.5 MB. The SNR of proposed work maintains its value
in any scenario which makes our design more robust & more powerful because in other previous works, SNR varies drastically
because any of parameters changes. Both cryptography & steganography have their own respective pros & cons, but combination
of both model provides better protection of data from intruders. It can also be observed that proposed method have less MSE &
very good SNR value of both Audio & Image steganography. The proposed work has 82.5% less standard deviation as compared
to [1].
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