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Abstract: It is vital that credit card companies are able to identify fraudulent credit card transactions so that customers are
not charged for items that they did not purchase. Such problems can be tackled with Data Science and its importance, along
with Machine Learning, cannot be overstated. This project intends to illustrate the modeling of a data set using machine
learning with Credit Card Fraud Detection. The Credit Card Fraud Detection Problem includes modeling past credit card
transactions with the data of the ones that turned out to be fraud. This model is then used to recognize whether a new
transaction is fraudulent or not. Our objective here is to detect 100% of the fraudulent transactions while minimizing the
incorrect fraud classifications. Credit Card Fraud Detection is a typical sample of classification. In this process, we have
focused on analysing and pre-processing data sets as well as the deployment of multiple anomaly detection algorithms such
as Local Outlier Factor and Isolation Forest algorithm on the PCA transformed Credit Card Transaction data.
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Introduction:-

'Fraud' in credit card transactions is unauthorized and unwanted usage of an account by someone other than the owner of that
account. Necessary prevention measures can be taken to stop this abuse and the behaviour of such fraudulent practices can be
studied to minimize it and protect against similar occurrences in the future. In other words, Credit Card Fraud can be defined as a
case where a person uses someone else’s credit card for personal reasons while the owner and the card issuing authorities are
unaware of the fact that the card is being used. Fraud detection involves monitoring the activities of populations of users in order
to estimate, perceive or avoid objectionable behaviour, which consist of fraud, intrusion, and defaulting. This is a very relevant
problem that demands the attention of communities such as machine learning and data science where the solution to this problem
can be automated. This problem is particularly challenging from the perspective of learning, as it is characterized by various factors
such as class imbalance. The number of valid transactions far outnumber fraudulent ones. Also, the transaction patterns often change
their statistical properties over the course of time. These are not the only challenges in the implementation of a real-world fraud
detection system, however. In real world examples, the massive stream of payment requests is quickly scanned by automatic tools
that determine which transactions to authorize. Machine learning algorithms are employed to analyse all the authorized transactions
and report the suspicious ones. These reports are investigated by professionals who contact the cardholders to confirm if the
transaction was genuine or fraudulent. The investigators provide a feedback to the automated system which is used to train and
update the algorithm to eventually improve the fraud-detection performance over time.

Motivation:-

In recent years, topics such as fraud detection and fraud prevention have received a lot of attention on the research front, in particular
from payment card issuers. The reason for this increase in research activity can be attributed to the huge annual financial losses
incurred by card issuers due to fraudulent use of their card products. A successful strategy for dealing with fraud can quite literally
mean millions of dollars in savings per year on operational costs. Artificial neural networks have come to the front as an at least
partially successful method for fraud detection. The success of neural networks in this field is, however, limited by their underlying
design - a feedforward neural network is simply a static mapping of input vectors to output vectors, and as such is incapable of
adapting to changing shopping profiles of legitimate card holders. Thus, fraud detection systems in use today are plagued by
misclassifications and their usefulness is hampered by high false positive rates. We address this problem by proposing the use of a
dynamic machine learning method in an attempt to model the time series inherent in sequences of same card transactions. We
believe that, instead of looking at individual transactions, it makes more sense to look at sequences of transactions as a whole; a
technique that can model time in this context will be more robust to minor shifts in legitimate shopping behaviour. In order to form
a clear basis for comparison, we did some investigative research on feature selection, pre-processing, and on the selection of
performance measures; the latter will facilitate comparison of results obtained by applying machine learning methods to the biased
data sets largely associated with fraud detection. We ran experiments on real world credit card transactional data using two
innovative machine learning techniques: the support vector machine (SVM) and the long short-term memory recurrent neural
network.

Objectives:-

The key objective of any credit card fraud detection system is to identify suspicious events and report them to an analyst while
letting normal transactions be automatically processed. For years, financial institutions have been entrusting this task to rule-based
systems that employ rule sets written by experts.
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Methodology:-
. Using several methods of anomaly detection from the sklearn package.

. These two algorithms will combine through the data set which is having almost 28000 credit card transactions and
predict about fraudulent ones.
. Here, some python knowledge is recommended. Here, it is using jupiter notebooks to develop this python application.

Data flow diagram:-
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System Architecture:-
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Hardware Requirements:-
1) Processor : Intel core i7
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2) Processor Speed : 3.40 GHz
3) RAM : 8GB

Future scope:-

While we couldn’t reach out goal of 100% accuracy in fraud detection, we did end up creating a system that can, with enough time
and data, get very close to that goal. As with any such project, there is some room for improvement here. The very nature of this
project allows for multiple algorithms to be integrated together as modules and their results can be combined to increase the accuracy
of the final result. This model can further be improved with the addition of more algorithms into it. However, the output of these
algorithms needs to be in the same format as the others. Once that condition is satisfied, the modules are easy to add as done in the
code. This provides a great degree of modularity and versatility to the project. More room for improvement can be found in the
dataset. As demonstrated before, the precision of the algorithms increases when the size of dataset is increased. Hence, more data
will surely make the model more accurate in detecting frauds and reduce the number of false positives. However, this requires
official support from the banks themselves

Conclusion:-

Credit card fraud is without a doubt an act of criminal dishonesty. This article has listed out the most common methods of fraud
along with their detection methods and reviewed recent findings in this field. This paper has also explained in detail, how machine
learning can be applied to get better results in fraud detection along with the algorithm, pseudocode, explanation its implementation
and experimentation results. While the algorithm does reach over 99.6% accuracy, its precision remains only at 28% when a tenth
of the data set is taken into consideration. However, when the entire dataset is fed into the algorithm, the precision rises to 33%.
This high percentage of accuracy is to be expected due to the huge imbalance between the number of valid and number of genuine
transactions. Since the entire dataset consists of only two days’ transaction records, its only a fraction of data that can be made
available if this project were to be used on a commercial scale. Being based on machine learning algorithms, the program will only
increase its efficiency over time as more data is put into it.
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