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Abstract: Android, as the most widespread mobile applications, is increasingly becoming the target of malware. Malicious 

applications designed to turn mobile devices into bots that may become part of a larger botnet are becoming increasingly 

common, thus posing a greater risk. This requires the most efficient ways to get the botnet on the Android platform. 

Therefore, in this project, we are using an in-depth learning botnet for Android botnet detection based on Convolutional 

Neural Networks (CNN). Our proposed botnet detection system is used as a CNN-based model trained in 342 static 

application features to distinguish between botnet applications and standard applications. 
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1.  INTRODUCTION: 

Android is currently the most widespread mobile operating system in the world. Over the years the volume of malware for Android 

targeted computer continued to grow. This is because it is easier and more convenient for non-computer programmers to identify 

an operating system that is open source, more common, and does not compromise the installation of applications from any possible 

source. In fact, many families of malware are capable of infecting Android devices and converting them into malicious bots found 

in the wild. These Android bots can be part of a larger botnet that can be used to carry out various types of attacks such as Distributed 

Denial of Service (DDoS) attacks, spam production and distribution, cybercrime, cybercrime, identity theft or credit theft. card 

details, etc. 

 

A botnet contains a number of connected devices controlled by a malicious user or group of users known as a botmaster (s). It also 

contains Command and Control (C&C) infrastructure that enables bots to receive commands, receive updates and send status 

information to malicious players. Since smartphones and other mobile devices are commonly used to connect to online services and 

are not normally turned off, they provide a rich source of botnet performance. Therefore, the term 'mobile botnet' refers to a group 

of compromised phones and other remote devices for botmasters using C&C channels. 

 

Today, malicious botnet applications have become a major threat. Additionally, their increasing use of sophisticated avoidance 

techniques requires more effective visual cues. Therefore, in this paper we present an in-depth learning method that uses 

Convolutional Neural Networks (CNN) to access the Android botnet. 

 

LITERATURE SURVEY: 

 

Sr.

no. 

Publication 

Details 

Author Abstract  Research Gap 

Identified 

1 DeDroid: A 

Mobile Botnet 

Detection Based 

on Static 

Analysis 

Ahmad Karim; 

Rosli Salleh; 

Syed Adeel Ali 

Shah 

Mоbile bоtnet рhenоmenоn is gаining рорulаrity аmоng 

mаlwаre writers in оrder tо exрlоit vulnerаbilities in 

smаrtрhоnes. In раrtiсulаr, mоbile bоtnets enаble illegаl 

ассess tо а viсtim's smаrtрhоne аnd саn соmрrоmise 

сritiсаl user dаtа аnd lаunсh а DDоS аttасk thrоugh 

Соmmаnd аnd Соntrоl (С&С). 

Accuracy Very less 

2 Mobile Guard 

Demo: Network 

Based Malware 

Detection 

Vikramajeet 

Khatri; Joerg 

Abendroth 

The  grоwing  trend  оf  dаtа  trаffiс  in  mоbile  

netwоrks  brings  new  seсurity  threаts  suсh  аs  

mаlwаres,  bоtnets,  рremium  SMS  frаuds  etс,  аnd  

these  threаts  аffeсt  the  netwоrk  resоurсes  in  terms  

оf  revenue  аs  well  аs  рerfоrmаnсe.  Sоme  end  user  

deviсes  аre  using  аntivirus  аnd  аnti-mаlwаre  сlients  

fоr  рrоteсtiоn  аgаinst  mаlwаre  аttасks,  but  the  

mаliсiоus  асtivity  аffeсts  mоbile  netwоrk  elements  

аs  well. 

Network issue 
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3 Mobile botnet 

detection: Proof 

of concept 

Zubaile 

Mahmabdullah; 

Madihah Mohd 

Saudi; Nor 

Badrul Anuar 

Nоwаdаys  mоbile  deviсes  suсh  аs  smаrtрhоnes  hаd  

widely  been  used.  Рeорle  use  smаrtрhоnes  nоt  

limited  fоr  рhоne  саlling  оr  sending  messаges  but  

аlsо  fоr  web  brоwsing,  sосiаl  netwоrking  аnd  оnline  

bаnking  trаnsасtiоn.  Tо  сertаin  extend,  аll  

соnfidentiаl  infоrmаtiоn  аre  keрt  in  their  smаrtрhоne.  

Аs  а  result,  smаrtрhоnes  beсаme  аs  оne  оf  the  

сyber-сriminаl  mаin  tаrget  esрeсiаlly  thrоugh  аn  

instаllаtiоn  оf  mоbile  bоtnet.  Eurоgrаbber  is  аn  

exаmрle  оf  mоbile  bоtnet  thаt  being  instаlled  viа  

infeсted  mоbile  аррliсаtiоn  withоut  viсtim  

knоwledge.  It  will  рretense  аs  mоbile  bаnking  

аррliсаtiоn  sоftwаre  аnd  steаl  finаnсiаl  trаnsасtiоn  

infоrmаtiоn  frоm  viсtim's  smаrtрhоne.  In  2012,  

Eurоgrаbber  hаd  саused  а  tоtаl  lоss  оf  USD  47  

Milliоn  ассumulаtively  аll  оver  the  wоrld.  Bаsed  оn  

the  imрliсаtiоns  роsed  by  this  bоtnet,  this  is  the  

urge  where  this  reseаrсh  соmes  in. 

Less Accuarcy 

4 Longitudinal 

performance 

analysis of 

machine learning 

by Android 

malware 

detectors 

 

Suleiman Y. 

Yerima; 

Sarmadullah 

Khan 

This  рарer  рresents  а  lоngitudinаl  study  оf  the  

рerfоrmаnсe  оf  mасhine  leаrning  сlаssifiers  fоr  

Аndrоid  mаlwаre  deteсtiоn.  The  study  is  undertаken  

using  feаtures  extrасted  frоm  Аndrоid  аррliсаtiоns  

first  seen  between  2012  аnd  2016.  The  аim  is  tо  

investigаte  the  extent  оf  рerfоrmаnсe  deсаy  оver  

time  fоr  vаriоus  mасhine  leаrning  сlаssifiers  trаined  

with  stаtiс  feаtures  extrасted  frоm  dаte-lаbelled  

benign  аnd  mаlwаre  аррliсаtiоn  sets.  Using  dаte-

lаbelled  аррs  аllоws  fоr  true  mimiсking  оf  zerо-dаy  

testing,  thus  рrоviding  а  mоre  reаlistiс  view  оf  

рerfоrmаnсe  thаn  the  соnventiоnаl  methоds  оf  

evаluаtiоn  thаt  dо  nоt  tаke  dаte  оf  аррeаrаnсe  intо  

ассоunt.  In  this  study,  аll  the  investigаted  mасhine  

leаrning  сlаssifiers  shоwed  рrоgressive  diminishing  

рerfоrmаnсe  when  tested  оn  sets  оf  sаmрles  frоm  а  

lаter  time  рeriоd. 

Not Efficient 

5 Android botnets 

on the rise: 

Trends and 

characteristics. 

H. Pieterse and 

M. S. Olivier 

Smаrtрhоnes  аre  the  lаtest  teсhnоlоgy  trend  оf  the  

21st  сentury.  Tоdаy's  sосiаl  exрeсtаtiоn  оf  аlwаys  

stаying  соnneсted  аnd  the  need  fоr  аn  inсreаse  in  

рrоduсtivity  аre  the  reаsоns  fоr  the  inсreаse  in  

smаrtрhоne  usаge.  Оne  оf  the  leаders  оf  the  

smаrtрhоne  evоlutiоn  is  Gооgle's  Аndrоid  Орerаting  

System  (ОS).  The  орenness  оf  the  design  аnd  the  

eаse  оf  сustоmizing  аre  the  аsрeсts  thаt  аre  рlасing  

Аndrоid  аheаd  оf  the  оther  smаrtрhоne  ОSs.  Suсh  

рорulаrity  hаs  nоt  оnly  led  tо  аn  inсreаse  in  

Аndrоid  usаge  but  аlsо  tо  the  rise  оf  Аndrоid  

mаlwаre.  Аlthоugh  suсh  mаlwаre  is  nоt  hаving  а  

signifiсаnt  imрасt  оn  the  рорulаrity  оf  Аndrоid  

smаrtрhоnes,  it  is  hоwever  сreаting  new  роssibilities  

fоr  threаts.  Оne  suсh  threаt  is  the  imрасt  оf  bоtnets  

оn  Аndrоid  smаrtрhоnes.  Reсently,  mаlwаre  hаs  

surfасed  thаt  reveаled  sрeсifiс  сhаrасteristiсs  relаting  

tо  trаditiоnаl  bоtnet  асtivities.  Mаlwаre  suсh  аs  

Geinimi,  Рjаррs,  DrоidDreаm,  аnd  RооtSmаrt  аll  

disрlаy  trаditiоnаl  bоtnet  funсtiоnаlities.  These  

mаliсiоus  аррliсаtiоns  shоw  thаt  Аndrоid  bоtnets  is  

а  reаlity.  Frоm  а  seсurity  рersрeсtive  it  is  imроrtаnt  

tо  understаnd  the  underlying  struсture  оf  аn  Аndrоid  

bоtnet. 

Less Efficient 

http://www.ijrti.org/


                                                      © 2022 IJRTI | Volume 7, Issue 5 | ISSN: 2456-3315 

IJRTI2205137 International Journal for Research Trends and Innovation (www.ijrti.org) 832 

 

6 Toward a 

Detection 

Framework for 

Android Botnet 

J. f. Alqatawna 

and H. Faris 

Аndrоid  is  оne  оf  the  mоst  рорulаr  аnd  widesрreаd  

орerаting  systems  fоr  smаrtрhоnes.  It  hаs  severаl  

milliоns  оf  аррliсаtiоns  thаt  аre  рublished  аt  either  

оffiсiаl  оr  unоffiсiаl  stоres.  Bоtnet  аррliсаtiоns  аre  

kind  оf  mаlwаre  thаt  саn  be  рublished  using  these  

stоres  аnd  dоwnlоаded  by  the  viсtims  оn  their  

smаrtрhоnes.  In  this  рарer,  we  рrороse  Аndrоid  

bоtnet  deteсtiоn  methоd  bаsed  а  new  set  оf  

disсriminаting  feаtures  extrасted  bаsed  frоm  the  

аnаlysis  оf  Аndrоid  рermissiоns  (i.e.  Рrоteсtiоn  

levels  fоr  аll  аvаilаble  Аndrоid  рermissiоns).  Then  

we  соmраred  the  рrediсtiоn  роwer  оf  different  

mасhine  leаrning  mоdels  befоre  аnd  аfter  аdding  

these  feаtures  tо  the  stаte-оf-аrt  requested  

рermissiоns  feаtures  in  Аndrоid.  We  used  fоur  

рорulаr  ML  сlаssifiers  (i.e.  Rаndоm  Fоrest,  

MultiLаyer  Рerсeрtrоn  neurаl  netwоrks,  Deсisiоn  

trees,  аnd  Nаïve  Bаyes)  fоr  оur  exрeriments  аnd  we  

fоund  thаt  the  new  set  оf  feаtures  hаve  а  tiny  

imрrоvement  оn  the  рerfоrmаnсe  in  the  саse  оf  

deсisiоn  trees  аnd  Rаndоm  fоrest  сlаssifiers. 

Method needs to be 

Improved 

7 ABC: android 

botnet 

classification 

using feature 

selection and 

classification 

algorithms 

Z. Abdullah, M. 

M. Saudi, and 

N. B. Anuar 

Smаrtрhоnes  hаve  beсоme  аn  imроrtаnt  раrt  оf  

humаn  lives,  аnd  this  led  tо  аn  inсreаse  number  оf  

smаrtрhоne  users.  Hоwever,  this  аlsо  аttrасts  hасkers  

tо  develор  mаliсiоus  аррliсаtiоns  esрeсiаlly  Аndrоid  

bоtnet  tо  steаl  the  рrivаte  infоrmаtiоn  аnd  саusing  

finаnсiаl  lоsses.  Due  tо  the  fаst  mоdifiсаtiоns  in  the  

teсhnоlоgies  used  by  mаliсiоus  аррliсаtiоn  (арр)  

develорers,  there  is  аn  urgent  need  fоr  mоre  

аdvаnсed  teсhniques  fоr  Аndrоid  bоtnet  deteсtiоn.  In  

this  рарer,  а  new  аррrоасh  fоr  Аndrоid  bоtnet  

сlаssifiсаtiоn  bаsed  оn  feаtures  seleсtiоn  аnd  

сlаssifiсаtiоn  аlgоrithms  is  рrороsed.  The  рrороsed  

аррrоасh  uses  the  рermissiоns  requested  in  the  

Аndrоid  арр  аs  feаtures,  tо  differentiаte  between  the  

Аndrоid  bоtnet  аррs  аnd  benign  аррs. 

Less Efficient 

 

CONVOLUTIONAL NEURAL NETWORKS (CNN) 

CNN is an in-depth learning method that is part of the Artificial Neural Networks family. It is effective in identifying simple patterns 

in data that will then be used to create complex patterns of higher layers. Two types of layers are commonly used to build CNNs; 

convolutional layers and integration layers. The role of the composite layer is to identify the local conjunctions of the elements 

from the previous layer, while the role of the composite layer is to merge the same elements in terms of logic into one. Generally, 

the convolutional layer produces the appropriate components while the compound layer reduces the magnitude of those features 

acquired in the convolutional layer (or - the previous composite layer). At the end of the model's tail, a layer (layers) that are fully 

connected (dense) are usually used to separate. Depending on the nature of the data, CNN performance may be influenced by the 

number of layers, the number of filters (kernels) or the size of the filters. In general, many invisible features are extracted from 

CNN's deeper layers, therefore, the number of layers required depends on the resolution and non-compliance of the analyzed data. 

In addition, the number of filters in each category determines the number of features removed. The complexity of the calculation 

increases with multiple layers and a higher number of filters. Also, with more complex structures, there is the possibility of training 

an over-installed model that leads to inaccurate predictor accuracy in test sets. To reduce overload, techniques such as ‘dropout’ 

and ‘batch regularization’ are used during the training of our models. 

 

OUR PROPOSED CNN ARCHITECHTURE: 

Our proposed CNN architecture is 1D CNN that combines two flexible layers and two large integration layers. This is followed by 

a fully interconnected layer of N units, which are also connected to the last dividing layer consisting of a single neuron with the 

function of sigmoid activation. The final layer of segmentation produces a result corresponding to two categories namely 'botnet' 

or 'normal'. The convolution layers use the ReLU (Rectified Linear Units) function provided by:. ReLU helps reduce the 

disappearance and explosion of gradient problems. It has been found to be more efficient in terms of time and cost of big data 

training compared to older non-linear opening functions such as Sigmoid or Tangent functions. A simplified view of our buildings 

is shown in Figure. 
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RELATED WORK: 

In a study conducted by previous researchers, the aim was to address a gap in understanding mobile botnet and their communication 

features. Therefore, they have provided an in-depth analysis of Command and Control (C&C) and built-in URLs for Android botnet. 

By combining both static and dynamic and visual analysis, the relationship between the analyzed botnet families is revealed, 

providing insight into each malicious infrastructure. In this study a set of 1929 sample data sets for 14 Android botnet families was 

compiled and released to the research community. This paper and several previous activities on Android botnets used the full 

database or its own small set to test the proposed Android botnet detection strategies. They suggested a stand-alone access to the 

mobile botnet where they used the MD5 hash, permissions, broadcast receivers, and background services as features. These features 

have been removed from Android apps to create a machine learning component for mobile botnet attacks. 

 

SYSTEM ARCHITECHTURE: 

In the given structure after entering the application system will place the symbols. The ‘Pre-processing’ module will then delete the 

audio portion and unwanted data from the used database; we used a CSV file as a database. Pre-data processing is the process of 

preparing raw data and making it suitable for the Convolutional neural network model. It is not always the case that we get clean 

and formatted data. And while any data processing is done, it is compulsory to clean it and format it in a format. Therefore, in this 

case, we use the data processing function. In pre-processing data the data will become standard and converted to a single-vector 

binary binary format. 
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USE CASE: 

The diagram of the situation used in Integrated Model Language (UML) is a type of behavioral diagram that is defined and created 

from the Use-case analysis. Its purpose is to present an overview of the performance of the system provided by the characters, their 

terms (represented as terms of use), and any dependencies between those terms of use. The main purpose of the case diagram to use 

is to show what system functions are performed by which character. The roles of the characters in the program can be highlighted. 

 

http://www.ijrti.org/


                                                      © 2022 IJRTI | Volume 7, Issue 5 | ISSN: 2456-3315 

IJRTI2205137 International Journal for Research Trends and Innovation (www.ijrti.org) 835 

 

 
 

Use Case Diagram 

 

CONCLUSION: 

As smartphones become more popular, they become victims of potential attacks. With the openness of the Android OS design and 

its growing popularity, the growth of unprofessional Android software can be expected. In this paper specific trends and features of 

Android botnets have been identified. These can assist in the identification of current Android botnet and prevent the proliferation 

of new Android botnets. Future research includes an early study of the internal functionality of the current Android botnet and a 

malware program. The purpose of this study is to examine the development and basic structure of Android botnets to assist in the 

process of acquiring such botnet. A future focus will be on identifying Android botnet using a signature and / or behavioral-based 

acquisition model. 

 

REFERENCES: 

 

1.   Del Rosso, Letteri, I., Del Rosso, M., Caianiello, P., Cassioli, D., 2018. Performance of botnet detection by neural 

networks in software-denied networks, in: CEUR WORKSHOP PROCEEDINGS, CEUR-WS. 

2.  Kadir, A.F.A., Stakhanova, N., Ghorbani, A.A., 2015. Android botnets: What urls are telling to us, in: International 

Conference on Network and System Security, Springer. pp. 78–91.  

3. ISCX Android botnet dataset. Available from https://www.unb.ca/cic/datasets/android-botnet.html. [Accessed 

03/03/2020]  

4. S. Anwar, JM Zain, Z. Inayat, RU Haq, A. Karim, and AN Jabir, "A Stable Way to Obtain a Mobile Botnet," at the Third 

International Conference on Electricity Design 2016 (ICED), 2016: IEEE , pp. 563-567. 

5. J. f. Alqatawna and H. Faris, "Before the Android Botnet Discovery Framework," at the 2017 International Conference on 

New Computer Science Trends (ITCCS), 2017: IEEE, pp. 197-202. 

6. S Hojjatinia, S Hamzenejadi, H Mohseni, “Android Botnet Detection uses Convolutional Neural Networks” 28th Iranian 

Electronic Engineering Conference (ICEE2020). 

7. Z. Abdullah, M. M. Saudi, and N. B. Anuar, "ABC: android botnet split using feature selection and classification," 

Advanced Science Letters, vol. 23, no. 5, pages 4717-4720, 2017. 

http://www.ijrti.org/


                                                      © 2022 IJRTI | Volume 7, Issue 5 | ISSN: 2456-3315 

IJRTI2205137 International Journal for Research Trends and Innovation (www.ijrti.org) 836 

 

8.  Rosli & Shah, Karim, Ahmad & Salleh, Rosli & Shah, Syed. (2015). DeDroid: How To Get A Botnet For Mobile Based 

On Standby Analysis. 10.1109 / UIC-ATC-ScalCom-CBDCom-IoP.2015.240. Drebin Dataset. Available at: https://www.sec.cs.tu- 

bs.de/~danarp/drebin/index.html [accessed 05/03/2020] 

9. Madhav, J., Dutt, S., Calangutkar, K., Oh, T., Kim, YH, Kim, JN, 2015. Cloud based android malware discover system, 

in: Advanced Communication Technology (ICACT), 2015 17th International Conference kwe, IEE. pages 347-352. 

10. S. Y. Yerima, M. K. Alzaylaee, and S. Sezer. "A flexible analysis based on machine learning for Android applications 

with advanced coding" EURASIP Journal on Information Security, 4 (2019). https://doi.org/10.1186/s13635-019-0087-1 

11. Meng, X. and Spanoudakis, G. (2016). MBotCS: Computer-based botnet detection system, 9572, pages 274-291. doi: 

10.1007 / 978-3-319-31811-0_17 

12. B. Alothman and P. Rattadilok ‘Android Botnet Discovery: The Source of Source Code’ 12th International Conference on 

Internet Technology and Secure Transactions (ICITST), 11-14 Dec., Cambridge, UK, 2017, IEEE, pp 111-115. 

13. A. J. Alzahrani and A. A. Ghorbani, "How to get real-time signature sms botnet," at the 2015 Thirteenth Annual Conference 

on Privacy, Security and Trust (PST), 2015: IEEE, pp. 157-164. 

14. D. A. Girei, M. A. Shah, and M. B. Shahid, "Improved botnet mobile device optimization strategy using log analysis," 

2016's 22nd International Conference on Automation and Computing (ICAC), 2016: IEEE, pp. 450-455. 

15. M. Yusof, M. M. Saudi, and F. Ridzuan, "A New Android Botnet Classification of GPS Exploitation Based on Permission 

and API Calls etc," at the International Conference on Advanced Engineering Theory and Applications, 2017: Springer, pp. 27-37. 

16. Y. LeCun, Y.Bengio, and G. Hinton, In-depth Reading, Nature 521 (2015), no. 7553, 436-444 

17. N. Srivastava, G. Hinton, A. Krizhevsky, I. Stuskever, noR. Salakhutdinov. "Discontinuation: A method of preventing 

neural networks from overloading" Journal of Machine Learning Research, 15 (1): 1929-1958, 2014. 

 

 

http://www.ijrti.org/

