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Abstract— 

A type of application called remote monitoring and       management, sometimes referred to as network management or 

remote monitoring software, enables managed IT service providers (MSPs) to proactively and remotely monitor client 

endpoints, networks, and PCs. The phrase "remote IT management" has gained popularity recently. Telnet is a network 

protocol that allows for remote computer access and the creation of a text-based, two-way communication channel 

between two computers. It establishes remote sessions using the user-controlled TCP/IP networking protocol 

(Transmission Control Protocol/Internet Protocol). A network protocol known as Secure Shell, or SSH, creates a secure 

connection between users and a remote computer.With SNMP, network devices, including routers, servers, and printers, 

may communicate with network management systems in a standard language (NMS). Through an unsecured network, 

like the Internet, administrators and other authorised users are able to connect to protected systems. 
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 1. INTRODUCTION 

One of the features that might help in the problem-finding process is remote network monitoring. With this understanding,remote 

network administration and troubleshooting may be enhanced. In a word, remote network monitoring makes sure that your 

networking runs well. Aspects of network administration that are crucial for effective business operations include compliance, 

reliability, security, and efficiency. To ensure that your IT performs properly, it is crucial to keep an eye out for hardware and 

software bugs, viruses, and online dangers as well as to stay on top of necessary maintenance tasks. A network protocol called 

SSH, or Secure Shell creates a secure connection between users and a remote computer.Remote Management is managing a 

computer or a network from a remote location. It involves installing software and managing all activities on the systems/network, 

workstations, servers, or endpoints of a client, from a remote location. 

 

Fig: 1 Local Remote Network Diagram. 

This plan intends to create a system where vendors' claims of total supervision and control are as common as the technologies for 
remote network administration and monitoring. It takes careful investigation and a thorough grasp of business performance and 
security requirements to identify the tool or tool sets that can offer the all-encompassing coverage your organisation needs. 
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1.1 Python 

Python is an interpreted high-level general-purpose programming language. Its design philosophy emphasises code readability 
with its use of significant indentation. Its language constructs, as well as its object-oriented approach, aim to help programmers 
write clear, logical code for small and large-scale projects 

1.2 Telnet Protocol 

Telnet is an application protocol that enables bidirectional interactive text-oriented communication via the Internet or a local area 
network utilising a virtual terminal connection. An 8-bit byte-oriented data connection using the Transmission Control Protocol 
combines user data with Telnet control information (TCP). 

1.3 SSH 

A network protocol for operating network services securely across an unsafe network is called Secure Shell (SSH). SSH may 
protect any network service, but common uses include remote command-line, login, and command execution. 

1.4 SNMP 

An Internet Standard protocol called Simple Network Management Protocol (SNMP) is used to gather, organise, and modify data 
about managed devices over IP networks in order to alter device behaviour. Cable modems, routers, switches, servers, 
workstations, printers, and other devices frequently support SNMP. 

1.5 VOIP 

VoIP, often known as IP telephony, is a technique and collection of technologies for delivering voice conversations and 
multimedia sessions over IP networks, including the Internet. The provision of communications services (voice, fax, SMS, and 
voice-messaging) through the Internet as opposed to the public switched telephone network (PSTN), generally known as regular 
telephone service, is explicitly referred to as Internet telephony, broadband telephony, and broadband phone service (POTS). 

1.6 MIB browser 

An MIB browser is a tool that allows you to pull data from network devices and displays it in a readable format. It loads MIB 
files and query data, filters out information from an MIB tree, and gives you the option to configure and manage SNMP traps. 
Every device vendor provides their own set of MIB files, and an MIB browser can load different MIB files from different 
vendors. An MIB file contains a description of the object hierarchy on the managed device, as well as the syntax and access 
privileges for each variable in the MIB. 

 

2. OBJECTIVES 

 
● Reliability- We can expect better stability of hardware and software, and less error rate. 

● Managing network resources and services-including the control, monitor, update and device configurations. 

● Cost-effectiveness- We aim to reduce the cost by prior planning, modular expansion and relocation of equipment. 

● Multiple managers- The monitor can be configured to deal with more than one management station concurrently. 

 
3. BLOCK DIAGRAM 

 

Fig:(3.1)  Proposed Block Diagram 
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4. PUTTY CONFIGURATION 

 

Fig :( 4.1) SSH (Putty Configuration)  

Step 1: Make the setup as per the figure 3.1. 

Step 2:  Configure the PC ip address to 192.168.1.200/24. 

Step 3: Ensure that the lan cable is connected to the switch interface having any ip address.Ex:Gi1/0/1, ip address-
192.168.1.100/24. 

Step 4: Ensure that ip address 192.168.1.100 should be reachable from the PC by ping command. 

Step 5: Open the putty application and select SSH and provide the ip address and port number should be 22. 

Step 6: Click on the open and the connection will be successfully established. 

 

 

Fig :(4.2) Telnet (Putty Configuration)  

 

Step 1: Make the setup as per the figure 3.1. 

Step 2:  Configure the PC ip address to 192.168.1.200/24. 

Step 3: Ensure that the lan cable is connected to the switch interface having any ip address.Ex:Gi1/0/1, ip address-
192.168.1.100/24. 
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Step 4: Ensure that ip address 192.168.1.100 should be reachable from the PC by ping command. 

Step 5: Open the putty application and select Telnet and provide the ip address and port number should be 23. 

Step 6: Click on the open and the connection will be successfully established. 

 

Fig:(4.3) Serial (Putty Configuration)  

 

Step 1: Make the setup as per the figure 3.1. 

Step 2:  Configure the PC ip address to 192.168.1.200/24. 

Step 3: Ensure that the Serial USB cable is connected to the switch console port. 

Step 4: Ensure that the serial port is detected on the computer with any comport Ex: COM1. 

Step 5: Open the putty application and  select serial port , COM1 , speed should be given with the respect to device Ex:9600. 

Step 6: Click on the open and the connection will be successfully established. 

 5. FLOW DIAGRAM 

 

Fig: (5.1)  proposed Flow Diagram 

It is essential to begin by setting up the Python IDE and doing the fundamental router and switch settings.If the specified Host and 
IP address are valid, the code connects to the router remotely after it is scripted and run.If the logging credentials are right, access 
to the console terminal will be granted.We'll need to enter the right password later to gain access to the console terminal.We'll be 
able to remotely set up, alter, and administer the devices attached to the console terminal once access is granted.Later, we'll 
construct a call establishment between an analogue and digital phone remotely. 
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6.SCRIPTINGS 

 

Fig:(6.1)  Python code for Telnet 

 

 

Fig:(6.2)  Python code for SSH 

 

Fig:(6.3)  Python code for SNMP(Get) 
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Fig:(6.4) Cisco Code for Call Establishment 

 

 

7. RESULT 

 

 
 

Fig :(7.1)  Output of Telnet 

 

 
Fig :(7.2) Output of SSH 
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Fig :( 7.3) CMD output of SNMP(Get) 

 

 

 
 

Fig :( 7.4) Output of SNMP using Mib Browser 

 

 

 
 

Fig :( 7.5) Simulated (Cisco Packet Tracer) output of Call Establishment 

 

 

8. CONCLUSION 

In conclusion, the project objectives were met and the remote network management system was effectively constructed. The firm 

should put the suggested design for a network management system into practice. The requirement for a network management 

system and its particular generic implementation has been covered. Due to its straightforward architecture and implementation, 

telent is quickly replacing ssh as the industry standard for remote administration and logins. The suggested paradigm would 

provide effective network administration and a seamless update of network services. The block diagram has also been briefly 

suggested as a viable approach for next-generation network administration. As a result, we have advised that these upgrades be 

made as soon as possible to improve the network's security, functionality, and dependability. 
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