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Abstract 

   Steganography is the art of hiding a hidden message inside of a regular message. The communications may include text, 

photos, audio, and other media. The objective of contemporary steganography is to discreetly transmit a digital message. 

Many different carrier file formats are often used, but digital images are the foremost popular due to their frequency on 

the web. A full-sized colour video is concealed within another using high-capacity visual steganography techniques, which 

is the main focus of this work. The Author demonstrate empirically that the high-capacity picture steganography model is 

inapplicable to the video scenario because it ignores the temporal redundancy between adjacent video frames. Our research 

suggests a fresh approach to this issue (i.e., hiding a video into another video). Our model specifically has two branches, one 

of which is created specifically for inter-frame residual concealment into a cover video frame and the other of which conceals 

the original hidden frame. Then, two decoders are developed, each of which reveals a residual or frame. Second, the author 

creates first model based on deep convolutional neural networks in the body of work on video steganography. All findings 

strongly imply that the new model has advantages over earlier approaches. a convolutional neural network that can be used 

to conceal videos within other videos. Utilizing the principles of deep learning, steganography, and encryption, it is 

implemented in keras/tensorflow. 
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I. INTRODUCTION 

 

 1.1Steganography: 

 Steganography is a method for hiding sensitive data by encapsulating it in a common, non-sensitive document or communication; 

the information is subsequently extracted at the intended location. In addition to encryption, steganography can be used to further 

obfuscate or protect data. Greek roots steganos (hidden or covered) and graph are combined to get the word steganography (meaning 

to write).  

 

1.2Examples of Steganography: 

Those looking to transmit a secret code or message use steganography. While there are many acceptable applications for 

steganography. Steganography refers to a number of techniques for hiding a secret message inside of an apparently innocent object. 

Using invisible ink to hide secret messages in otherwise inoffensive messages, hiding documents recorded on microdot, which has 

a diameter as small as one millimetre, on or inside of correspondence that appears to be legitimate, or even sharing information in 

multiplayer gaming environments, are a few examples. 

 

1.3Image Steganography: 

Image steganography, as its name suggests, is the practise of concealing data within an image file. The photo used for this purpose 

is known as the cover photo, and the photo that steganography is known as the stego photo. The image steganography shown in 

Fig1.  

 

 

 

 

                    

 

 

 

 

 

 

 

 

Figure 1:  Process of Image Steganography 

In everyday life, the people come across a lot of data whose confidentiality, secrecy, and ownership must be ensured. For instance, 

with the advent of cloud-storage, many individuals and organizations prefer to store their data on the cloud, as it provides a 

mechanism to conveniently and easily access and share data over the network. 

 it provides a mechanism to conveniently and easily access and share data over the network. A concealed message is encoded using 

steganography and placed in a carrier a transit medium. The carrier could be clearly seen. To increase apparent unpredictability and 

lessen the chance of content discovery, the secret message may also be encrypted for enhanced security. Even if the hidden message 

is discovered, this will reduce the likelihood of content discovery. 
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 There are many well publicized nefarious applications of steganographic information hiding, such as planning and coordinating 

criminal activities through hidden messages in images posted on public sites making the communication and the recipient difficult 

to discover. Beyond the multitude of misuses, however, a common use case for steganographic methods is to embed authorship 

information, through digital watermarks, without compromising the integrity of the content or image. 

 
Figure 2: secret cover image 

 Figure 2: The three components of the full system. Left: Secret-Image preparation. Center: Hiding the image in the cover image. 

Right: Uncovering the hidden image with the reveal network; this is trained simultaneously, but is used by the receiver. 

The least significant bits (LSB) of images are altered by the most popular steganography techniques to conceal the secret 

information. This manipulation can be done uniformly or adaptively, through straightforward replacement, or with more complex 

techniques. Even while statistical analysis of image and audio files is frequently not visually perceptible, it can show whether the 

altered files differ from the originals. One of the most well-known advanced methods is HUGO, which explicitly creates models of 

the first and second order statistics of the set of candidates. cover images in an effort to preserve the image statistics. With relatively 

tiny messages (0.5bpp), HUGO is frequently used. The author uses a neural network, in contrast to earlier works, the author embed 

a considerably larger message, a full-size image, within a carrier image and implicitly mimic the distribution of natural images 

using a neural network. Although deep neural networks and steganalysis have recently produced some excellent results, there have 

been very few attempts to incorporate neural networks into the actual concealment process. Some of these studies have chosen 

which LSBs in a picture should be replaced with the binary representation of a text message using deep neural networks (DNNs). 

DNNs have also been utilised by others to choose which bits from the container pictures to extract. In contrast, the neural network 

in our work decides where to put the secret information and how to encode it effectively; the concealed message is spread out 

throughout the image's bits. To expose the hidden image, a decoder network that was simultaneously trained with the encoder is 

employed. Recall that the networks are just trained. 

 

1.4 Cryptography and steganography 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

   Figure 3: Cryptography vs Steganography 

Cryptography and Steganography [1][2][3], both provide methods to ensure the security of confidential data on public channels 

Fig3. A highlight the central difference between cryptography and steganography techniques. In cryptography, Alice sends a secret 

message to Bob on a public channel by encoding the plain-text into a cipher-text using some encryption algorithm, on receiving the 

message, Bob uses the corresponding decryption algorithm to reveal the secret message. However, in steganography, Alice hides 

the secret message into a different cover message using a hiding algorithm such that the cover message appears undefiled and sends 

it to Bob on the public channel. On the receiving end, Bob reveals the secret message using the corresponding revealing algorithm. 

In both situations, there is Eve, who is eavesdropping the conversation between Alice and Bob. In the case of cryptography, looking 

at the cipher-text, Eve can guess the presence of secret communication between Alice and Bob and in some cases, even decipher 

the secret message. In the case of steganography, it is difficult for Eve to identify secret communication because the steganographic 

message is indistinguishable from the cover message. 

The significant advantage of Steganography over Cryptography is that cryptography techniques only focus on hiding the secret 

message and not the existence of secret communication, whereas steganography techniques provide a method for communication 
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that the adversary does not deem suspicious. Other than covert communication, steganography can be used for digital watermarking 

[4][5], without compromising the integrity of the cover message. 

On the internet, video is still becoming more and more important, and as a result, video steganography [1][6][7] has just lately 

begun to gain ground among researchers. Although it can be considered as a potential solution, using image steganography 

techniques for framewise video steganography is not always the best option because it ignores the temporal coherence between 

successive video frames. The most advanced model currently available to address the issue of complete video steganography is 

VStegNET, which was recently introduced by Kumar et al. in BMVC'19. The difficulty of concealing a full-sized video within 

another video of the same size was further explored in this study, and also presented a ground-breaking deep 3D CNN architecture 

for full video steganography that was inspired by traditional auto-encoders [8]. The suggested model performs better than the most 

recent cutting-edge VStegNET [1].  The following are major contributions: 

A unique deep 3D CNN architecture that outperforms the most advanced VStegNET (BMVC’19) [1] for complete steganography 

of video. 

Qualitative as well as Quantitative analysis of the model at both frame and video level with metrics like APD [2],[6], SSIM [9], 

PSNR [10], and VIF [11] to show the effectiveness of our proposed model. Rigorously tested the ’undetectability’ of the model by 

testing it against traditional as well as deep steganalysis tools.Experimental analysis along with ablation study, using payload 

capacity, failure cases, drawbacks, etc. of the model is done to test the generalizability and to validate the performance of the 

proposed model. 

Superiority of the model is maintained by comparing the model with other state-of-the-art models like NIPS’17[2], HCCVS [8] and 

VStegNET [1]  

 

II.LITERATURE SURVEY 

From [12] Danish Shaikh, Shahrukh Qureshi, Vishal Kumar, and Girish Gund. A Method for Data Hiding Using Audio and Video 

Steganography was published in February 2016's Volume 6, Issue 2 of the “International Journal of Advanced Research in Computer 

Science and Software Engineering”. The author Danish Shaikh et al. uses audio-steganography, a technique that involves hiding 

data in another medium, such an audio recording. The author can conceal the message in sound files that resemble MP3s using 

audio steganography.From [13] Teoh Suk Kuan and Rosziati Ibrahim published a paper titled "Steganography algorithm to hide 

hidden message inside an image" in the volume of Computer Technology and Application. 2, no. 2, 2011, p.104-108.The author 

Teoh Suk Kuan et.al discusses various audio steganographic techniques and their benefits and drawbacks. The first is LSB coding, 

which is the most widely used and basic technique but is more effective at supplying security. Phase coding, which comes in second, 

has the drawback of having a slow data transmission rate. The third one, known as spread spectrum, involves the addition of noise 

while data is hidden behind audio recordings.From [14] K. Steffy Jenifer, G. Yogaraj, K. Rajalakshmi2014, Vol. 5 (1), 319-322, 

You may read the article titled "LSB Approach for Video Steganography to Embed Images" in the International Journal of Computer 

Science and Information Technologies. the author Steffy Jenifer et al. discusses how to conceal an image as hidden data behind 

video frames. The hidden image in frame is concealed using the Masking-Filtering procedures in addition to the LSB method. In 

this study, the movie is first broken down into frames and saved in a separate file. The input image is hidden using only one frame. 

The methods of masking and filtering are typically employed to analyse the image. To increase security, the secret image is 

embedded in the significant regions. Typically, these two methods are only used with grayscale and 24bit images. The stego key is 

used to encode the message into the video segments.From [15] Miss. Uma Sahu, Mr. Saurabh Mitra “International Journal of 

Computer Science & Communication Networks, A Secure Video Steganography Data Hiding Method”, Vol. 5(5), 348-357. The 

author Miss. Uma Sahu et al. Data encryption is the initial stage. Data encryption uses the AES algorithm, which is the most popular 

technique. The pixel swapping technique is another way to smuggle messages into videos in addition to the AES method. The red, 

green, and blue channels of one frame are separated after it has been randomly chosen in the pixel swapping process. Following 

that, a certain channel is chosen to hide data; in this instance, the paper uses the blue channel. Key is used to switch the blue 

channel's pixel locations for each s elected frame. Apply the AES encryption method to the message. To improve the double degree 

of security, embed this encrypted message within the pixels. 

 

III.RELATED WORK 

One of the provincial methods of steganography is the LSB (Least Significant Bit) steganography [16] which, as the name suggests, 

hides the cover image's least important details obscure the cover's hidden message. To ensure that the variation in the header picture 

is minimal, manipulating only the least significant bits is a good strategy; however, LSB steganography loses the information from 

the cover image. More sophisticated methods have been designed that preserve the underlying image statistics and work on 

designing distortion functions that force the embedding process to localize to noisier and challenging to model parts of the image. 

Advanced steganographic techniques focus on minimizing the designed distortion functions between the cover and the 

steganographic image.  All distortion based steganographic techniques have the same end goal: to localize the information to more 

noisy and complex regions of the image by minimizing the distortion function; they differ only in their approach of defining the 

distortion function. Highly Undetectable stego (HUGO) [2] is one of the most secure and content-adaptive steganography technique 

that hides the secret payload spatially in the image. The distortion function is based on Subtractive Pixel Adjacency Matrix (SPAM) 

[11] feature vectors to adaptively identify noisy regions or complex textures in the image to hide the payload. Likewise, Wavelets 

Obtained Weights (WOW) [9] is an additive steganography technique having the same capacity as HUGO. S-Uniward [10] uses,” 

distortion function based on the total of the relative coefficient changes in the cover's directional filter bank decomposition. The 

only problem with these techniques is their low capacity of only 0.2 bits per pixel (bpp). 
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IV.PROBLEM STATEMENT 

The world's use of the Internet is greatly expanding. In terms of security, today's transactions are regarded as "untrusted," meaning 

that hackers can easily compromise them. The author must also consider the transmission of massive amounts of data through a 

network, which will lead to transmission problems and just one level of security in the current systems. Today's hacker operations 

are becoming more prevalent every day, and they may easily steal sensitive data, thus security measures are insufficient to stop 

them. Although the security status has improved, the biggest disadvantage of the new security status is the cost. For so, we require 

more effective, cost-effective solutions with high security standards. There are numerous methods to solve this issue, including 

audio steganography, cryptography, and image steganography. However, a number of security, encryption, decryption, and space-

related issues have been raised in relation to image, audio, and text steganography. "Video steganography" has become a particularly 

important tool for solving all of these issues. It has attracted a lot of attention because of its potential uses in multimedia fund 

information security. 

 

V.ANALYSIS 

 

5.1 Training graph: 

 

                           Figure3: graph 

5.2 Architectures and error propagation: 

Although steganography and cryptography are frequently confused, in the method, image compression using auto-encoding 

networks is the closest parallel. The trained algorithm must learn to fit the data from the hidden image into the cover image's least 

apparent areas. Fig3: depicts the proposed system's design. 

Despite being trained as a single network, the three components in Figure 1 are best explained separately. Prep-Network, which is 

on the left, gets ready to hide the secret image. This element has two functions. When the hidden picture (size M M) is smaller than 

the cover picture, the preparation network initially progressively increases the size of the hidden picture to that of the cover picture, 

scattering the bits of the hidden picture over the whole NN (size N N) 

.  

           Figure 4: Network Transformations 

Figure 4: The preparatory network's transformations (3 examples shown). original colour images on the left. Middle: The middle 

network receives information from the three channels that the preparatory network extracted. Zoom of the edge-detectors on the 

right. The preparation network transforms the three colour channels. The second channel activates for high frequency regions, such 

as texturing and edges, in the most readily visible example (shown magnified (right)). 

pixels (For space considerations, we focus on full-size photographs rather than providing details of trials using smaller images). 

The most crucial goal is to convert the colour-based pixels into more usable features for succinctly encoding the image, including 

edges [17, 18], as shown in Figure 4. This goal is applicable to hidden images of all sizes. 

The cover image and the preparation-output networks are passed into the Hiding Network, the second and primary network, which 

creates the Container image. The RGB channels of the cover image and the adjusted channels of the concealed picture are 

concatenated at depth to create a NN pixel field as the input to this network. Over 30 distinct network topologies were tested as part 

of our analysis, each with a different number of hidden layers and convolution sizes. The ideal design consisted of 50 filters spread 

across 5 convolutional layers, each with 3 3, 4 5, or 5 patches. The picture receiver also known as the decoder uses the Reveal 

Network, the network on the far right. It only gets the Container picture (not the cover nor secret image). The cover image is 

removed by the decoder network, exposing the hidden image. 

The author encodes two images so that the intermediate representation (the container image) looks as similar to the cover image as 

possible. As indicated previously, the method primarily draws inspiration from auto-encoding networks [19]. The system is taught 
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by reducing the error indicated below, where c and s stand for the cover and secret images, respectively, and signify how to weigh 

their reconstruction errors: 

L (c c0, s, s0) = ||c − c0|| + β||s − s0|| 

Figure 3 shows how the errors are determined as well as the weights that each error has an impact on .Keep in mind that the weights 

of the reveal-network, which receives the container image and extracts the secret image, are not subject to the error term ||c c0||. On 

the other hand, for reconstructing the concealed image, every network receives the error signal ||s s0||. This makes sure that 

information about the secret image is encoded in both the representations created early in the preparation network and those utilised 

to rebuild the cover image.  

Figure 5: trained network 

Figure 5: A single, sizable network made out of the three networks is trained. Only the first two networks are impacted by error 

term 1. All 3 are impacted by error term 2. C is the cover image, while S is the secret image. 

A tiny amount of noise is injected to the output of the second network (for example, into the created container image) during training 

to guarantee that the networks do not simply encode the secret image in the LSBs. The LSB was not the only container for the 

reconstruction of the hidden image because the noise was made to occasionally flip it. We'll talk about the location of the information 

in the secret photograph later. 

 

VI.METHODOLOGY 

 

6.1deep learning: 

            

 Machine learning, a division of artificial intelligence, is the foundation of deep learning. Deep learning will operate because neural 

networks mimic the functioning of the human brain. Nothing is explicitly programmed in deep learning. 

 Deep learning models are particularly effective in resolving the dimensionality issue since they are able to focus on the precise 

characteristics by themselves with only a little assistance from the programmer. When there are many inputs and outputs, deep 

learning methods are extremely useful. Since deep learning emerged from machine learning, which is a branch of artificial 

intelligence in and of itself. 

 

6.2Background: 

  

The two primary types of steganography used on photographs are frequency domain and spatial domain steganography. The values 

(least significant bits) of a select few pixels in the spatial domain are directly changed by algorithms. A few mid-frequency 

components are modified in the frequency domine.  

     
       Figure 6: Basic Working Model 

   These heuristics are successful in the domains for which they are intended, but they are fundamentally static and thus simple to 

spot. Utilizing performance and quality parameters like capacity, secrecy, resilience, imperceptibility, speed, application, etc., we 

can assess a steganographic technique or algorithm. 

 

6.3 IMPLEMENTATION:  

Using Keras, the author simultaneously train the hidden Fig7: and reveal networks Fig8: as an autoencoder. The model contains 

two outputs that match to its inputs, which are two pairs of secret and cover images. The labels are identical to their respective 

inputs because we are utilising an autoencoder-based design.  The network is divided into three sections: Blocks are prepared, 

hidden, and then revealed. To more effectively encode the images, the colour-based pixels are converted to more useful attributes 

in the prepare block. To create the container image, the author next use the hide block to conceal this altered image inside the input 
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cover image. Finally, the author decode the container image in the reveal block to create the hidden output. the training graph has 

two inputs and two outputs as a result. 

 
Hide Network: Figure 7 

 

                                                                          
Reveal Network: Figure 8 

  The transmitter uses the conceal network, and the receiver is intended to utilise the reveal network. Only the container image is 

available to the receiver. For additional protection, the author encrypts (block shuffle) our secret images in addition to the 

standard steganographic concealment technique. As a result, a symmetric key that can be used to encrypt and decode the shuffled 

secret message is shared by both the sender and the recipient. On the input secret image, the sender performs encryption; on the 

output decoded image, the receiver performs decryption. Finally, the Non-local Means Denoising algorithm and Unsharp 

Masking (USM) filter are used to improve photos and videos. 

 

VII.RESULT: 

 

Cover video: 

  
 

              Secret video: 
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        Stego video: 

 

 

VIII. CONCLUSION 

 

Discussion & future work: 

The author explore a few of the study's findings in this part and offer some suggestions for additional research. Let's first think 

about the potential for training a network to locate concealed images after the system has been installed and without access to the 

original network. One can imagine that a network could be trained to recover both constituent components if an attacker was 

successful in obtaining numerous instances of container images produced by the targeted system, and in each instance at least one 

of the two component images (cover or secret image) was also provided. What options does an attacker have if they don't have 

access to this real-world "training" data? A first option might be to use a smoothness requirement or another typical heuristic from 

more traditional image decomposition and blind source separation. Obtaining even a small amount of training data for several of 

these methods would be beneficial for adjusting, setting parameters, and priors. It remains to be seen how much modifying the 

approaches discussed may lessen the effectiveness of these attempts if such an attack is anticipated. 

Due to the large amount of information buried in comparison to the data on the cover image, the discovery rate is great (1:1 ratio). 

By deliberately lowering the resemblance of the residual of the cover image to the hidden image, author offered one of several 

strategies to make it more challenging to recover the hidden image's contents. we can significantly increase the system's resilience 

by adding the following mechanisms to the ones already mentioned. The pixels are permuted (in-place) in one of M previously 

decided ways before hiding the secret image. The mechanism then conceals the key and permuted-secret-image (an index into M). 

Since the residuals lack any spatial organisation, recovery is made challenging even when using the residuals as a starting point. 

 Although the system has been discussed in terms of photographs, it may also be trained to incorporate audio, text, and images of 

various sizes. Additionally, the methods shown here are easily applied to audio samples by employing spectrograms of audio-files 

as images. This work can be expanded in both the short- and long-term. Here are the first three most important. Make a full 

steganographic system by hiding the message's existence from statistical analysts. This will probably require a new training target 

(such as an adversary) and, possibly, the embedding of smaller images within larger cover images. 

For the sake of simplicity, we trained the networks using the easy SSE error measure; however, error metrics more closely related 

to human vision, like SSIM, can be simply replaced. 
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