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Abstract - At present, many organizations are maintaining a lot of their data or information on cloud computing which 

provides a platform for data or information storage on cloud platform. It can be accessed at any time and from anywhere 

with the help of any devices over the internet. But there are some drawbacks regarding security, confidentiality and 

privacy on this computing platform. Cryptographic techniques are being used in the cloud platform to overcome these 

shortcomings in order to make it more secure as well as efficient. This paper focuses on various encryption and decryption 

for data with the help of cryptographic algorithms used in cloud environment, so as to enhance the security of data. For 

this sake a comparative study of symmetric algorithm including AES, DES, Blowfish and asymmetric algorithm which 

includes RSA, DSA, ECC has been done. 
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I.  Introduction 

Cloud Computing is a platform through which we get various types of services through the Internet such as data storage 

facilities, severs and database facilities, networking etc. If we say in common language, cloud computing is a type of network in 

which any servers are kept in place and data is stored in the servers through the Internet [1]. 

Cloud Computing has become a very broad field in the information technology in the present time, on-demand services are 

provided to the users on this platform through the internet. In today’s time, almost every type of industry or organization is using 

this platform. In this, users or organizations stored a lot of their data or information on the cloud platform, this process is 

completed with the help of cloud providers and the cloud providers are also responsible for the security and privacy of the data 

[2].  

 

Characteristics of Cloud Computing  

Cloud Computing is a very convenient technology that makes a very important contribution in expanding the data storage of 

any user’s or organization. In Cloud Computing Data can be easily transferred from any place to the cloud server and data can  be 

obtained from any place where internet facility is available, according NIST the main characteristics of cloud computing are as 

follows [3]. 

 

• On Demand Self Service  

The Facility of on-demand self service is available in cloud computing, in which the user has a demand for any resource, 

storage or virtual machine, then he get it without any third party intervention from the service provider. 

• Resource Pooling  

Resource Pooling is a important facility in cloud computing in which the user need any resource like storage, virtual 

machine, network etc. This services cloud service provider can allocate multiple users at different time. 

• Broad Network Access  

Broad network access is the facility that allows users to access cloud computing services from any location, any time 

with the help of any devices like mobile, laptop, desktop etc.  

• Rapid Elasticity  

Rapid Elasticity facility is available in cloud computing in which the cloud service provider scale up and scale down the 

distributed services or resources according to the needs of the users. 

• Measure Services  

In Measure Services, users have the facility that the user has to pay the cost for the amount of time he takes resources 

from the cloud service provider. 

 

 

 

 

 

 

 

 

 

http://www.ijrti.org/


                                © 2022 IJRTI | Volume 7, Issue 11 | ISSN: 2456-3315 

IJRTI2211105 International Journal for Research Trends and Innovation (www.ijrti.org) 748 
 

 
 

Deployment model of  Cloud Computing 

There are mainly three type of Deployment model of cloud computing [4]. 

 

• Public Cloud 

Public Cloud is a type of Cloud Computing that is used by a third party, which is shared by one or more users, it is less 

Secure than other clouds. It is also an architecture of cloud computing in which the cloud providers are responsible for 

creating or controlling it etc. 

 

• Private Cloud 

Private Cloud is a type of architecture of cloud computing. It is operated by an organization which provides best access 

to the users within the organization which are posted and secured through firewalls. 

 

• Hybrid Cloud 

Hybrid Cloud is a combination of different types of private cloud and public cloud. Hybrid cloud generally refers to the 

security and privacy of data centers. Hybrid cloud also refers to higher work efficiency than other clouds. 

 

Services of Cloud Computing  

Cloud Computing provides Three types of Services  

 

• Software as – a – services (SaaS) 

Software as a services is a services of cloud computing that allows easy access to applications software installed in 

computers or mobile devices through the use of the internet. In this, all types of services are managed by a cloud service 

provider or third party, the example of this is Google’s key app like google dropbox etc., in this software is made by the 

service providers which the users use [5].  

 

• Platform as – a – Service (PaaS) 

Only cloud service providers work on the software’s and medium of cloud computing by using this service the main 

function of platform as a service is hosting of applications, applications designing and building these applications etc [6].  In 

PaaS application are created and data is created by the users but the platform on which that application is built provides cloud 

service provider such as storage, servers, networking etc. Pass is an example of Window Azure. 

 

• Infrastructure as – a – Service (IaaS) 

In this services, the user’s develops his application on his platform but requires an infrastructure to host it, which provides 

the cloud. Cloud service providers provide hardware, networking and storage to the users through the Internet. Users keep 

their operating systems and application on cloud servers without purchasing any physical Computer or servers for their 

operating system [6].  

 

II. Security Attacks Categorization in Cloud Computing 

There are some mediums in cloud computing with the help of which an unauthorized user or hackers can enter the cloud 

environment or its setup, in view of these problems, the cloud service provider is constantly working on security to deal with 

them, some of these attacks are as follows [7]. 

 

• Storage based attack 
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Storage based attack is an attack in which users or organizations store their data or information on a cloud server through 

a devices, in which users access the cloud server through devices such as laptop, desktop or Smartphone, in which 

unauthorized users or hackers attacks stored data. 

 

• Network based attack 

Cloud Servers connect to a various of external machines through the network, in which unauthorized users or hackers 

enter the cloud setup through the network and attack it and breach the privacy and security of the data. 

 

• Application based attack 

Different types of application run simultaneously on the cloud platform, in which hackers enter the application through 

injection code that trace the path of those applications and steals the information or data. 

 

Table 1. Security Attacks Categorization 

 

Sr.No. Categorization of  attack Name of Attack 

1 Storage Based  Data Recovery and Vulnerability 

Data Privacy and Authentication 

Data Backup 

Improper Data Refinements 

2 Network Based  Spoofing 

Port Scanning 

Botnets 

3 Application Based SQL Injection 

Side Channel Attack 

Malware attacks 

DDos Attacks 

 

III.Need For Security in Cloud 

In the cloud environment, cloud service providers are placing special emphasis on protecting the data or information that is 

stored in data centers with encryption techniques. It has taken care of two important aspects in view of security. 

 

• Data privacy protection in Cloud 

Data privacy protection means to maintain the confidentiality of data or information, to protect the data and to provide a 

secure communication medium to the prevent unauthorized attacks. In cryptography technology, the concept of encryption 

and decryption of user’s data came so that their data is protected possible. 

 

• Secure Cloud Data Storage  

In the preset time, when users or any organization stores their data or information on cloud servers, they are always 

afraid that my data or information is safe or not, privacy is not being closed because Their data is stored on a third party 

location, so the data is encrypted through cryptography techniques so that only the authorized user can access that data. 

 

IV. Literature Review 

Cloud Computing has become a very important technology in the present time, in which the data of users or any organization 

is stored on the cloud storage, but there are also different types of attacks on this storage, in which data security attacks is a very 

important attack and on this. A lot of research has also been done in the last few years, in which our researchers has tried to 

strengthen this security by using different types of cryptographic techniques, some of which are as follows. 

 

According to Pronika et al. [8] When information is stored on cloud then it needs a better encryption because security of data 

is a very important aspect. He has told that the security of cloud storage can be strengthened by using various algorithms like AES 

Algorithms with S-box and feistel algorithm, data can be safely restored on cloud using cryptographic algorithm. 

 

According to Manoj Tyagi et al. [9] at present, cloud computing is a very latest technology, in which cloud service providers 

provide various types of services to the users, including storage, software etc., The most important service of cloud is the storage. 

They use Symmetric Algorithm AES (Advanced Encryption Standard) and asymmetric algorithm RSA (Rivest-Shamir-Adleman)  

made from the combination. Hybrid algorithm has been suggested so that data privacy and security can be further strengthened. 

This model has been implemented on Java. 
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According to Miss. Shakeeba S. Khan et al. [10] There is a lack of security in cloud computing. There are many security 

algorithms that can be used for cloud security such as AES, DES, Triple- DES and Blowfish. All this is a symmetric Algorithm, 

maily AES and DES are used, and there is RSA, Diffie-Hellman key exchange are Asymmetric Algorithm. Cloud Security can be 

improve by using these cryptographic algorithms. 

 

According to Ali Kadhim Bermani et al. [11] Cryptography techniques are an important method to protect data or information 

in a cloud environment. They have described that data is encrypted using a hybrid cryptographic algorithm to protect the data. 

They have developed a hybrid algorithm using Combination of Advanced Encryption Standard (AES), Blowfish and Message-

Digest Algorithm (MD5). They introduced a hybrid algorithm for data security and privacy. 

 

According to Alabi Orobosade et al. [12] The growth of data on cloud servers has made it more vulnerable as the cloud is 

managed by a third party, so it is very important to provide security in the data centers, this data and services are ubiquitous. They 

have created a hybrid algorithm. It uses symmetric and asymmetric cryptography to maintain the confidentiality and security of 

data. They have combined Advanced Encryption Standards (AES) at the first level and Elliptic Curve Cryptography at the second 

level to suggest a hybrid algorithm that allows data to be encrypted and privacy and security can be enhanced. 

 

According to Sana Belguith et al. [13] Security is a major problem in cloud computing environment. Cryptography is a better 

option for data security problems in cloud. They have proposed a hybrid encryption which uses hybrid technology using 

symmetric encryption AES and Asymmetric Encryption RSA.  

  

According to Sanjeev Kumar et al. [14] To further strengthen the security and protect the data in cloud computing, a hybrid 

cryptography is proposed. It is combination of both symmetric and asymmetric key which is data encryption standard (DES) and 

Rivest-Shamir-Adleman (RSA) combine implementation with multilevel encryption and decryption on both the sender and 

receiver side. Used to make cloud storage security more robust. 

 

P. Chinnasay et al. [15] Has told that cloud data storage security can be strengthened by using hybrid cryptography technique. 

Cloud has problems with security and privacy. He Developed a hybrid algorithm using symmetric key algorithm Blowfish and 

asymmetric key algorithm Elliptic Curve Cryptography (ECC). They implemented the hybrid algorithm on Java, which further 

enhances the security of cloud computing. 

 

Table 2. Summary for Literature Review 

 

Ref. No. Approach Technology/tools Description 

[8] AES With S-

box and Feistel 

--- the security of cloud storage can be strengthened by using various 

algorithms like AES Algorithms with S-box and feistel algorithm, 

data can be safely restored on cloud using cryptographic 

algorithm. 

 

 

[9] 

AES and RSA JAVA use Symmetric Algorithm AES (Advanced Encryption Standard)  

and asymmetric algorithm RSA (Rivest-Shamir-Adleman)  made 

from the combination. Hybrid algorithm has been suggested so 

that data privacy and security can be further strengthened 

[10]  AES, DES, 

Triple DES, 

Blowfish, RSA 

and Diffie-

Hellman 

 many security algorithms that can be used for cloud security such 

as AES, DES, Triple- DES and Blowfish. All this is a symmetric 

Algorithm, maily AES and DES are used, and there is RSA, 

Diffie-Hellman key exchange are Asymmetric Algorithm. Cloud 

Security can be improve by using these cryptographic algorithms. 

 

[11] AES, Blowfish 

and MD5 

JAVA developed a hybrid algorithm using Combination of Advanced 

Encryption Standard (AES), Blowfish and Message-Digest 

Algorithm (MD5). They introduced a hybrid algorithm for data 

security and privacy. 

[12] AES and ECC - uses symmetric and asymmetric cryptography to maintain the 

confidentiality and security of data. They have combined 

Advanced Encryption Standards (AES) at the first level and 

Elliptic Curve Cryptography at the second level to suggest a 
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V. Cryptography 

In common language, cryptography is also called hidden secret or art of protecting data, using this data or information 

converted into unreadable secret code through encryption, before being converted, the data or information is called plain text 

and that data or information may be required by the same user who has the key to decrypt the data in it, after being converted, 

the data or information is called Ciphertext, this chipper text is again converted into plaintext through decryption [16].  

Cryptography is divided into two parts : 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. Symmetric Encryption 

Symmetric key Encryption is also used to protect data or information, in which data or information is both encrypted and 

decrypted with the help of a single private key [17]. 
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Fig 3. Symmetric Encryption 

hybrid algorithm that allows data to be encrypted and privacy and 

security can be enhanced. 

[13] AES, RSA --- Security is a major problem in cloud computing environment. 

Cryptography is a better option for data security problems in 

cloud. They have proposed a hybrid encryption which uses hybrid 

technology using symmetric encryption AES and Asymmetric 

Encryption RSA.   

[14] DES and RSA Artificial 

Intelligence 

Techniques 

symmetric and asymmetric key which is data encryption standard 

(DES) and Rivest-Shamir-Adleman (RSA) combine 

implementation with multilevel encryption and decryption on 

both the sender and receiver side. Used to make cloud storage 

security more robust. 

[15] Blowfish and 

ECC 

JAVA Developed a hybrid algorithm using symmetric key algorithm 

Blowfish and asymmetric key algorithm Elliptic Curve 

Cryptography (ECC). They implemented the hybrid algorithm on 

Java, which further enhances the security of cloud computing 

Encryption 

Algorithm 

Decryption 

Algorithm 

Symmetric Key 

Cryptography 

Symmetric Encryption Asymmetric Encryption 

Fig 2. Types of Cryptography 
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Symmetric Key Encryption Algorithms : 

 

• Advanced Encryption Standard (AES) 

AES is a type of Rijndael block cipher, in which a single key is used for encryption/decryption, it supports the key size 

of 128, 192 and 256 bit. It performs the Operation in three rounds in which 10 rounds which supports 128 bits, 12 round 

which supports 192 bits and 14 round which support 256 bits. In one round or byte substitution, shift row, mix column and 

key addition operations performs [18]. 

 

• Data Encryption Standard (DES) 

In DES 64 bit is required and to encrypt plain text in Ciphertext and 56 bit is also required to decrypt it. This is an 

important algorithm in cryptography. It comes with 64 bits block size, it actually use 56 bits, in which the 56 bits key is 

divided into two parts 28 bits-28 bits, the bits are rotated in one or two bits according to the round [16]. 

 

• Blowfish 

Blowfish Algorithm (BA) is used for encryption and decryption. It is a Cipher Based 16 round algorithm in which this F-

Function method is used to increase the speed of the software. It can encrypt data on 32 bit microprocessor. 

 

2. Asymmetric Encryption 

Two Keys are used in asymmetric Key encryption, in which the public key and the private key are used for encryption 

and decryption respectively [19].  
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Fig 4. Asymmetric Encryption 

 

Asymmetric Key Encryption Algorithms : 

 

• RSA (Rivest-Shamir-Adleman) 

RSA is the first public-key Cryptosystem used to encryption and decryption, which is used for a secure transmission. It 

is based on the practical difficulties of factoring two large prime numbers. It is also a slow algorithm. It works in three steps, 

first step is key generation in which data or information is encrypt or decrypt, second step in encryption in which data is 

converted from plaintext to ciphertext and third step is decryption in which encrypted text is decrypted in plaintext. Its size 

ranges from 1024 to 4096 bits [20]. 

 

• DSA (Digital Signature Algorithm) 

DSA is a method of applying a security to digital or electronic data or information, in which the valid source of the data 

is checked to identify. Identify of the sender so that the data cannot be changed or stolen at the time of transmission. 

 

• ECC (Elliptic Curve Cryptography) 

Small size key, fast speed and low consumption of memory Elliptic Curve Cryptography is being used for public key, 

digital encryption and many types of services. It is based on DLP (Discrete problem with the logarithm), algorithmic 

complex. It is a public key cryptography, it uses private key for decryption and public key for encryption and verification.  

 

 

Table 3. Comparision of Cryptographic Algorithms 

 

Algorithm Developed 

by 

Year Key Type Key Size Block 

Size 

Round Structure Flexible Quality 

AES Joan 

Daeman & 

Incent 

1998 Symmetric 128, 192, 

256 bits 

128 bits 10, 12, 

14 

Substitution 

Permutation 

Yes It provide 

better 

encryption 

Encryption 

Algorithm 

Decryption 

Algorithm 

Public Key Private Key 

http://www.ijrti.org/


                                © 2022 IJRTI | Volume 7, Issue 11 | ISSN: 2456-3315 

IJRTI2211105 International Journal for Research Trends and Innovation (www.ijrti.org) 753 
 

Rijmen and Security  

DES IBM 1975 Symmetric 64 bits, 54 

bits are 

used 

64 bits 16 Festial No It provides 

low 

Strongness 

Blowfish Bruce 

Schneier 

1993 Symmetric 32 bits to 

448 bits 

64 bits 16 Festial Yes Better Cipher 

in SSL 

RSA Rivest-

Shamir-

Adleman 

1977 Asymmetric 1024 – 

4096 

128 bits 1 Public Key 

Algorithm 

Yes It provide 

better 

encryption 

but low speed 

DSA NIST 1997 Asymmetric Variable Variable ---- Public Key 

Algorithm 

Yes It Provide 

better 

Encryption 

and fast 

speed 

ECC Neal 

Koblitz 

and Victor 

Miller 

1985 Asymmetric Symmetric 

and 

Variable 

Variable 1 Public Key 

Algorithm 

Yes It provide 

Better 

Encryption, 

security and 

fast speed 

 

 

VI. Conclusion and future scope 

At present, different types of users and organizations store their data on cloud storage for which cloud computing is a very 

efficient platform for storage. But the data remains at risk due to problems in server storage, as it includes authentication, integrity 

and confidentiality as the main security issues.  Encryption is a reliable medium through which data can be protected. In 

encryption, the data from the sender side is converted into the elusive form and the receiver decrypts the encrypted data into the 

original form.  

 

This paper is a review about the various cryptographic algorithm techniques for encryption and decryption in which AES, 

DES and Blowfish for Symmetric Encryption and RSA, DSA and ECC for Asymmetric Encryption can be used to further 

enhance the security, privacy and authentication of data.  

 

For future work proposed a hybrid encryption algorithm, using which the encryption and decryption time can be reduced and 

a better place can be found to store the data in the cloud server. Thus, a hybrid encryption algorithm will be implemented by 

combining symmetric encryption and asymmetric encryption cryptography techniques. 
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