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Abstract: Cloud Computing is the revolutionary technology of the current era. It allows the end user to consume the cloud 

based services from anywhere and at anytime over the internet. This technology is surrounded by several attacks, threats 

and risks. One among the several attacks is Distributed denial-of–service (DDoS), which is often reported by cloud service 

providers. DDoS has severe effects from the performance degradation of the application to complete shutdown of the service. 

In this paper we proposed a secure defence mechanism based on machine learning for defence against DDoS attack. Our 

proposed approach makes use of four machine learning algorithms such as Random Forest, Decision Tree, K-Nearest-

Neighbor and Support Vector Machine along with optimizing some of the crucial hyperparameters for these machine 

learning algorithms that can effectively increase the accuracy of our proposed system. The hyperparameter optimization is 

performed by Bayesian Optimization technique in our approach, which converges to the optimal set of hyperparameters 

rapidly in contrast with other available hyperparameter tuning techniques such as GridSearchCV and RandomSearchCV. 

The performance results were compared and it was observed that our proposed approach reduces the processing time, 

increases the classification accuracy, increases the true positive rate at the same time reduces the false positive rate.  

Index Terms: Cloud Computing, Decision Tree, K-Nearest-Neighbor, Support Vector Machine, Hyperparameter, Bayesian 

Optimization, DDoS, NSL-KDD. 

 

1. Introduction  

Cloud computing is the technology that provides the services to the end users or the cloud service consumers with a wide 

range of facilities such as on-demand provisioning of the service, pay as per usage of the service, data security, on the go access to 

the services, higher availability of the services etc. There are three service models for this computing paradigm that allow 

provisioning of these facilities to the end users. The first model known as Infrastructure as a service (IaaS) allows the service 

providers to choose the underlying infrastructure for setting up the cloud environment such as servers, network, storage, compute. 

Platform as a service  model offers the platform, tools, frameworks for the development of the cloud based application whereas the 

third model known as software as a service (SaaS) allows the end users to use the cloud based service as according to their needs 

[1]. The cloud computing paradigm is surrounded by various attacks and threats that hampers the privacy, integrity as well as 

confidentiality of the data that is stored in the cloud. Data which is stored in the cloud is the most important asset of the end user 

which has to be secured by the cloud service providers according to the service level agreement with highest priority as well as with 

most secure defence mechanism. All the three service models of this computing paradigm suffer from several types of attacks [2, 

3].  

DDoS attack is one among several attacks that has shown a significant rise in the past few years has completely disrupted 

the cloud ecosystem. Distributed denial-of–service (DDoS) is a type of attack in which the attackers overwhelms the underlying 

server of the application with huge volume of malicious traffic that exhaust the server’s ability to function properly and attend the 

requests from the legitimate users [4]. The impact from DDoS is severe and may range from the performance degradation of the 

application to complete shutdown of the cloud based service and last from several hours to days. In order to mitigate against the 

DDoS attack and have a secure defence mechanism our proposed approach utilizes machine learning techniques [5, 6]. The proposed 

approach creates a machine learning based classification model that can efficiently classify the malicious requests from the attackers 

and prevent those requests to reach the cloud servers and thus enabling the cloud servers to work efficiently.  

 

2. Taxonomy of DDoS attack  

This section provides a brief introduction to the application based, protocol based and volumetric based DDoS attack taxonomy 

as shown in figure 1 [7]. 

A) Application-based – In this type of DDoS attack, the cloud based application is overwhelmed with a huge number of non-

legitimate requests from the attackers. Sometimes also referred as Layer 7 attack. Some of the types of application based DDoS 

attack are:- 

1. NTP amplification- The target server is attacked via NTP (network time protocol) servers in order to launch DDoS. 

2. Apache2 DDoS- Requests containing several http headers cause the Apache web server to crash. 

3. CrashIIS - Non-legitimate GET requests cause the target IIS server to crash. 

4. DoSNuke - NT-based servers are crashed by transmitting out-of-band data to the server. 

5. RUDY – All the session are exhausted via large volume of POST commands. 

6. Slow Read – The response from the target server are read slowly in order to retain the connection. 
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7. Back – Huge volume of back slashes are send by the attacker to the target servers. 

8. Slowloris- The target server is flooded with huge volume of requests from the attacker which makes the server busy in 

processing those malicious requests and thus fails to attend the request from the authentic user. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Taxonomy of DDoS attack 

 

B) Protocol-based DDoS attacks- In protocol based DDoS attack the attacker overwhelms the target network with huge 

volume of malicious data packets. Apart from consuming the bandwidth of the network, this type of attack also have severe impact 

of the resources such as intrusion detection system, firewalls, load balancers etc. Some of the types of protocol based DDoS attack 

are:- 

1. SYN Flood – The TCP servers are flooded at the victim server by the attacker via TCP connections which consumes the 

entire server’s bandwidth. 

2. DNS Flood – In order to bring the target server down, DNS flood is launched at the target server. 

3. Ping of Death – The target server is brought down by sending the ping request of size greater than 65,535, i.e. exceeding 

the maximum packet size limit. 

4. ARPPoison - To render the system unavailable, the modification of MAC address is performed. 

5. MailBomb - The target server receives a lot of emails, which slows down its processing. 

6. TCPReset – The TCP connection is disconnected with the malicious TCP reset command. 

 

C) Volumetric-based DDoS - The volumetric based DDoS attack aims to send the huge volume of malicious requests to the 

target server and in turns consume the complete bandwidth of the server [8]. 

1. ICMP Flood - ICMP packets are delivered with a falsified source address, which in turn causes a significant amount of 

traffic to flow toward the target server with an ICMP reply. 

2. UDPStorm – The UDP packets are flooded at the target server so as to bring down the UDP connection. 

3. HTTP Flood – HTTP GET and HTTP POST requests are flooded at the target server in order to consume the entire server 

bandwidth. 

 

3. Literature Review  

 

This section describes some of the research work that has been carried out for the sake of detection as well as prevention 

against distributed denial-of-service attack. 

Saravanan et al. [9] proposed a three CAPTCHA mechanism namely IMGCOM (image completion), AD-IMGCOM (image 

completion with anomaly detection) and VISUALCOM (visual comprehension) based strategy for detection and prevention against 

DDoS. The proposed work also makes use of two queues which are waiting and processing queue in order to store the client’s 

request which are to be processed. The framework allows strong defence mechanism against the botnets that may launch the DDoS 

attack. Bhushan et al. [10] proposed a DDoS defence strategy for SDN (software defined network) based cloud. The space constraint 

is the major limitation for SDN which is efficiently addressed by the proposed work via sharing the flow table. Additionally the use 

of wildcard redirection allows to overcome the influence of the controller in SDN. The simulated result clearly depicts the security 

of SDN based cloud environment against DDoS. Another mechanism for prevention against DDoS is given by Hezavehi et al. [11]. 

The author gave a detection framework based on auditing which is to be carried by a third party named as TPANG (third party 

auditor notification generator). This TPANG triggers the notification to the service providers in case of any occurrence of the DDoS 

attack via ND (notification of detection) protocol. The simulated results on CloudSim suggest that the proposed approach is an 

efficient, low time consuming, higher precision in terms of DDoS attack detection and reduction in the rate of false alarm generation 

is achieved. 

Pandey et al. [12] proposed a DDoS mitigation framework via packet filtering along with the statistical methods. The 

statistical method is utilized as an indicator for the normal or suspicious behavior for the data packets to be accepted or rejected by 

the coordinator node. The incoming data packets are distributed among several VMs whose task is collectively decide the behavior 

of the data packet as normal or malicious and communicate the same statistics with the coordinator node. The simulation is carried 

with the DARPA dataset and the results showed that the proposed approach makes possible for the real time detection of the DDoS 

DDoS Attacks 

Application-based Volumetric-based Protocol-based 

* NTP amplification 

* Apache2 DDoS 

* CrashIIS 

* DoSNuke 

* RUDY 

* Slow Read 

* Back 

* Slowloris 

 

* SYN Flood 

* DNS Flood 

* Ping of Death 

* ARPPoison 

* MailBomb 

* TCPReset 

 

* ICMP Flood  

* UDPStorm 

* HTTP Flood 

 

 

http://www.ijrti.org/


                                © 2022 IJRTI | Volume 7, Issue 11 | ISSN: 2456-3315 

 

IJRTI2211108 International Journal for Research Trends and Innovation (www.ijrti.org) 768 

 

attack in cloud. Saxena et al. [13] proposed an DDoS mitigation approach via MapReduce and Hadoop. The detection of DDoS 

attack is performed by the CW (cloud warrior) which is an integral component of this framework and is responsible for searching 

the root cause of the DDoS attack the utilizing the Weibull distribution. The simulated result showed that the proposed approach is 

successfully achieves higher detection rate, accuracy and lower false alarm rate in comparison with the other state of art proposed 

methods.  

Virupakshar et al. [14] gave a research paper for guarding defence against DDoS for private cloud based on socket 

programming which is used for monitoring the network traffic and developing a machine learning and deep learning based intrusion 

detection system. The approach states that the deployment of the firewall alone for the attack detection purpose is not enough. 

Decision Tree, Random Forest, Naïve Bayes and Deep Neural Network (DNN) machine learning and deep learning algorithms are 

utilized in this work. The experimental results suggests that the DNN is best suited as an IDS algorithm for the OpenStack based 

private cloud environment. Another research paper that brings out the severity of the DDoS attack in the cloud based robot systems 

is given by Xu et al. [15]. The research highlights three new denial-of-service attacks that completely shuts down the cloud based 

robotic system as network flooding attack, micro architecture contention attack and parameter manipulation attack. The severity of 

the DDoS on the cloud based multi robotic system is further analyzed by increasing the completion time for the workload and by 

increasing the attack occurrences on the MRS. 

 

4. Dataset Description  

The proposed approach makes use of machine learning technique for the detection of the distributed denial-of-service 

attack (DDoS) attack on the cloud environment. Our proposed approach utilizes NSL-KDD dataset. The NSL-KDD dataset is the 

improvement of the KDD’ 99 dataset and can be downloaded from [16]. There are 8 different types of files in the NSL-KDD dataset 

and all the attacks are broadly categorized into four different types namely Denial-of-service (DoS), Probing, U2R and R2L which 

are mentioned in table 1. There are  1,25,973 number of records in training dataset and 22,544 number of records in the testing 

dataset. The NSL-KDD dataset contains the total number of 42 features as depicted in the table 2. 

Table 1. NSL-KDD attack types 

Attack type Attack Names 

DoS Mailbomb, Apache2, Neptune, Teardrop, Land, Smurf, Back, Pod, UDPstorm, 

Processtable 

R2L Guess_Password, Imap, Named, Phf, Sendmail, SnmpGuess, Xsnoop, WarezClient, 

WarezMaster, Ftp_Write, MultiHop, Spy, SnmpGetAttack. 

U2R Httptuneel, LoadModule, Xterm, Buffer_Overflow, Rootkit 

Probe Mscan, Portsweep, Ipsweep, Nmap, Satan 

 

Table 2. Feature list in NSL-KDD dataset 

S.No. Feature Name S.No. Feature Name S.No. Feature Name 

1 Duration 15 su_attempted 29 dst_host_rerror_rate 

2 protocol type 16 num_root 30 num_outbound_cmds 

3 Service 17 num_file_creations 31 is_guest_login 

4 Flag 18 num_shells 32 srv_count 

5 src _bytes 19 num_access_files 33 srv_serror_rate 

6 dest_bytes 20 is_host_login 34 srv_rerror_rate 

7 Land 21 Count 35 same_srv_rate 

8 wrong fragment 22 serror_rate 36 srv_diff_host_rate 

9 Urgent 23 rerror_rate 37 dst_host_srv_count 

10 Hot 24 diff_srv_rate 38 dst_host_diff_srv_rate 

11 number failed logins 25 dst_host_count 39 dst_host_srv_diff_host_rate 

12 logged_in 26 dst_host_same_srv_rate 40 dst_host_srv_serror_rate 

13 num compromised 27 dst_host_same_src_port_rate 41 dst_host_srv_rerror_rate 

14 root shell 28 dst_host_serror_rate 42 class label 

 

5. Performance Matrix  

In order to validate the results obtained by the classifier system, we used some of the below mentioned performance metrics 

parameters.  

1. Accuracy- It is defined as the ratio between the summation of true positive and true negative to the summation of overall 

observation by the classifier.  

𝑨𝒄𝒄 =
𝑻𝑷 + 𝑻𝑵

𝑻𝑷 + 𝑻𝑵 + 𝑭𝑷 + 𝑭𝑵
 

2. False Alarm Rate – The ratio of false positive to the summation of true negative and false positive is termed as false alarm 

rate. 

𝑭𝑨𝑹 =
𝑭𝑷

𝑻𝑵+ 𝑭𝑷
 

3. Precision – The ratio of true positive to the summation of true positive and false positive results by the classifier is termed 

as precision. 
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𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 =
𝑻𝑷

𝑻𝑷 + 𝑭𝑷
 

4. Recall – It is defined as the ration between the true positive and the summation of true positive and false negative by the 

classifier.  

𝑫𝑹 =
𝑻𝑷

𝑻𝑷 + 𝑭𝑵
 

5. F1-Score- The harmonic mean of recall and precision is referred as the F1-Score.  

𝑭𝟏 − 𝑺𝒄𝒐𝒓𝒆 =
𝟐 ∗ 𝑹𝒆𝒄𝒂𝒍𝒍 ∗ 𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏

𝑹𝒆𝒄𝒂𝒍𝒍 ∗ 𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏
 

6. Proposed Methodology  

Dataset is the most integral part of the machine learning algorithm, as the machine learning model build with the most 

optimized features has the ability to predict the outcome accurately as well as efficiently. As mentioned above, the NSL-KDD 

dataset contains records for DoS, R2L, U2R and probe categories of attacks. Training the model with the entire dataset leads to the 

overfitting condition and degrades the overall performance the model in terms of accuracy, detection rate etc. Thus there is need 

for extracting the features which are relevant to DoS attack and overcomes the machine learning model from overfitting. The 

proposed approach used RFE (Recursive Feature Elimination) in order to select the relevant features for predicting the target 

variable and it was found that out of total 41 features present in the dataset, only 13 features were directly proportional to the target 

variable as shown in table 3. The new datasets for training and for testing is created which contains only the records with the 13 

optimized features subset and rest all the features are dropped. The optimized training dataset is then allowed to build the machine 

learning classifiers in the model building phase. 

Table 3. List of optimized features from the data-preprocessing stage 

src_bytes dst_bytes wrong_fragment count 

srv_count same_srv_rate diff_srv_rate dst_host_same_srv_ra

te 

dst_host_same_src_por

t_rate 

dst_host_srv_serror_rate Protocol_type_icmp flag_S0 

flag_SF 

 

Our proposed approach makes use of four machine learning algorithms such as Random Forest, Decision Tree, K-Nearest-Neighbor 

and Support Vector Machine along with optimizing some of the crucial hyperparameters for these machine learning algorithms that 

can effectively increase the accuracy of our proposed system. The hyperparameter optimization is performed by Bayesian 

Optimization technique in our approach, which converges to the optimal set of hyperparameters rapidly in contrast with other 

available hyperparameter tuning techniques such as GridSearchCV and RandomSearchCV.  

 

 

 

 

 

 

Figure 2. Workflow of Proposed Approach 

 

 

 

 

 

 

The proposed set of hyperparameters and their value are added in a dictionary, i.e. in key-value format.  The considered 

hyperparameters for RandomForestClassifier are n_estimators, criterion, max_depth and random_state. n_estimators denotes the 

total number of decision trees in the forest, criterion represents the basis on which the split of the decision tree is decided whereas 

the maximum depth in a particular tree is decided by max_depth and random_state controls the number of features selected in order 

to construct a tree. The hyperparameters considered for optimization for support vector classifier (SVC) are C, kernel and gamma. 

C is the parameter for regularization, kernel type is decided by the kernel parameter and coefficients for the kernel function is 

specified by gamma parameter. The criterion, splitter, max_depth and min_samples_split hyperparameters are optimized for the 

DecisionTreeClassifier in our approach. criterion represents the basis on which the split of the decision tree is decided, max_depth 

denotes the maximum depth in a particular tree, splitter denotes the tree split approach and min_samples_split denotes the nodes 

required for splitting. KNeighborsClassifier is the last classification model of our proposed approach and the hyperparameters 

considered for optimization are n_neighbors, weights and algorithm. n_neighbors denotes the number of neighbors for 

consideration, weights represents functions for predicting the weights and algorithm for the predicting the nearest neighbors of 

given data point.      

The parameters that were responsible for producing the best accuracy score were considered for all the four models 

Random Forest, Support Vector Machine, Decision Tree and K-Nearest-Neighbor and the performance evaluation is performed on 

the above mentioned evaluation metrics. 
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Table 4. Summary of Hyperparameters for ML Classifiers 

 

S.No ML Classifier Hyperparameters Values 

1 

 

RandomForestClassifier n_estimators 50, 100, 120 

Criterion “gini”, “entropy” 

max_depth 1, 2, 3 

random_state 45, 23 

2 SVC C 1e-6, 100.0, 'log-uniform' 

Kernel 'linear', 'poly', 'rbf', 'sigmoid' 

Gamma 1e-6, 100.0, 'log-uniform' 

3 DecisionTreeClassifier Criterion “gini”, “entropy” 

max_depth 1, 2, 3 

Splitter “best”, “random” 

min_samples_split 2, 3 

4 KNeighborsClassifier n_neighbors 4, 5, 6 

Weights ‘uniform’, ‘distance’ 

Algorithm ‘auto’, ‘ball_tree’, ‘kd_tree’ 

 

7. Result 

The results thus obtained are by all four classification algorithms on NSL-KDD dataset were compared against each other 

and evaluated against the above mentioned performance matrix parameters. The result clearly showed that our proposed approach 

with Random Forest classification algorithm performed better in comparison with the other classification algorithms such as 

Decision Tree, K-Nearest-Neighbor and SVM by archiving 99.802% accuracy, 99.852% precision rate,  99.705% recall,  99.772% 

F1 score and  1% false alarm rate, as shown in the table 5 and figure 3. Also figure 4 and figure 5 represents the training and testing 

time required by all the four classifiers.     

Table 5. Result Comparison on Performance Metrics 

% Accuracy Precision Recall F1-Score False Positive 

Rate 

Random Forest 99.802 99.852 99.705 99.772 1.00 

Decision Tree 99.767 99.812 99.584 99.772 1.59 

Support Vector Machine 99.371 99.107 99.450 99.278 1.72 

K-Nearest-Neighbor 99.715 99.678 99.665 99.672 4.49 

 

 
Figure 3. Performance Comparison 

 
Figure 4. Training Time 
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Figure 5. Testing Time 

8. Conclusion  

The DDoS attack is one of the most severe attack on cloud computing paradigm that can lead to consequences such as 

performance degradation of the application to complete shutdown of the cloud based service and can last from several hours to 

days. Thus, there exist the need to have a secure as well as efficient mitigation scheme against DDoS. This paper performs RFE 

based feature selection and the optimized dataset is applied with the hyperparameter optimization on the classification algorithms 

such as Random Forest, SVM, K-Nearest-Neighbor and Decision Tree. The results clearly showed the superiority of our proposed 

approach with the Random Forest classification algorithm. In our future work, we propose the DDoS mitigation ML model by 

considering new dataset and other algorithms such as ensemble learning as well as deep learning neural network. 
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