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Abstract-The biggest problem faced by credit card users is that they have secure online transactions using credit cards.
Credit card fraud is a major risk factor for credit card fraud. Credit cards were stolen and used to purchase large items,
which often resulted in significant losses of credit card and business processing services. The security of transactional
processes can be easily hacked because of advanced technology. Biometric authentication is considered to be the key to
improving security issues. In this paper, a new face-to-face verification process is proposed to improve the security of the
online payment system. Test results show that the proposed new process with face-to-face verification can increase security
and improve the usability, power, and user satisfaction of the online transaction process.

The project proposes a credit card transaction system that will integrate face detection and face recognition technology
using various Open-CV and machine learning techniques, respectively. Before access is granted, the user will need to take a
photo of the face in order to access his account, face geometry, eye distance and nose compared. This image will be
compared to the image on the bank server for verification, if it exceeds the verification, access will be granted, otherwise it
will be rejected.
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l. INTRODUCTION

India has more than 840.6 million bank card holders and more than 50.3 million credit card holders. It can be expected that a
percentage of this nation, given the government's preference for a poor society, would accept the option of a card transaction. From
the survey conducted, 29% of consumers prefer card payments, and 42% use digital payments. Although the credit or bank card
acceptance rate in the country is still very low, many banks currently offer Rupay cards to customers. Visually, the cards provided
by these banks only require a CVV and a pin to gain access. Because there is no complete system, card transactions have their
problems. Credit cards and credit card pin codes can be stolen or lost. The proposed solution provides a secure method for credit
card authentication using Facial recognition.

Figure 1.1 Credit Card Frauds
Credit cards and Debit cards are widely used around the world. Credit cards quickly become the most common payment method
for large purchases. People use credit cards in online transactions in supermarkets. Credit card fraud becomes a major threat to
credit card operations. Therefore the need to confirm the process is required in an hour. Credit cards and credit card PINs can be
stolen or lost and used illegally by thieves and where obtaining money is difficult because this is an organized crime
organization.This project uses the ideas for "Credit Card Verification" based on face recognition in which it submits major
applications.

Figure 1.2 Facial Recognition
In the physical world, authenticity is achieved by signing autographs by hand at the point of sale. Without proving valid
validation, the following Similar problems can arise fraudulent transactions, long transaction processes including customer
insecurity, high transaction costs, etc. Our proposed system is to protect online transactions using face recognition. To help the user
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make secure transactions when making the Internet in the system. It helps online shopping websites to make payments more
efficient.

Multiple authentication settings include asking the user his username and CVV and verifying his or her identity with a second
object such as an OTP message on their registered phone number. But sometimes the SMS on our number is blocked and many
such cases happen so a fake transformation occurs. This is a major problem in today's digital world.
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Figure 1.3 ATM

In the proposed system we use a facial verification method to avoid fraud. We also enter card details when making a payment
option, when we need to scan the face for the payment to be successful. In the event that a face is different, payment will not be
successful and in these ways, we can avoid fraudulent discovery that only the owner will be able to use. And in the future, we can
also use biometric in payment mode. The system is expected to provide a high level of authentication (multifactor authentication)
that will bring unauthorized access to the minimum barest.

Before access is granted, the user will need to take a photo of the face in order to access his account, face geometry, eye
distance and nose compared. This image will be compared to the image on the bank server for verification, if it exceeds the
verification, access will be granted, otherwise it will be rejected. In case of unauthorized access, a bank security warning message
will be sent.

I1. EXISTING SYSTEMS

Multiple authentication settings include asking the user his username and CVV and verifying his or her identity with a second
object such as an OTP message on their registered phone number. But sometimes the SMS on our number is blocked and many
such cases happen so a fake transformation occurs. This is a major problem in today's digital world. In general, online banking sites
and mobile applications are designed for security and banks continue to put renewed security agreements in place. Existing system
issues:

e  2-Way authentication contains card and OTP details only.
Poor level of security.

It is easy for hackers to get into an account.

Hackers can hold a SIM card.

If a SIM card is made, the bank server will assume that the criminal is a real user. Prone to unauthorized access by perceived
third parties.

Figure 2.1 Face Recognition in ATMs

111. PROPOSED SYSTEM
In the proposed system we use a facial verification method to avoid fraud. We also enter card details when making a payment
option, when we need to scan the face for the payment to be successful. In the event that a face is different, payment will not be
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successful and in these ways, we can avoid fraudulent discovery that only the owner will be able to use. And in the future, we can
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also use biometric in payment_mode.
The system is expected to provide a high level of authentication (multifactor authentication) that will bring unauthorized access to
the minimum barest. Before access is granted, the user will need to take a photo of the face in order to access his account, face
geometry, eye distance and nose compared. This image will be compared to the image on the bank server for verification, if it
exceeds the verification, access will be granted, otherwise it will be rejected. In case of unauthorized access, a bank security
warning message will be sent. And the customer was informed about the problem.

IV. METHODOLOGY

The main purpose of the project Face recognition. Where the system takes a user's image and checks if the image is the same as
the image in the database if it matches what was done allowed otherwise rejected. The face recognition process involves a lot of
work behind the scenes where many algorithms are involved in face recognition. The three main steps in the system are

o Face detection

e Feature extraction

o Face recognition.
A. Face detection

Face detection is the first and most important step in face recognition, and it is used to find faces in photos. It is part of the
acquisition of an object and can be used in many areas such as security, biometric, law enforcement, entertainment, personal
security, etc. It is used to detect faces in real time of observation and tracking of people or objects. It is widely used in cameras to
identify multiple appearances in the Ex-Mobile camera and DSLR frameworks. Facebook also uses a face recognition algorithm to
find faces in photos and get to know them
B. Feature release
Feature extraction is part of a size reduction process, in which, the original set of raw data is separated and downgraded into control
groups. So when you want to process it will be easy. The most important feature of these big data sets is that they have a great
value for flexibility. These mutations require a lot of computer resources to process them. Feature extracting therefore helps to
obtain the best feature in those big data sets by selecting and incorporating flexible features, therefore, effectively reducing the
amount of data. These features are easy to process, but they can still explain the actual details set accurately and
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C. Face Recognition

Make face matching face to face with one or more known faces in the configured database. This is the final phase of the
project. The project was implemented using a local binary pattern algorithm. Here the actual face matching occurs against the
image in the database. After this step, we get the final result, even if the program finds the same face in the database.
D. Face Recognition Process

There are many ways to get a face, with the help of these methods, we can see the face with high accuracy. These processes
have similar face detection methods such as OpenCV, Neural Networks, Matlab, etc. Face detection works to find more faces in
an image. First the image is imported by providing an image location. Image is converted from RGB

ity
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to Grayscale because it's easy to see faces on grayscale.
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Figure 4.1 Converting from RGB to Grey

After that, image manipulation is applied, in which size, cropping, blurring, and sharpening of images are done as needed. The
next step is to split the image, which is used to find a line or to separate multiple objects in one image so that the editor can
quickly see the objects and faces in the image.

E. Haar Cascade

Haar Cascade, the discovery of a machine-generated object that is often designed to create objects in an image or video and
supports the idea of options developed by Paul Viola and Archangel Jones. It is known for its ability to view (identify) images
and parts of images. Haar Cascade is primarily a separator used to detect what we have been trained for, from dedication. Haar
Cascade by providing a good image over a collection of negative images. Training is mostly done on the server and in many
stages. Higher results are achieved by the concentration of high quality images and the increase in the number of segments in
the training separator. The next step is to use the Haar-Like feature algorithm, suggested by Viola and Jones to find the face.
This algorithm is used to determine the location of a person's face in a frame or image. All human faces share certain areas of
the human face such as the eye area is darker than its neighbors' pixels and the area of the nose shines brighter than the eye
area.

A haar-like algorithm is also used to select a feature or to remove an element of an object from an image, with the help of edge
detection, line detection, intermediate detection of eyes, nose, mouth, etc. in the image. It is used to select the most important
elements in an image and to extract these features to determine the face.

These common features can be compared using Haar Features. A few common facial features:

a. The eye area is darker than the upper cheeks.
b. The nasal bridge region is brighter than the eyes.

Composition of structures that form comparable facial features:

a. Location and size: eyes, mouth, nose bridge
b. Price: gradients oriented to pixel dynamics.
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Figure 4.2 Haar cascade Feature Extraction

The next step is to provide the X, y, w, h links that form a rectangular box in the image to show the surface of the face or we can
say that to indicate the area of interest in the image. After this, it can form a rectangular box in the area of interest where it finds
the face. Many other discovery techniques are used together to find discovery such as smile, eye recognition, blink detection, etc.
F. Local Binary Patterns Histogram
It was first described in 1994 (LBP) and has since been found to be a powerful factor in texture separation. It has also been
identified that when LBP is combined with histograms of mean definition gradients (HOG), it improves the performance of large-
scale acquisition of other data sets. Using LBP compiled with histograms we can represent face images with a simple data vector.

Local Binary Pattern is an algorithm based on the composition of an object. However, unlike other text-based algorithms that
typically use a global boundary value, this algorithm reflects the local representation of texture. LBP is defined as a set of binary
comparisons of large pixels between center pixels and eight round pixels. Local Binary Pattern makes this comparison using the
following formula:

LBF(I-:! }r::) = EE}=GS(Iﬂ - Ic}zﬁ
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When ic is equal to the value of the center pixel (xxcc, yycc), the value of eight round pixels. Icon

used to specify local features in facial images and works using a basic LBP operator. Face Feature released matrix initially in size
3 x 3, values are compared to the average pixel value, then a binary pattern code is generated and the LBP code is obtained by
converting binary code into a single decimal.

The first computational step for LBPH is to create an intermediate image that defines the original image in a better way, by
highlighting facial features. To do so, the algorithm uses the concept of a quick window, depending on the parameter and
neighbor parameters.
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Figure 4.3 LBPH operation

Now, using the image generated in the last step can use the Grid X and Grid Y parameters to split the image into multiple grids, as
can be seen in the following image.

Concatenated Histogram

(Grid X - Grid )

Figure 4.4 Obtaining Histogram

So Find an image similar to the input image and just need to compare the two histograms and replace the image with the nearest
histogram. We can use a variety of methods to compare histograms (calculate the distance between two histograms), for example,
Euclidean distance, square-chi, total value, etc..

V. EXPERIMENTAL RESULTS

1. Inour project, we explain three different cases of how our project will work will be explained in a better way, Our project
is designed using Tkinter-python for UI.

2. If the login credentials match then it shows a pop-up message saying successfully enrolled. Then enroliment page will
open.

3. This page will capture the face of the user and store it in the database. It captures 5 images of the customer to get the
trained image

4. The next step will display the withdraw page.

It's a millennial thing

Consumers under the age of 40 are more likely than older consumers to use facial recognition technology
to confirm their identities when buying goods o services enline
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Source: Paysafe

5. When the customer clicks on the withdraw button he will go into this page to verify the face. The customer has to click
on the Verify Face Id button and the system captures the image and then tries to match with the stored images in the
database. If it matches it will show the message as “Match-Id is verified”. The below figure will show that the message
popup is displayed.

6. On the next page, it will ask for an account password as two-factor verification. If the customer gives the password

correctly then it will go to the next page. The account password page will look like below:

On the next page, it will display the box containing 4 options. To withdraw, to deposit, to sent amount to another account.

8. We can see that the balance inquiry button, when the customer clicks on this button he can see the balance in his
account. In the same way, the customer can also select the withdraw button to withdraw the amount of money.

~
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VI. CONCLUSION AND FUTURE WORK

The purpose of Our proposed project on credit card authentication using face recognition is to reduce credit card frauds
that may occur during an online payment process. It should be flexible so that people can easily use it without any hesitation. The
webcam plays an important role in the system. It is reliable and user-friendly. Using this technique solves the issues by integrating
face Recognition, this system
cannot still identify people with a similar face. his problem is overcome by using OTP. The comparison of the real-time image
with the images stored in the database would be reliable. This system should not be made wait a long time for a user.

The proposed system gives a method for online transaction security using facial recognition. The system can be
developed to automate the process. Some future enhancements for the proposed system can be:

1. Improving the system for banking transactions.

2. To add some more features to make the transaction secure.

3. More efficient Object Detection Neural network.

4. To implement the system in a banking and online transaction section web is mot more convenient so develop the app for
this application.
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