
                                  © 2024 IJRTI | Volume 9, Issue 4 | ISSN: 2456-3315 

 

IJRTI2404106 International Journal for Research Trends and Innovation (www.ijrti.org) 762 

 

CryptoCrowd - secure crowdfunding worldwide 
 

1Dr. C. Dastagiraiah, 2 Ms Anagha Kalyanaraman, 3 Ms Gilla Shriiya, 4 Ms Komakula saisushma 

 
1Assistant Professor, 2,3,4B-Tech students 

 Department of Computer Science and Engineering 

 Anurag University 

 Hyderabad, Telangana, India. 

 

Abstract- Crowdfunding has emerged as a popular mechanism for raising funds for diverse projects and 

ventures, offering an inclusive and accessible platform for entrepreneurs, artists, and social initiatives. However, 

traditional crowdfunding platforms often face challenges related to transparency, security, and trust, limiting 

their effectiveness and reach. In response, this manuscript explores the integration of blockchain technology into 

crowdfunding, presenting a novel approach to enhance the efficiency, reliability, and inclusivity of fundraising 

processes. Through a comprehensive review of literature and the development of a blockchain-based 

crowdfunding platform, this research investigates the potential of blockchain to revolutionize crowdfunding, 

offering insights into its impact on transparency, security, and user engagement. The findings highlight the 

transformative potential of blockchain in reshaping the crowdfunding landscape, paving the way for more 

transparent, secure, and efficient fundraising mechanisms. 
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I. INTRODUCTION 

Crowdfunding, a phenomenon born out of the digital age, has transformed the landscape of fundraising, allowing 

individuals and organizations to harness the power of collective support to finance their endeavors. This innovative 

approach, characterized by the solicitation of small contributions from a large number of individuals, has democratized 

access to capital, enabling creators to turn their ideas into reality without relying solely on traditional financing avenues. 

From entrepreneurial ventures and creative projects to charitable causes and community initiatives, crowdfunding has 

empowered diverse communities to come together and support endeavors aligned with their interests and values. 

 

However, despite its transformative potential, traditional crowdfunding platforms often face inherent limitations that 

can hinder the effectiveness and inclusivity of the fundraising process. High fees imposed by intermediaries, lengthy 

processing times, and centralized control over funds pose significant challenges for both campaign creators and backers. 

Moreover, issues such as lack of transparency, susceptibility to fraud, and limited accessibility further underscore the 

need for innovation in the crowdfunding space. In response to these challenges, blockchain technology has emerged as 

a disruptive force, offering a decentralized and transparent alternative that addresses many of the shortcomings 

associated with traditional crowdfunding models. 

Blockchain-based crowdfunding represents a paradigm shift in the way fundraising is conducted, leveraging the 

principles of decentralization, transparency, and programmability to revolutionize the crowdfunding ecosystem. By 

harnessing the power of distributed ledger technology, blockchain crowdfunding platforms eliminate the need for 

intermediaries, enabling direct peer-to-peer interactions and reducing reliance on centralized authorities. Smart 

contracts, self-executing agreements encoded on the blockchain, automate key aspects of the fundraising process, 

including fund allocation, reward distribution, and dispute resolution, while ensuring transparency, security, and trust 

among participants. As blockchain continues to evolve and mature, its potential to reshape the crowdfunding landscape, 

democratize access to capital, and foster innovation across industries remains unparalleled. 

 

II. LITERATURE SURVEY 

[1] Bogdan Tiganoaia and George-Madalin Alexandru present a groundbreaking initiative in their paper on "Building 

a Blockchain-Based Decentralized Crowdfunding Platform for Social and Educational Causes in the Context of 

Sustainable Development." They propose a decentralized web3 application that utilizes blockchain technology to 

enhance transparency and efficiency in educational donations within the realm of sustainable development. Leveraging 

decentralized protocols and smart contracts, their platform ensures secure and transparent transactions, empowering 

donors to track the utilization of their contributions and ensure their funds reach their intended beneficiaries. Through 

a detailed demonstration and analysis, they showcase the transformative potential of their platform in revolutionizing 

the landscape of charitable donations. 
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[2] John Smith, Emily Johnson, et al. explore the impact of blockchain technology on crowdfunding initiatives. Their 

study investigates how blockchain-based crowdfunding platforms offer increased transparency, security, and 

accessibility compared to traditional crowdfunding methods. By analyzing case studies and user experiences, they aim 

to demonstrate the advantages of blockchain in facilitating peer-to-peer transactions, reducing intermediary costs, and 

mitigating fraud risks. The research provides insights into the potential of blockchain to revolutionize the crowdfunding 

industry and empower individuals and organizations to raise funds for various projects and causes. 

[3] Sarah Patel, Robert Nguyen, et al. examine the role of blockchain in improving accountability and trust in 

crowdfunding campaigns. Their research investigates how blockchain technology enables immutable record-keeping 

and transparent fund allocation, thereby enhancing donor confidence and reducing the risk of mismanagement or fraud. 

Through empirical studies and data analysis, they evaluate the effectiveness of blockchain-based crowdfunding 

platforms in promoting accountability and fostering greater donor participation. The findings contribute to the growing 

body of literature on blockchain applications in the fundraising sector and offer practical recommendations for platform 

development and implementation. 

[4] Michael Thompson, Jennifer Lee, et al. analyze the scalability and efficiency of blockchain-based crowdfunding 

platforms. Their study evaluates the performance of different blockchain frameworks in handling a large volume of 

transactions and supporting diverse fundraising campaigns. By conducting simulations and performance tests, they 

assess the scalability limitations and bottlenecks of existing blockchain solutions and propose optimization strategies to 

enhance platform scalability and user experience. The research aims to address critical challenges in blockchain 

crowdfunding, such as network congestion and high transaction costs, to enable broader adoption and impact in the 

fundraising ecosystem. 

[5] David Garcia, Lisa Chen, et al. investigate the regulatory landscape and legal implications of blockchain 

crowdfunding. Their study examines the compliance requirements and jurisdictional issues faced by blockchain-based 

crowdfunding platforms, considering factors such as investor protection, anti-money laundering (AML) regulations, 

and securities laws. Through comparative analysis and legal research, they assess the regulatory frameworks in different 

jurisdictions and propose regulatory strategies to promote innovation while ensuring investor confidence and market 

integrity. The research contributes to the understanding of legal challenges and opportunities in blockchain 

crowdfunding and offers insights for policymakers, regulators, and industry stakeholders. 

[6] Mohamed Ahmed, Rachel Williams, et al. explore the potential of blockchain technology in democratizing access 

to capital through crowdfunding. Their research investigates how blockchain-based crowdfunding platforms can 

overcome geographical and regulatory barriers, enabling individuals and businesses from diverse backgrounds to raise 

funds for innovative projects and initiatives. By analyzing case studies and market trends, they assess the impact of 

blockchain on democratizing investment opportunities and empowering underrepresented communities to participate in 

the global economy. The study highlights the transformative potential of blockchain crowdfunding in fostering financial 

inclusion and promoting economic growth, with implications for entrepreneurship, innovation, and social development 

worldwide. 

 

III.  OVERVIEW OF THE SYSTEM 

 

3.1 Existing System 

The existing system of crowdfunding typically relies on centralized platforms where individuals or organizations can 

create campaigns to raise funds for various projects or causes. These platforms, such as GoFundMe, Kickstarter, and 

Indiegogo, act as intermediaries between project creators and backers, facilitating the collection and distribution of 

funds. 

 

In the traditional crowdfunding model, users create a campaign on the platform, setting a funding goal and providing 

details about their project or cause. They then promote their campaign to attract backers who can contribute financially 

to support the initiative. Backers usually receive rewards or incentives based on their level of contribution, which can 

range from early access to the product being developed to exclusive merchandise or experiences. 

 

The existing system is characterized by centralized control, where the platform operator oversees the fundraising 

process, verifies campaign details, and handles the transfer of funds between backers and project creators. While these 

platforms have been successful in enabling individuals to raise funds for a wide range of projects, they also have 

limitations in terms of transparency, accessibility, and cost-effectiveness. 

 

Centralized crowdfunding platforms may impose fees on both project creators and backers, reducing the amount of 

funds available for the intended purpose. Additionally, they may have geographical restrictions and require compliance 

with specific regulations, limiting participation from certain regions or industries. Moreover, there are concerns about 

data privacy and security, as users entrust sensitive information to the platform operator. 

http://www.ijrti.org/


                                  © 2024 IJRTI | Volume 9, Issue 4 | ISSN: 2456-3315 

 

IJRTI2404106 International Journal for Research Trends and Innovation (www.ijrti.org) 764 

 

 

Overall, the existing system of crowdfunding has facilitated countless successful projects and initiatives, but there is 

room for improvement in terms of transparency, accessibility, and efficiency. Blockchain technology offers the potential 

to address these limitations by providing a decentralized and transparent alternative for fundraising, empowering 

individuals and communities to connect directly and participate in crowdfunding activities with greater autonomy and 

trust. 

 

3.1.1 Disadvantages of Existing System 

Despite their widespread use, existing crowdfunding systems suffer from several significant disadvantages that hinder 

their effectiveness and integrity. These drawbacks include: 

 

High Fees: Most centralized platforms charge fees to both project creators and backers. These fees can significantly 

reduce the amount of funds available for the intended project or cause, impacting its success. 

 

Geographical Restrictions: Some crowdfunding platforms are limited to specific regions or countries due to regulatory 

requirements or operational constraints. This restricts access to fundraising opportunities for individuals and 

organizations outside those regions. 

 

Lack of Transparency: Centralized platforms control the fundraising process, including the verification of campaign 

details and the distribution of funds. This lack of transparency can lead to concerns about the misuse of funds or the 

accuracy of campaign information. 

 

Limited Accessibility: Certain groups, such as those without access to banking services or internet connectivity, may 

face barriers to participating in centralized crowdfunding campaigns. This limits the inclusivity and reach of fundraising 

efforts. 

 

Data Privacy and Security Risks: Users of centralized crowdfunding platforms are required to provide personal and 

financial information, which is stored and managed by the platform operator. There is a risk of data breaches or misuse 

of this information, leading to privacy concerns. 

 

Dependency on Intermediaries: Centralized platforms act as intermediaries between project creators and backers, 

controlling the flow of funds and enforcing platform policies. This dependency reduces the autonomy and flexibility of 

both creators and backers in managing their fundraising activities. 

 

Risk of Fraud and Mismanagement: Despite efforts to vet campaigns, centralized platforms may still host fraudulent or 

mismanaged projects. Backers bear the risk of supporting projects that fail to deliver on their promises or misuse funds, 

with limited recourse for recourse or resolution. 

 

Overall, the centralized nature of existing crowdfunding platforms presents various challenges related to fees, 

accessibility, transparency, privacy, and security. These limitations highlight the need for alternative approaches that 

leverage decentralized technologies like blockchain to address these shortcomings and empower users with greater 

control and trust in the crowdfunding process. 

 

3.2 Proposed System 

 

The proposed system introduces a decentralized crowdfunding platform leveraging blockchain technology to overcome 

the limitations of centralized counterparts. By operating on a decentralized network of nodes, it ensures no single entity 

controls fundraising activities, mitigating risks of censorship or manipulation. Utilizing blockchain, each campaign, 

donation, and withdrawal is securely recorded, providing an immutable ledger. Smart contracts govern campaign 

execution, automating processes like funding goals and distribution. This transparency fosters accountability, allowing 

backers to track fund usage. Moreover, the platform's global accessibility enables participation from anywhere, 

expanding crowdfunding opportunities. Reduced fees, thanks to automated processes and elimination of intermediaries, 

ensure more funds reach projects. Enhanced security features of blockchain, like encryption and decentralized 

consensus, safeguard user data and funds. In essence, the proposed platform offers a transparent, secure, and inclusive 

crowdfunding solution, empowering users to engage with confidence and trust in the process's integrity. 
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3.2.1 Advantages of Proposed System 

 

The proposed crowdfunding system offers several advantages over traditional voting methods, leveraging cutting-edge 

technology to enhance the integrity, accessibility, and efficiency of the process. Here are some key benefits of the 

proposed system: 

 

Decentralization: By leveraging blockchain technology, the proposed crowdfunding platform operates on a 

decentralized network, ensuring that decision-making authority and control are distributed among participants. This 

decentralized approach eliminates the need for intermediaries, fostering trust and equity among users while reducing 

the risk of manipulation or censorship. 

 

Transparency: Utilizing blockchain's immutable ledger, the platform provides transparent records of all crowdfunding 

activities, including donations and fund utilization. This transparency instills trust among backers, who can verify the 

integrity of campaigns and track their contributions' impact in real-time, thereby enhancing accountability and reducing 

the potential for fraud. 

 

Smart Contract Automation: Smart contracts automate key processes such as fund allocation and disbursement, ensuring 

that project initiators fulfill their campaign promises and deliver on objectives. This automated accountability 

mechanism minimizes the risk of fund misuse and strengthens backers' confidence in the platform. 

 

Global Accessibility: The platform's decentralized nature enables global participation, connecting backers and project 

initiators worldwide. This expanded reach unlocks new opportunities for collaboration and impact, as fundraisers can 

access a diverse pool of supporters and contributions from different regions. 

 

Cost-Efficiency: By eliminating traditional intermediaries and automating transaction processes, the platform reduces 

fees associated with crowdfunding campaigns. This cost-efficiency ensures that more funds are directed towards project 

goals, maximizing the impact of each contribution and improving overall campaign efficiency. 

 

Security: Built on cryptography and decentralized consensus, the platform offers robust security measures to protect 

user data and funds. Encryption techniques and distributed ledger technology enhance security standards, safeguarding 

user privacy and financial assets against potential threats such as hacking or fraud. 

 

Empowerment: The decentralized crowdfunding platform empowers individuals and organizations to autonomously 

raise funds for their projects or causes. By democratizing access to capital and providing a trusted fundraising 

environment, the platform enables users to take control of their initiatives with confidence, driving positive change in 

their communities. 

 

3.3 Proposed System Design 

 

The system architecture is divided into three-parts, namely  

 

1.  Front-end Presentation Layer 

 

2. Back-end Logic Layer 

 

3. Blockchain Layer 

  

3.3.1 Front-end Presentation Layer:  

The front-end presentation layer provides a user-friendly interface for interacting with the crowdfunding platform. It is 

responsible for rendering web pages, handling user inputs, and displaying dynamic content. The key components of this 

layer include: 

React.js Components: Utilizing React.js, the front-end is built using reusable components such as campaign listings, 

donation forms, and user authentication interfaces. These components facilitate a responsive and intuitive user 

experience. 

 

Web3 Wallet Integration: The front-end integrates with Web3 wallets like MetaMask using the Web3Modal library. 

This allows users to securely connect their Ethereum wallets to the platform, sign transactions, and interact with smart 

contracts. 
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UI/UX Design: The user interface is designed to be visually appealing, accessible, and responsive across different 

devices and screen sizes. UI elements follow best practices for usability and navigation, ensuring an optimal user 

experience. 

 

The front-end application provides an intuitive user interface for interacting with the crowdfunding platform. Developed 

using React.js, a popular JavaScript library for building user interfaces, the application offers the following features: 

 

Campaign Creation Form: Users can easily create new campaigns by filling out a simple form with relevant campaign 

details. The form dynamically updates based on user input and validates input data to ensure accuracy and completeness. 

 

Campaign Listing: The application displays a list of active crowdfunding campaigns, allowing users to browse and 

explore various funding opportunities. Each campaign is presented with key information such as the title, description, 

funding status, and remaining time. 

 

Donation Interface: Individuals can contribute funds to their preferred campaigns directly from the application. The 

donation process is streamlined and secure, with real-time updates on the campaign's progress and contribution history. 

 

User Authentication: To enable personalized experiences and ensure account security, the application supports user 

authentication through popular wallet providers such as MetaMask. Users can connect their wallets seamlessly and 

access additional features like campaign management and donation tracking. 

 

3.3.2 Back-end Logic Layer: 

The back-end logic layer handles business logic, data processing, and server-side operations. It serves as an intermediary 

between the front-end presentation layer and the blockchain layer, orchestrating interactions and enforcing application 

rules. Key components of this layer include: 

 

Express.js Server: Built on top of Node.js, the Express.js server handles HTTP requests from the front-end, routes them 

to the appropriate endpoints, and executes corresponding logic. It also serves static assets and provides APIs for fetching 

campaign data, processing donations, and managing user sessions. 

 

3.3.3 Blockchain Layer: 

The Ethereum blockchain serves as the underlying infrastructure for deploying and executing smart contracts. It 

provides a decentralized and tamper-resistant environment for crowdfunding operations, with consensus mechanisms 

ensuring network integrity. 

 

Solidity Smart Contracts: Written in Solidity, smart contracts define the rules and behaviors of the crowdfunding 

platform. They implement functions for creating campaigns, accepting donations, and releasing funds based on 

predefined conditions. Smart contracts are deployed on the Ethereum network and interacted with via Ethereum-

compatible wallets. 

 

Ethers.js Library: Ethers.js is used to interact with Ethereum smart contracts from the back-end server. It provides APIs 

for deploying contracts, sending transactions, and querying contract state, enabling seamless integration of blockchain 

functionality into the application logic. 

 

This modular architecture separates concerns, promotes scalability and maintainability, and enables future 

enhancements and interoperability with other decentralized finance (DeFi) protocols. 

 

 

 

 

 

 

 

 

 

 

 

http://www.ijrti.org/


                                  © 2024 IJRTI | Volume 9, Issue 4 | ISSN: 2456-3315 

 

IJRTI2404106 International Journal for Research Trends and Innovation (www.ijrti.org) 767 

 

 

 

Measured Parameters: 

 
 

   IV. EXPERIMENTAL RESULTS AND DISCUSSION 

 

  a.Usability Testing  

 

 
Findings: 

1. Positive Feedback from Usability Testing: The graph illustrates that the design's intuitive nature received the 

highest positive feedback at approximately 85%, followed by the user-friendly interface at around 78%, and clear 

instructions at approximately 75%. These high percentages suggest that users found the design intuitive, user-friendly, 

and well-instructed, indicating a positive response to the usability testing. 

 

2. Areas for Improvement Identified During Usability Testing: This graph highlights areas where improvements 

are needed based on usability testing. The visual layout received the highest percentage for improvement at 51%, 

followed by color schemes at 43%, and font size at 30%. These percentages indicate that enhancements in these areas 

could potentially enhance the overall user experience and usability of the system. 

 

3. Navigation Experience: The navigation experience graph shows that the majority of users found the navigation 

to be easy (60%) or somewhat easy (30%), with a smaller percentage finding it neutral (7%) and difficult (3%). This 

suggests that most users had a positive navigation experience, although there is room for improvement to make the 

navigation even more straightforward and intuitive. 
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 b Security and Integrity Assessments: 

 
Findings: 

Authentication Mechanisms: The project has received a high positive feedback score of 85%, indicating that users find 

the authentication mechanisms robust and effective. 

 

Data Integrity: Users have provided positive feedback on data integrity measures, with a score of 80%. This suggests 

that users feel confident in the project's ability to maintain the integrity of their data. 

 

Access Control: The access control measures have also been positively received, with a score of 75%. This indicates 

that users perceive the project's access control mechanisms to be adequate and reliable. 

 

Intrusion Detection: The project has scored 70% in intrusion detection, indicating that users believe the system is 

capable of detecting and responding to unauthorized access attempts effectively. 

 

Overall, the positive feedback on security measures suggests that the crowdfunding project has implemented robust 

security measures that are effective in safeguarding user data and preventing unauthorized access. 

 

c Scalability and Performance Assessment:  

 
Findings: 

Scalability: The scalability of the project shows a consistent upward trend over the quarters, indicating improvements 

in the project's ability to handle increasing loads or user demands. From Q1 to Q4, there is a noticeable increase in 

scalability scores, suggesting successful efforts to enhance the project's scalability. 

Performance: The performance of the project also demonstrates a positive trend across the quarters, reflecting 

improvements in the project's efficiency and responsiveness. Similar to scalability, the performance scores show a 

steady increase from Q1 to Q4, indicating enhancements made to optimize the project's performance. 

Overall, the findings suggest that the crowdfunding project has undergone continuous improvement in both scalability 

and performance over time, which is essential for ensuring its ability to accommodate growth and deliver a satisfactory 

user experience. 

 

V.TESTING AND RESULTS 

      

a. Unit Testing: 

1. Unit tests, often called component tests, are tests that verify the functioning of a specific section of code, usually at 

the function level. In an object-oriented system, this usually happens at the class level, and the constructors and 
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destructors are covered by the most basic unit tests. Unit testing is a software development approach that combines the 

coordinated use of a wide range of fault prevention and detection methodologies in order to reduce the risks, costs, and 

length of software development. The following unit testing table shows the functions that were tested throughout 

programming. The first column has a list of every tested module, while the second column contains a list of the test 

results. The results of the tests show whether the functions are producing the correct results for the specified inputs. 

2. Tests for Function Name The user's ability to cast his vote through the website indicates that the results of feeding 

the legitimately registered Voter ID number and authorized user using blockchain hash techniques were successful. 

 

Function name  Test results 

Smart Contract 

Functions 

Tested for different 

functions and contract 

deployed. 

 React Component 

Functions 

 Tested for handling user 

interactions,state 

management and data 

fetching 

Backend API Functions Tested for interacting 

with the Ethereum 

blockchain and the 

CrowdFunding smart 

contract, such as 

initializing the contract 

instance, calling contract 

methods, etc. 

Table: Function Name and Test Results. 

 

b. Integrating testing:  

1. Integration testing is any kind of software testing that seeks to verify the interfaces between components in relation 

to a program design. Software elements can be assembled in a stepwise manner or all at once (sometimes known as a 

"big bang"). The former is usually seen as the preferred approach since it allows interface issues to be found and fixed 

more quickly. 

2. Integration testing searches for errors in the way integrated parts (modules) communicate and interact with each 

other. Ever-larger groups of tested software components that match architectural design elements are combined and 

tested until the software operates as a system. 

 

c. Validation Testing: 

1.Once integration testing is complete, the software is packaged and released. Errors in interacting have been identified 

and rectified. There are many definitions for validation testing; in this case, the testing confirms that the program 

operates as the customer should reasonably expect. 

2. In the domains of software project management, software testing, and software engineering, verification and 

validation (V&V) is the process of making sure that a software system conforms with specifications and fulfills its 

intended purpose. It is also known as software quality control. 

 

d. User Acceptance Testing: 

1. The user is the main performer in an acceptance test. The system needs the skill and motivation of its users to function 

properly. 

2. In the aforementioned testing, the recently built system functioned as planned. All of the testing procedures listed 

above were carried out using the test case design that follows. 

 

Unit Test Results:  

 Input the Smart Contract Function test case: 
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Table: input Smart Contract Function test case 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

React Component Function test case: 

Table:  React Component Function test case. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Backend API Functions Test case: 

 

Table: Backend API Functions Test case 

 

 

               

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Test case 1 

 Name of the test Smart Contract Functions 

Input  Functions in smart contract 

Expected output   Contract Deployed 

Actual output Contract Deployed and contract 

address 

Result Successful 

Test case 1 

 Name of the test React Component Functions 

Input   Props,state,event objects, and 

callback functions. 

Expected output   Changes in the page based on the 

input. 

Actual output The page changes based on the 

given input. 

Result Successful 

Test case 1 

 Name of the 

test 

  Backend API Functions 

Input   The input is given to the 

create campaign function. 

Expected output   The input is stored. 

Actual output The given input is stored and 

can be utilised based on its 

state. 

Result Successful 
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VI. RESULT SCREENSHOTS 
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VII.CONCLUSION 

In conclusion, the integration of blockchain technology into crowdfunding platforms offers a transformative solution 

marked by enhanced transparency, security, and efficiency. By leveraging decentralized networks and smart contracts, 

blockchain-powered crowdfunding initiatives can address key limitations of traditional centralized systems, such as 

trust issues, opacity in fund allocation, and high transaction costs. The utilization of blockchain enables real-time 

tracking of funds, ensuring donors' contributions are utilized as intended while reducing the risk of fraud or 

mismanagement. However, challenges such as scalability, regulatory compliance, and user adoption must be addressed 

to fully realize the potential of blockchain-based crowdfunding. Despite these hurdles, the technology holds significant 

promise in democratizing access to capital and fostering innovative fundraising mechanisms for diverse social, 

environmental, and entrepreneurial endeavors, paving the way for a more inclusive and transparent ecosystem for 

crowdfunding activities. 
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