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Abstract 

This article presents a comparative analysis of counter-terrorism legislation in the post-9/11 era, examining 

the frameworks of the United States, United Kingdom, France, and India. It argues that while the global 

response to terrorism, heavily influenced by UN Security Council Resolution 1373, has led to a 

convergence of legislative trends favouring pre-emption, surveillance, and the expansion of state power, 

significant divergences exist, shaped by national legal traditions, historical contexts, and specific threat 

perceptions. The study investigates key legislative instruments such as the USA PATRIOT Act, the UK’s 

Terrorism Acts, France’s state of emergency laws, and India’s Unlawful Activities (Prevention) Act. It 

analyses the thematic trends across these jurisdictions, including the broadening definitions of terrorism, 

the erosion of privacy through mass surveillance, and the weakening of due process rights. The article 

concludes that this global legislative hyperactivity, while aiming to enhance security, has created a profound 

and persistent tension with fundamental human rights and civil liberties. It suggests that long-term 

effectiveness in countering terrorism requires a recalibration, moving beyond purely securitized responses 

to embrace a holistic approach that upholds the rule of law and addresses the root causes of political 

violence. 
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I. INTRODUCTION 

The spectre of terrorism has indelibly shaped the political, legal, and social landscape of the 21st century. 

Defined broadly as the unlawful use of violence and intimidation, especially against civilians, in the pursuit 

of political aims, terrorism presents a profound challenge to state sovereignty, international stability, and 

the fundamental rights of individuals (Schmid, 2011).1 While political violence is as old as human history, 

the scale, transnational nature, and ideological underpinnings of contemporary terrorism, epitomised by 

the attacks of September 11, 2001, triggered an unprecedented global response. This response has been 

overwhelmingly channelled through the language and instruments of law. States across the world have 

engaged in a period of intense “legislative hyperactivity,” enacting a vast and complex web of counter-

terrorism laws designed to prevent, punish, and eradicate terrorist threats (Roach, 2011).2 

This article advances the thesis that the global response to terrorism has fostered a paradigm of 

securitization in law, leading to a remarkable convergence of legislative strategies that prioritize state 

security, often at the expense of established legal principles and human rights. However, this convergence 
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is not monolithic. A comparative analysis reveals significant divergences in the application and scope of 

these laws, deeply influenced by distinct national legal traditions (common law versus civil law), unique 

historical experiences with political violence, and prevailing domestic political contexts. By comparing the 

legislative frameworks of four distinct democracies-the United States, the United Kingdom, France, and 

India-this study aims to dissect the commonalities and differences in their approaches. It will scrutinise the 

impact of these legal regimes on civil liberties, including privacy, due process, and freedoms of speech and 

association. 

The analysis will begin by examining the post-9/11 paradigm shift, focusing on the pivotal role of the 

United Nations Security Council in mandating a global legal architecture for counter-terrorism. It will then 

proceed to a detailed comparative examination of the key legislative instruments in the selected 

jurisdictions. Following this, a thematic analysis will synthesise the findings, focusing on common 

challenges such as the definition of terrorism, the expansion of surveillance powers, and the erosion of 

judicial oversight. Finally, the article will conclude by reflecting on the long-term implications of this 

global legislative trend and arguing for a more balanced, rights-respecting approach to ensure both security 

and liberty in the face of an enduring threat. 

II. THE POST-9/11 PARADIGM SHIFT: THE UN AND THE GLOBALISATION OF COUNTER-

TERRORISM LAW 

The attacks of September 11, 2001, were not merely an assault on the United States; they were perceived 

as an attack on the international system itself. The immediate response was a powerful articulation of global 

solidarity, which quickly translated into a robust international legal mandate for action. The key architect 

of this global response was the United Nations Security Council (UNSC), which, operating under its 

Chapter VII powers, transformed the landscape of international law concerning terrorism. 

On September 28, 2001, the UNSC unanimously adopted Resolution 1373, a landmark and legally binding 

instrument that imposed sweeping obligations on all UN member states. Unlike previous counter-terrorism 

conventions that required states to opt-in through ratification, Resolution 1373 was universally and 

immediately applicable. It established a global baseline for domestic counter-terrorism efforts and 

effectively bypassed the slower, more deliberate process of multilateral treaty-making (Rosand, 2003).3 

Resolution 1373 required states to undertake several specific measures, including: 

i. Criminalising Terrorist Financing: It mandated all states to prevent and suppress the financing of 

terrorist acts, freeze without delay any funds or economic resources of persons who commit, or 

attempt to commit, terrorist acts, and prohibit their nationals from making any resources available 

to such persons. 

ii. Enhancing Law Enforcement and Border Controls: States were obligated to intensify and accelerate 

the exchange of operational information, improve border controls to prevent the movement of 

terrorists, and establish effective measures to prevent the forgery of identity papers and travel 

documents. 
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iii. Denying Safe Haven: The resolution demanded that states ensure that any person who participates 

in the financing, planning, preparation, or perpetration of terrorist acts is brought to justice and that 

such acts are established as serious criminal offenses in domestic laws and regulations. 

iv. Creating a Monitoring Body: It established the Counter-Terrorism Committee (CTC) to monitor the 

implementation of the resolution by member states, requiring them to submit regular reports on 

their progress. 

The impact of Resolution 1373 was profound and far-reaching. It effectively “globalised” a particular 

model of counter-terrorism, one that emphasized criminalisation, financial tracking, and enhanced state 

security powers. It created immense pressure on states, regardless of their capacity or local context, to enact 

comprehensive anti-terrorism legislation or amend existing laws to comply with its mandates. For many 

nations, this meant importing legal concepts and frameworks developed in Western states, particularly the 

US and UK, without sufficient consideration for local legal traditions or human rights safeguards (Heupel, 

2007).4 

This top-down, security-focused approach created what some scholars have termed a “global anti-terrorism 

‘norm cascade’” (Saul, 2005).5 The CTC, while not a sanctions body, used its monitoring and reporting 

functions to name and shame non-compliant states, further incentivising rapid legislative action. The result 

was a worldwide proliferation of laws that often-shared common features: broad and vague definitions of 

“terrorism,” the creation of new preparatory or ancillary offenses (such as “glorifying” or “encouraging” 

terrorism), expanded police and intelligence agency powers for surveillance and detention, and a 

weakening of procedural safeguards for suspects. This resolution set the stage for the domestic legislative 

developments that would follow across the world, creating a global architecture that would be tested and 

contested in the years to come. 

III. COMPARATIVE ANALYSIS OF NATIONAL COUNTER-TERRORISM LEGISLATION 

The global template established by UNSC Resolution 1373 was interpreted and implemented differently 

across various nations. This section compares the legislative responses of the United States, United 

Kingdom, France, and India, highlighting how their unique legal systems and political histories shaped 

their respective counter-terrorism frameworks. 

A. The United States: A ‘War’ Paradigm 

The American response to 9/11 was framed as a “Global War on Terror,” a paradigm that blended criminal 

justice with military action and fundamentally reshaped US law and policy. The legislative centrepiece of 

this new approach was the Uniting and Strengthening America by Providing Appropriate Tools Required 

to Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001. Rushed through Congress just 45 days 

after the attacks, this sprawling piece of legislation dramatically expanded the government’s surveillance 

and investigative powers. 
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Key Legislative Features: 

i. Enhanced Surveillance: The PATRIOT Act amended the Foreign Intelligence Surveillance Act 

(FISA) to lower the threshold for obtaining surveillance warrants. Section 215 of the Act became 

particularly controversial, authorising the government to obtain “any tangible things” (including 

business records, library records, and other documents) from a third party without showing probable 

cause of a crime, merely by certifying it was for an intelligence investigation (ACLU, 2011).6 This 

provision was later revealed by Edward Snowden to be the legal basis for the National Security 

Agency’s (NSA) bulk collection of telephone metadata from millions of Americans. 

ii. Weakened Judicial Oversight: The Act expanded the use of National Security Letters (NSLs), a 

form of administrative subpoena that allows the FBI to demand sensitive customer information 

from communication providers, financial institutions, and credit agencies without prior judicial 

approval. NSLs often came with a gag order, preventing the recipient from disclosing the request 

(Cato Institute, 2013).7 

iii. Broadened Definition of Terrorism: The Act expanded the definition of “domestic terrorism” and 

created new federal crimes, blurring the line between political dissent and criminal activity. 

iv. Creation of the Security Apparatus: The Homeland Security Act of 2002 followed, executing the 

largest government reorganisation since World War II. It consolidated 22 federal agencies into the 

Department of Homeland Security (DHS), creating a massive bureaucracy focused on preventing 

future attacks. 

Beyond domestic legislation, the US response was characterised by its extra-legal dimensions, justified by 

the Authorization for Use of Military Force (AUMF) of 2001. This joint resolution empowered the 

President to use “all necessary and appropriate force” against those he determined were responsible for the 

9/11 attacks. The AUMF became the legal foundation for the war in Afghanistan, the indefinite detention 

of “enemy combatants” at Guantanamo Bay, the use of military commissions instead of federal courts, and 

the global targeted killing program using drones (Cole and Dempsey, 2006).8 

Impact and Judicial Response: The US approach has been heavily criticised for its erosion of constitutional 

protections, particularly the Fourth Amendment (protection against unreasonable searches and seizures) 

and the Fifth and Sixth Amendments (guaranteeing due process and fair trial rights). The judiciary has 

provided an inconsistent check on this executive and legislative expansion. While the Supreme Court 

pushed back against the Bush administration’s most extreme claims of executive power in cases like Hamdi 

v. Rumsfeld (2004) and Hamdan v. Rumsfeld (2006), affirming basic due process rights for detainees, it 

has largely deferred to the government on matters of surveillance, often citing national security imperatives. 

The legacy of the US model is a permanent security state with unprecedented powers of surveillance and 

a legal framework that continues to operate in a grey zone between war and law. 
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B. The United Kingdom: The Securitisation of the Common Law 

The UK had extensive experience with terrorism-related legislation long before 9/11, primarily in response 

to the conflict in Northern Ireland. The foundational Terrorism Act 2000 (TACT 2000), passed before the 

attacks, already contained one of the world’s broadest definitions of terrorism, covering actions designed 

to influence a government or intimidate the public for a political, religious, racial, or ideological cause. The 

post-9/11 environment, however, saw a rapid and significant expansion of these powers. 

Key Legislative Features: 

i. Detention Without Trial: The Anti-terrorism, Crime and Security Act 2001 introduced a highly 

controversial measure allowing for the indefinite detention without trial of foreign terrorist suspects 

who could not be deported. This was famously struck down by the House of Lords in A v Secretary 

of State for the Home Department (2004) as disproportionate and discriminatory. 

ii. Control Orders and TPIMs: The government responded with the Prevention of Terrorism Act 2005, 

which replaced indefinite detention with “control orders.” These were a form of house arrest that 

imposed severe restrictions on an individual’s liberty (e.g., curfews, electronic tagging, restrictions 

on association and internet use) based on a lower standard of proof (“reasonable suspicion”) and 

without a criminal conviction. These were later replaced by the slightly weaker but conceptually 

similar Terrorism Prevention and Investigation Measures (TPIMs) in 2011 (Hickman, 2014).9 

iii. Pre-Charge Detention and New Offences: The Terrorism Act 2006 extended the maximum period 

of pre-charge detention for terrorist suspects to 28 days (a proposal to extend it to 90 days was 

famously defeated). It also created new “inchoate” or preparatory offenses, such as “encouragement 

of terrorism” and “dissemination of terrorist publications,” raising significant concerns about 

freedom of speech and the criminalisation of thought. 

iv. Mass Surveillance: The Investigatory Powers Act 2016, dubbed the “Snooper’s Charter” by critics, 

created a comprehensive legal framework for mass surveillance. It requires internet and phone 

companies to store records of websites visited and phone numbers called by every citizen for 12 

months, making this data accessible to a wide range of government bodies. It also explicitly 

authorises bulk hacking and the collection of bulk personal datasets (Amnesty International, 

2016).10 

Impact and Judicial Response: The UK’s legislative journey reflects a continuous struggle between 

Parliament, the executive, and the judiciary. The courts, often citing the Human Rights Act 1998 which 

incorporates the European Convention on Human Rights (ECHR) into domestic law, have acted as a more 

consistent brake on executive power than their US counterparts. However, the overall trend has been one 

of increasing securitisation. The UK model demonstrates a preference for pre-emptive executive measures 

that operate on the periphery of the traditional criminal justice system. Critics argue this has created a two-

tiered system of justice and has contributed to the alienation of British Muslim communities, who often 

feel they are disproportionately targeted by these expansive powers (Pantazis and Pemberton, 2009).11 

http://www.ijrti.org/


© 2025 IJRTI | Volume 10, Issue 9 September 2025 | ISSN: 2456-3315 

IJRTI2509008 International Journal for Research Trends and Innovation (www.ijrti.org) a77 
 

C. France: The Administrative State of Exception 

France’s counter-terrorism strategy is rooted in its civil law tradition, a strong, centralised state, and a long 

history of dealing with political violence, from Algerian independence-related terrorism to domestic 

extremist groups. The French model relies heavily on a specialised and powerful judiciary and a preference 

for administrative measures that bypass traditional criminal procedure. 

Key Legislative Features: 

i. Centralised Judiciary: Since the 1980s, France has had a centralised system where specialised 

investigating magistrates (juges d’instruction) in Paris have jurisdiction over all terrorism-related 

cases. These magistrates possess extensive investigative powers, including authorising surveillance 

and ordering lengthy pre-trial detention. 

ii. Permanent State of Emergency: France declared a state of emergency following the November 2015 

Paris attacks. This granted prefects (regional state representatives) extraordinary administrative 

powers, such as the ability to conduct warrantless searches (perquisitions administratives), place 

individuals under house arrest (assignations à résidence), and dissolve organisations. In 2017, the 

Law to Strengthen Internal Security and the Fight against Terrorism made many of these emergency 

powers permanent, effectively embedding a state of exception into ordinary law (Human Rights 

Watch, 2017).12 

iii. Broad Ancillary Offences: French law includes the offence of association de malfaiteurs en relation 

avec une entreprise terroriste (criminal association in connection with a terrorist enterprise). This 

allows prosecutors to target individuals suspected of being part of a terrorist network even without 

evidence linking them to a specific plot, focusing on intent and association. The law also punishes 

apologie du terrorisme (glorification of or apology for terrorism), a speech crime that has been 

widely used, particularly for online posts. 

iv. Surveillance Laws: The 2015 French Intelligence Act, passed even before the Paris attacks, 

legalised mass surveillance practices previously operating in a legal grey area. It permits 

intelligence agencies to use International Mobile Subscriber Identity (IMSI) catchers and 

keylogging software and to compel communication service providers to deploy “black boxes” to 

algorithmically analyse metadata for suspicious patterns. 

Impact and Judicial Response: The French approach prioritises state power and pre-emption, vesting 

significant authority in the executive and its administrative arms. The distinction between intelligence 

gathering and criminal investigation is often blurred. The judiciary, particularly the Conseil constitutionnel 

(Constitutional Council), has occasionally intervened to curb the most excessive aspects of new legislation, 

but has largely approved the security-centric framework. The French model’s heavy reliance on 

administrative powers and its focus on punishing speech and association raise profound questions about 

freedom of expression, religion, and the presumption of innocence. Critics argue that this hard-line 

approach, combined with France’s strict model of secularism (laïcité), can exacerbate social tensions and 
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may be counterproductive in addressing the root causes of radicalisation among its marginalised minority 

populations (Cesari, 2018).13 

D. India: The Enduring Legacy of ‘Extraordinary’ Laws 

India has faced a relentless and diverse array of terrorist threats for decades, including ethno-nationalist 

insurgencies in the Northeast, a secessionist movement in Kashmir, left-wing Naxalite extremism, and 

cross-border terrorism. Its legislative response has been characterised by a cycle of enacting stringent 

“extraordinary” laws, often with sunset clauses, which are then repealed after accusations of widespread 

misuse, only to be replaced by new, similarly powerful legislation. 

Key Legislative Features: 

i. Draconian Predecessors: The now-lapsed Terrorist and Disruptive Activities (Prevention) Act, 1987 

(TADA) and the Prevention of Terrorism Act, 2002 (POTA) were notorious for their harsh 

provisions. These included broad definitions of terrorism, admissibility of confessions made to 

police officers (contrary to ordinary Indian evidence law), severe restrictions on bail, and the 

creation of special courts. Both were repealed following widespread reports of their use to target 

minorities and political dissenters (SAHRDC, 2002).14 

ii. The Unlawful Activities (Prevention) Act (UAPA): The primary counter-terrorism law in force 

today is the UAPA, first enacted in 1967 but significantly amended in 2004, 2008, 2012, and 2019 

to incorporate many of the stringent provisions from TADA and POTA. The UAPA is now India’s 

de facto permanent anti-terrorism law. 

iii. Key UAPA Provisions: The Act’s definition of a “terrorist act” is vast and ambiguous, including 

acts likely to threaten the “economic security” or “monetary stability” of India. It allows for pre-

charge detention of up to 180 days (compared to 90 days in ordinary criminal law) and makes bail 

extremely difficult to obtain, as the court must be satisfied that there are reasonable grounds for 

believing the accusation is prima facie true. This creates a situation of “process as punishment,” 

where individuals can be incarcerated for years without a trial (Bhatia, 2021).15 

iv. Designation of Individuals as Terrorists: The most contentious amendment, introduced in 2019, 

empowers the central government to designate an individual as a “terrorist” without any prior 

judicial process. This designation can be based on secret intelligence, and the burden of proof is 

effectively reversed, requiring the individual to appeal to the government to have their name 

removed. 

v. National Investigation Agency (NIA): The National Investigation Agency Act, 2008, passed in the 

aftermath of the 2008 Mumbai attacks, established a federal agency to investigate and prosecute 

terrorism-related offences across India, enhancing the central government’s power in this domain. 

Impact and Judicial Response: The Indian legal framework for counter-terrorism is arguably one of the 

most stringent among democracies. It grants the state immense discretionary power with limited judicial 

oversight. The Supreme Court of India has delivered mixed judgments. In some cases, it has read down the 

harshest provisions of these laws to protect fundamental rights, but in others, particularly concerning bail 
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under the UAPA, it has upheld the legislative intent, making it nearly impossible for the accused to secure 

release. The UAPA has been extensively used against human rights activists, students, journalists, and 

political opponents, leading to accusations that it has become a tool for suppressing dissent rather than 

purely countering terrorism (PUCL, 2022).16 

IV. THEMATIC COMPARATIVE ANALYSIS: CONVERGING THREATS TO LIBERTY 

The country-specific analyses reveal several cross-cutting themes that characterise the global legislative 

response to terrorism. While the mechanisms differ, the outcomes often converge, posing similar challenges 

to human rights and the rule of law across diverse legal systems. 

A. The Problem of Definition 

A fundamental problem plaguing counter-terrorism legislation globally is the lack of a precise, universally 

agreed-upon definition of “terrorism.” Legislatures have consistently opted for definitions that are broad, 

vague, and open to political manipulation. The UK’s definition, for example, includes actions that create a 

“serious risk” to the health or safety of the public, a clause that could potentially encompass disruptive but 

non-violent protests. India’s UAPA includes threatening the “economic security” of the nation. This 

definitional ambiguity is a critical flaw, as it grants law enforcement and prosecutors immense discretion. 

It creates a “chilling effect” on free speech and political association, as individuals and groups engaged in 

legitimate dissent may fear being labelled as terrorists (Gearty, 2009).17 

B. The Normalisation of Mass Surveillance 

A second clear trend is the dramatic expansion and normalisation of state surveillance. The US PATRIOT 

Act’s Section 215, the UK’s Investigatory Powers Act, and France’s 2015 Intelligence Act all provide a 

legal basis for the bulk collection of communications data. This represents a paradigm shift from targeted 

surveillance, based on suspicion of wrongdoing, to mass surveillance, where the data of entire populations 

is collected and stored pre-emptively. This expansion has been enabled by technology, but it has been 

legitimised by counter-terrorism laws. It fundamentally alters the relationship between the citizen and the 

state, eroding the concept of a private sphere and operating on the assumption that every citizen is a 

potential suspect (Zuboff, 2019).18 

C. The Erosion of Due Process: From Pre-emption to Pre-punishment 

The logic of counter-terrorism has shifted from a reactive, punitive model (punishing crimes after they 

occur) to a pre-emptive one (preventing attacks before they happen). While laudable in principle, this has 

led to the creation of legal mechanisms that severely undermine due process rights, which are the 

cornerstone of a fair justice system. 

i. Extended Pre-Charge Detention: The UK’s 28-day and India’s 180-day pre-charge detention 

periods are significant departures from the norm in criminal law and weaken the right to liberty. 
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ii. Lowered Standards of Proof: Measures like the UK’s TPIMs and the French system of 

administrative house arrest are imposed based on a standard of “reasonable suspicion” rather than 

the “proof beyond a reasonable doubt” required for a criminal conviction. 

iii. Executive Detention and Designation: The US’s use of Guantanamo Bay and India’s power to 

designate individuals as terrorists represent the pinnacle of this trend, where the executive branch 

can impose severe penalties-indefinite detention or public branding as a terrorist-without judicial 

trial or conviction. This moves beyond pre-emption to a form of “pre-punishment,” where 

individuals are penalised based on suspicion of future risk rather than evidence of past crimes 

(Ackerman, 2006).19 

D. The Judiciary’s Ambivalent Role 

The judiciary has been the primary institutional arena where the conflict between security and liberty has 

been adjudicated. However, its role has been ambivalent and inconsistent. While courts in all four 

jurisdictions have, at times, provided crucial checks on executive overreach-such as the UK House of Lords 

rejecting indefinite detention or the US Supreme Court affirming habeas corpus rights for Guantanamo 

detainees-they have also frequently shown deference to the executive on matters of national security. The 

secrecy surrounding intelligence evidence and the inherent difficulty of second-guessing security 

assessments often lead courts to adopt a cautious, non-interventionist stance, particularly in the realm of 

surveillance. This judicial deference has, in many instances, allowed for the consolidation of exceptional 

powers within the state. 

V. CHALLENGES AND THE FUTURE OF COUNTER-TERRORISM LEGISLATION 

The global counter-terrorism legal architecture established over the past two decades faces significant 

challenges as the nature of the threat continues to evolve. 

A. The Digital Frontier 

The internet and social media have become the new frontiers for terrorism. Extremist groups use these 

platforms for propaganda, recruitment, communication, and planning. States have struggled to respond 

effectively. The legislative response has often involved pressuring tech companies to remove content and 

creating new laws against online “glorification” or “extremist content,” such as Germany’s NetzDG law or 

the UK’s proposed Online Safety Bill. This raises complex issues of censorship, freedom of speech, and 

the role of private corporations in policing public discourse. Furthermore, the widespread use of end-to-

end encryption presents a significant challenge for intelligence agencies, leading to a heated debate between 

tech companies, privacy advocates, and security services over “backdoors” and lawful access to data 

(Landau, 2017).20 

B. The ‘Foreign Fighter’ Phenomenon and Citizenship Stripping 

The Syrian civil war produced a wave of “foreign fighters” from Western countries. The return, or potential 

return, of these individuals has prompted new legislative responses. One of the most controversial has been 

the expansion of powers to strip dual nationals of their citizenship. The UK, France, and other nations have 
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increasingly used these powers to prevent individuals suspected of terrorism from returning, effectively 

outsourcing the problem and creating a class of stateless individuals. This practice is fraught with human 

rights concerns, as it represents a modern form of exile and is often carried out via executive decree with 

limited judicial review (Macklin, 2015).21 

C. The Need for a Holistic Approach 

Perhaps the greatest challenge is the recognition that a purely legislative and security-driven approach is 

insufficient and can be counterproductive. Heavy-handed laws that alienate entire communities, erode trust 

in the state, and violate fundamental rights can create the very grievances that fuel radicalisation. An 

effective, sustainable counter-terrorism strategy must be holistic. It requires not only robust and rights-

compliant law enforcement and intelligence work but also long-term investment in education, community 

engagement, and social integration. It must address the political, economic, and social “root causes” that 

make individuals susceptible to extremist ideologies. This means upholding the rule of law not as an 

obstacle to security, but as its essential foundation (UNODC, 2019).22 

CONCLUSION 

The global response to terrorism since 9/11 has been defined by a dramatic and sustained expansion of state 

power, codified in an extensive body of national and international law. A comparative analysis of the United 

States, United Kingdom, France, and India reveals a powerful convergent trend: the adoption of pre-

emptive, surveillance-heavy legal frameworks that challenge long-standing principles of human rights and 

the rule of law. Definitions of terrorism have been broadened, privacy has been curtailed through mass data 

collection, and due process has been weakened by executive measures that operate outside the traditional 

criminal justice system. 

However, this convergence is mediated by national context. The US model is shaped by its “war” paradigm 

and constitutional debates; the UK approach reflects a constant negotiation between parliamentary 

sovereignty and human rights law; the French system prioritises the power of the administrative state; and 

the Indian framework is a product of its long and troubled history with political violence, resulting in some 

of the most stringent permanent legislation in the democratic world. 

Two decades on, the evidence that this security-centric legislative model has made the world safer is 

ambiguous at best. While numerous plots have been foiled, the threat of terrorism has evolved and 

metastasised. The human rights cost, however, is undeniable. The “state of exception” has, in many ways, 

become the norm. The challenge for the future is to recalibrate this balance. It requires moving beyond the 

reactive cycle of legislative hyperactivity that follows every attack and toward a more considered, 

evidence-based approach. True security cannot be achieved by sacrificing liberty. A sustainable and 

effective counter-terrorism strategy for the 21st century must be one that rigorously protects human rights 

and upholds the rule of law, not as a concession, but as its core and indispensable component. 

 

 

http://www.ijrti.org/


© 2025 IJRTI | Volume 10, Issue 9 September 2025 | ISSN: 2456-3315 

IJRTI2509008 International Journal for Research Trends and Innovation (www.ijrti.org) a82 
 

REFERENCES 

1 Schmid, A.P. (2011) The Routledge Handbook of Terrorism Research. London: Routledge. 
2 Roach, K. (2011) The 9/11 Effect: Comparative Counter-Terrorism. Cambridge: Cambridge University Press. 
3 Rosand, E. (2003) ‘Security Council Resolution 1373, the Counter-Terrorism Committee, and the Fight against Terrorism’, 

The American Journal of International Law, 97(2), pp. 333-341. 
4 Heupel, M. (2007) ‘Implementing UN Security Council Resolution 1373: A Comparative Study of the United States, the United 

Kingdom, and Germany’, Studies in Conflict & Terrorism, 30(8), pp. 719-738. 
5 Saul, B. (2005) ‘Defining Terrorism in International Law’, UNSW Law Journal, 28(1), pp. 276-291. 
6 American Civil Liberties Union (ACLU) (2011) USA PATRIOT Act. Available at: https://www.aclu.org/issues/national-

security/privacy-and-surveillance/usa-patriot-act (Accessed: 02 September 2025). 
7 Cato Institute (2013) National Security Letters: Building Blocks of a Surveillance State. Washington D.C.: Cato Institute. 
8 Cole, D. and Dempsey, J.X. (2006) Terrorism and the Constitution: Sacrificing Civil Liberties in the Name of National Security. 

3rd edn. New York: The New Press. 
9 Hickman, T. (2014) ‘Between Human Rights and the Rule of Law: The UK’s Terrorism Prevention and Investigation 

Measures’, The Modern Law Review, 77(5), pp. 794-826. 
10 Amnesty International (2016) UK: “Snooper’s Charter” is a “breathtaking attack on the online privacy of ordinary people”. 

Available at: https://www.amnesty.org.uk/press-releases/uk-snoopers-charter-breathtaking-attack-online-privacy-ordinary-

people (Accessed: 02 September 2025). 
11 Pantazis, C. and Pemberton, S. (2009) ‘From the “Old” to the “New” Suspect Community: Examining the Impacts of Recent 

UK Counter-Terrorist Legislation’, The British Journal of Criminology, 49(5), pp. 646-666. 
12 Human Rights Watch (2017) France: Embedding Emergency Powers into Law. Available at: 

https://www.hrw.org/news/2017/10/03/france-embedding-emergency-powers-law (Accessed: 02 September 2025). 
13 Cesari, J. (2018) What is Islamic in Islamism?: The Politics of Religion and the Secular State. London: I.B. Tauris.  
14 South Asia Human Rights Documentation Centre (SAHRDC) (2002) POTA: A Lawless Law, Prevention of Terrorism Act, 

2002. New Delhi: SAHRDC. 
15 Bhatia, G. (2021) ‘The Unlawful Activities (Prevention) Act and the Tenuous Link between Liberty and Due Process in India’, 

Verfassungsblog. Available at: https://verfassungsblog.de/the-unlawful-activities-prevention-act-and-the-tenuous-link-between-

liberty-and-due-process-in-india/ (Accessed: 02 September 2025). 
16 People’s Union for Civil Liberties (PUCL) (2022) UAPA: A Tool for Repression. New Delhi: PUCL Report. 
17 Gearty, C. (2009) Civil Liberties. Oxford: Oxford University Press. 
18 Zuboff, S. (2019) The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power. New 

York: PublicAffairs. 
19 Ackerman, B. (2006) Before the Next Attack: Preserving Civil Liberties in an Age of Terrorism. New Haven, CT: Yale 

University Press. 
20 Landau, S. (2017) Listening In: Cybersecurity in an Insecure Age. New Haven, CT: Yale University Press. 
21 Macklin, A. (2015) ‘Citizenship Revocation, the Privilege to Have Rights and the Production of the Alien’, Queen’s Law 

Journal, 40(1), pp. 1-54. 
22 United Nations Office on Drugs and Crime (UNODC) (2019) Handbook on Human Rights while Countering Terrorism. 

Vienna: United Nations. 

                                                 

http://www.ijrti.org/

