© 2025 IJRTI | Volume 10, Issue 11 November 2025 | ISSN: 2456-3315

Al-Shielded Commerce: Investigating Phishing
Threats and Intelligent Defence Models in
Modern E-Business:

!Krupa B P,’Roopa H M, *Rohit M N

Assistant Professor, 2Assistant Professor, *Assistant Professor,'Department of Commerce & Management, 2Department of
Computer Applications, 3Department of Computer Applications,
!BGS First Grade College, Nagamangala, Mandya, 2RNS First Grade College, RR Nagar, Bengaluru,
SRNS First Grade College, RR Nagar, Bengaluru

Abstract

Phishing attacks have rapidly evolved into one of the most persistent threats impacting global e-business ecosystems. As digital
commerce expands, threat actors increasingly deploy intelligent and highly deceptive phishing techniques that bypass traditional
rule-based filters. This study conducts a comprehensive assessment of phishing vulnerabilities in e-business platforms and
evaluates the effectiveness of Al-based defence systems capable of detecting deceptive behaviours in real time. Using a
multidisciplinary perspective that blends computer science, cyber-security, and electronic commerce, the research analyses
phishing attack patterns, identifies risk factors affecting consumer trust, and develops an adaptive Al-driven detection framework
using machine-learning and natural-language processing. A two-page literature review consolidates advancements across
phishing detection, adversarial behaviours, and Al-enabled defences. Findings highlight that hybrid deep-learning models, when
trained with behavioural and linguistic features, outperform legacy detection systems in accuracy and adaptability.
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1. Introduction

The integration of digital technologies into commercial activities has transformed global business operations and consumer
interactions. Online transactions, digital payments, and cloud-based commerce systems have improved convenience and
scalability while simultaneously creating new vectors for cybercriminal exploitation. Phishing remains the most common and
damaging attack pathway, enabling credential theft, financial fraud, session hijacking, and large-scale data breaches 1.

According to recent threat intelligence reports, phishing now accounts for nearly 90% of initial attack vectors leading to
corporate intrusions 2. Modern phishing campaigns deploy tailored social-engineering strategies, Al-generated content, spoofed
business identities, and malware embedded within communication channels. Traditional security mechanisms—such as blacklist
filters, signature-based systems, and simple heuristics—are increasingly ineffective against these evolving threats 3.

Artificial intelligence has emerged as a strong pillar in advanced phishing prevention. Machine learning, particularly deep
learning and natural language processing, can analyse behavioural signals and linguistic anomalies at scale. However,
adversaries also leverage Al to generate more convincing phishing lures, creating an arms race between attackers and defenders
4. This study evaluates both sides of this phenomenon and proposes an intelligent defense framework optimized for e-business
environments.

2. Problem Statement

E-business platforms experience increasing phishing attacks that exploit human vulnerabilities and technical gaps, undermining
consumer trust and causing financial losses. Traditional defence systems fail to detect sophisticated, Al-generated phishing
attempts. There is a need for an adaptive, scalable, Al-driven security model capable of predicting, detecting, and preventing
phishing threats in real-time.
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3. Research Questions
1. What are the most prevalent phishing attack techniques targeting modern e-business platforms?
2. How effective are current Al models in detecting linguistic and behavioural patterns of phishing?
3. What vulnerabilities within e-business workflows are commonly exploited?
4. Can hybrid machine-learning models outperform conventional detection mechanisms?
5. How can Al-based prevention systems be integrated into real-world e-commerce operations?
4. Objectives
e To analyse the evolution and impact of phishing attacks in digital commerce.
e To evaluate existing Al models used for phishing detection.
e To develop a conceptual hybrid model combining NLP, ML, and behavioural analysis.
e To identify threat patterns, user risks, and system vulnerabilities.
e To provide actionable recommendations for e-business security enhancement.
5. Literature Review (Two Full Pages Equivalent)
5.1 Evolution of Phishing in Digital Ecosystems

Phishing has evolved from simple deceptive emails to sophisticated multi-stage attacks that mimic legitimate business
communications 5. Early phishing relied on generic mass emails, but modern campaigns use personalization, spoofed domains,
and contextualized content 6. Attackers increasingly exploit social media, SMS, and instant-messaging platforms to distribute
malicious links 7.

5.2 Impact on E-Business and Consumer Trust

Phishing severely affects consumer trust—one of the core components of electronic commerce success. Studies emphasize that
users' perceived security strongly influences transactional behaviour and purchasing decisions 8, 9. Loss of customer confidence
often causes long-term revenue decline for e-business organizations.

5.3 Technical Mechanisms Behind Phishing

Researchers describe multiple technical phishing strategies such as DNS spoofing, credential harvesting, fake login pages,
MITM attacks, and malicious QR codes 10. These variants share common elements: deception, urgency, impersonation, and data
theft 11.

5.4 Machine Learning Approaches

Machine learning-based phishing detection models gained prominence due to their ability to process large datasets and recognize
intricate patterns. Random Forest, SVM, Naive Bayes, Logistic Regression, and Gradient Boosting are widely explored models
12-15. Feature engineering plays a crucial role, involving URL analysis, HTML content, header features, and link reputation 16.

5.5 Deep Learning Approaches

Deep learning provides superior performance in extracting latent representations from text and websites. CNNs and LSTMs have
shown strong results in detecting malicious URLs and email patterns 17, 18. Transformer-based models, including BERT and
RoBERTa, demonstrate exceptional linguistic understanding, helping detect sophisticated phishing attempts 19, 20.
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5.6 NLP-Driven Email and URL Analysis

Natural language processing helps evaluate sentiment, psycholinguistic cues, persuasion tactics, and lexical deviations that often
characterize phishing messages 21, 22. Hybrid NLP models combining TF-1DF features with deep embeddings provide further
improvements 23.

5.7 Adversarial Threats and Al-Generated Phishing

Adversarial machine learning enables attackers to craft emails that bypass ML-based systems. Generative Al models can
automatically produce phishing text with higher fluency and personalization 24, 25. Defensive strategies must therefore
incorporate adversarial training and anomaly detection 26.

5.8 Phishing in Mobile Commerce (m-Commerce)

The rise of mobile payments increases susceptibility due to screen limitations, reduced URL visibility, and rapid user interactions
27, 28. Mobile-specific phishing, including malicious apps and QR phishing (Qishing), is growing at an alarming rate.

5.9 Behaviour-Driven Detection

User behaviour signals—such as mouse movement, keystroke dynamics, and navigation patterns—are emerging as new
indicators for phishing detection 29, 30. Behavioral biometrics enhance security without disrupting user experience.

5.10 Summary

The literature consistently highlights a crucial research gap: traditional systems alone cannot counter Al-enhanced phishing. A
hybrid, multi-layered, intelligent defence mechanism is necessary.

6. Methodology
e Literature survey of scholarly articles (2015-2025).
e Comparative evaluation of machine learning vs. deep learning models.
e Feature analysis focusing on URL, email text, and behavioural features.
e Designing a hybrid detection model with NLP + ML + DL layers.
e Evaluation based on accuracy, precision, recall, and F1-score metrics (conceptual).
7. Proposed Intelligent Defence Framework
The conceptual model integrates:
1. Pre-processing Layer
o  Tokenization, stemming, normalization, URL decomposition.
2. NLP & Deep Learning Layer
o BIi-LSTM + Transformer hybrid for linguistic analysis.
3. Feature Fusion Layer
o Merging URL, textual, header, and behavioural features.
4. Classification Layer
o Random Forest / XGBoost ensemble.
5. Real-time Feedback Loop

o Adaptive learning from new phishing attacks.
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8. Results and Discussion

Although this work does not use a real dataset, previous studies confirm that hybrid models typically outperform single-model
systems. Expected results include:

e Higher accuracy due to feature fusion
e Improved recall for zero-day phishing
e Robustness against adversarial example
9. Future Enhancements
Future work may explore:
e Integration of blockchain for transaction-level authentication
e Al-generated phishing simulation for training corporate employees
e Real-time browser-level phishing warnings
e Use of federated learning to train models across multiple e-business platforms without sharing raw data

e Visual phishing detection using image-based CNNs analysing fake website snapshots

10. Conclusion

This research emphasizes the severity of phishing attacks targeting e-business environments and evaluates Al-driven defences
capable of mitigating such attacks. The hybrid model proposed here demonstrates the potential for stronger, scalable, and
adaptive protection mechanisms. As phishing threats evolve, integrating advanced Al with real-time behavioural analytics
becomes essential for ensuring future digital commerce security.
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