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ABSTRACT

Directly uploading files from user-to-cloud ,it becomes a fundamental component of the modern web application. It is based on their
efficiency, scalability, reduced server load. By passing traditional web server, this model usually upload files directly to cloud. It
also improves performance and introduces new security risks involving temporary credentials, key binding and callback verification.
This study presents a structured analysis of these risks by proposing a six-category vulnerability framework based on real-world
cloud upload workflows. The large scale evaluation of high traffic website reveals the critical misconfigurations including unlimited
credential issuances, long lived upload tokens, weak file validation, unauthorized file access, and callback spoofing. The base paper
comprehensively mapped these vulnerability through manual testing, the absence of an automated detection mechanism it remains a
significant research gap. Therefore, the future work proposed in this study is the development of an Automated Security Testing
Tool for direct cloud uploads. It aims to enable scalable, continuous and systematic detection of misconfigurations and vulnerabilities
within cloud integrated web architectures.

Index terms:

Cloud Storage, Direct Upload, Temporary Credentials, Web Security, IAM Misconfiguration, Callback Spoofing, Automated
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1. INTRODUCTION

The ever increasing popularity of websites, storing and managing user generated data become the significant challenge. In the existing
system, under the cloud storage service the new file uploading scenario has been introduces, where the files are directly uploaded
from web users to the cloud. There are three critical stages in this new file upload scenario i) uploading credential requesting and
dispatching, ii) file uploading and verification, and iii) callback notification and response. First the process involves the authentication
interactions among these three roles and the each role should responsible for its own security authentication, if it fails to provide a
proper identification for the authentication for a user, it opens up the possibilities for attackers to forget the users identity. The
second process is new authorization mechanism. Finally the new scenario involves information synchronization among the three
roles. In existing it also perform the study of the security risks and directly uploading files web users to a cloud storage service. The
six types of the vulnerability also introduced: unrestricted upload credentials acquisition, upload credentials validity flaw,
unrestricted file types and file size, file overwriting, file stealing, and callback notification spoofing.

The application server generates short live credentials that allows the user to upload files directly to the cloud, and it eliminates the
server which is overhead. This architectural model introduces unique security challenges. The interaction is commonly between
client, server and cloud provider. The proposed system of the existing one is introducing the automation as the primary direction for
future research.
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2.RELATED WORK

The existing research on cloud security it examines the storage bucket misconfigurations, IAM privilege escalation, and API
key leaks. The web security it always focus on server side file upload vulnerabilities such as MIME spoofing or arbitrary upload
flaws. No prior research specifically evaluates temporary upload credentials (presigned URLs, upload tokens). The call back
manipulation in the cloud uploads and it remains largely unexplored. Here, there is no automated vulnerability scanners currently
exists for direct-to-cloud upload workflows. In this research it addresses the significant gap as cloud specific upload security
literature. The research gap for the existing system is lack of automated security testing tools. Here, it is updated as automatic security
for the cloud storage rather then the manual way.

The base paper provides the strong insights through the manual testing ,its primary limitation is the lack of automated tools for
continuous and scalable security analysis. The proposed system it uses some security ways to protect the cloud storage system using
security tool.

3.EXISTING SYSTEM

The first comprehensive security study on websites, it uses the direct user to cloud file upload system. The modern web
application frequently integrate cloud storage platforms and it also used to handle large-scale file uploads. In this architecture, it
analyze how user files move from client device to the cloud storage and it also identifies the communication path, security controls
and potential bottlenecks. The main concept of the existing system is creating a new vulnerability classification frameworks and it
identifies the major risk in cloud upload systems.

3.1 VULNERABILITY ANALYSIS

It provides an in-depth examination of the security vulnerability discovered in modern direct user to cloud upload workflows.
It is structured into six categories theses are based on the phases of credential issuance, file upload, and callback handline. Each
category reflects weaknesses identified in real-world implementations and rooted in cloud provider misconfigurations, improper API
usage, or insecure application logic. The first as , Direct upload system require temporary credentials like presigned URLs, upload
tokens, short-lived IAM keys. The credential issued only after strong authentication and strict rate limiting. The second as, long
lived upload credentials -Temporary credentials are meant to be short lived and single use. Third as, Insufficient file validation it
depends solely on client side checks for the MIME type verification, file extension checks, file size limits. Fourth, as file overwriting
- In the cloud the objects are stored using keys. The key name is controlled entirely by the client without mandatory server
validation. If the server does not securely bind a file path to a user identity then the attacker can easily overwrite. Fifth, as
unauthorized file reading/listing then the sixth, as call back spoofing, after the successful uploading the file, the client or cloud
provider send a callback to the server it confirms upload success, register metadata, trigger backend processing.

3.2 DIRECT UPLOAD SYSTEM ARCHITECTURE

In this mechanism it follow the three major phases: i)credential issuance ii)direct file uploads iii)callback/notification. The first
one contains the presigned URLs, policy documents, short-lived access keys. The second contains the uploaded file directly to the
cloud storage endpoint. The third contains the cloud provider or client sends uploads results back to the server.
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3.3 LARGE SCALE REAL WORLD SECURITY EVALUATION

In the existing system it selected the 500 top ranked websites. In the 500 websites 182 websites used cloud storage that is detected
through DNS analysis, developer tools and network traces. Then it focused on 28 websites that supports direct user file uploads using
presigned URLs, upload tokens, or temporary credentials. It use ethical evaluation methodology.

3.4 DISCOVERY OF 79 REAL VULNERABILITIES

The discovery of 79 real world vulnerabilities across website that implements direct user to cloud upload mechanisms. It is
used to identifies a combination of static policy inspection, dynamic adversarial testing, and controller attacker-victim simulations.
There are 79 total security flaws. All the 28 evaluated websites are vulnerable and it includes the severe cases as file overwriting,
full-bucket read access, call back, forgery ,unlimited credential framing.

3.5 ROOT CAUSE ANALYSIS

In the 79 real-world vulnerabilities across 28 websites demonstrate that the security weakness in direct user to cloud upload
systems. The following root cause analysis categorize the underlying failure into technical, architectural and human factors. the
vulnerabilities are: overly permissive cloud permissions, weak client-side validation, misunderstanding of cloud IAM policies,
insecure callback implementation.

3.6 MITIGATION AND BEST PRACTICES

The discovery of multiple vulnerabilities in direct user-to-cloud upload systems highlights the need for strong security measures
when implementing temporary credentials, object storage policies, and callback workflows. This section proposes a set of systematic
mitigation strategies and best practices that developers and cloud administrators should adopt to prevent misuse, minimize attack
surfaces, and enforce secure-by-default behavior. These recommendations are derived from the root cause analysis and the 79 real-
world vulnerabilities identified in the study.

Then the suggestion for the solution is rate limiting credential issuance, shorter credential validity, stricter IAM permissions,
cryptographically signed callback, server side file validation.

4.PROPOSED SYSTEM

In the base paper it provides the strong insights through manual testing, here the primary limitations is the lack of automated
tools for continuous and scalable security analysis. The main concept of the future work is development of an Automated Cloud
Upload Security Testing Tool.(ACUST).
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The base paper conducted a large-scale, manual evaluation of direct user-to-cloud upload systems and identified 79 real-world

vulnerabilities across 28 websites. Although the manual approach successfully revealed critical security issues, it remains limited by
human effort, time, and lack of scalability. To address this limitation, the proposed Automated Security Testing Tool (ACUST) is
applied to the base paper’s methodology to improve reproducibility, accuracy, and scalability. The purpose of applying ACUST : i)
it enables the reproduction of the 79 vulnerabilities. ii) it automatically re-tests each vulnerability category, iii) it test hundred or
thousands of websites at once. iv) continuous monitoring and website can be periodically scanned for regressions or new
misconfigurations.

The automated tool evaluates the three stages of the base paper: i) Credential Generation ii) Direct File Upload iii) Callback Handling.
After the three stages it automatically evaluate the six vulnerability classes. It automatically evaluates the six vulnerability stages.

Vulnerability ID Automated Test Performed

V1 Token farming, rate-limit bypass

V2 Credential reuse, expiry manipulation
V3 Uploading invalid file types/sizes

V4 Path manipulation & overwrite attempts
V5 Unauthorized GET/LIST access

V6 Forged callback simulation

ATOMATED CLOUD UPLOAD SECURITY TESTING TOOL.(ACUST)

In the proposed system, it identify the defects unsafe upload credentials , analyzes upload policies, performs dynamic security testing,
monitors cloud storage misconfigurations, generates automated security reports.
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ALGORITHM

Multi-Stage Cloud Upload Vulnerability Detection (MCUVD)

Input:

Website URL with direct cloud upload functionality

Output:

List of detected vulnerabilities with severity and mitigation

Step-by-Step Algorithm

Stage 1: Credential Extraction

Stage 2: Automated Attack Simulation

Stage 3: Risk Classification & Reporting

Algorithm Fits the Base Paper, Because The base paper’s vulnerabilities fall into six core categories.
The MCUVD algorithm tests each category automatically using structured attack simulation.

5.CONCLUSION

Nowadays, more and more websites uses cloud service for file storage. Directly uploading files from web users to cloud storage is
one of the most mainstream scenarios. In this paper, we systematically analyze the security risks . We conduct an in-depth analysis
of the three critical stages in this scenario, including upload credential requesting and dispatching, file uploading and verification,
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and callback notification and response.

Direct user-to-cloud file upload systems offer significant performance benefits but introduce complex security challenges. The base
paper identified widespread vulnerabilities across real-world platforms and proposed a structured security framework.

This journal paper builds on that foundation by identifying a key research gap—the absence of automated security testing—and
proposing a comprehensive automated tool as future work. Developing such a tool will enable scalable and continuous evaluation of
cloud-upload workflows, significantly advancing the security of modern cloud-integrated applications.
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