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Abstract: The objective of this work is to assist medical 

professionals with an efficient tool for quickly identifying 

brain tumours from MRI scans. The tool will primarily work 

on image processing, creating a CNN algorithm model, 

optimizing model training, and validating performance. 

Although not meant to replace medical professionals, this 

project aims to assist them in making quick and accurate 

decisions with a second opinion. The tool will be accurate, 

efficient, and simple to operate, making it accessible even to 

non-experts using a web interface with a Stream lit platform. 

I. INTRODUCTION 

One of the most terrifying neurological issues a human can 

come up against is a brain tumor. Early and accurate 

diagnosis is a necessity, a matter of life and death in which a 

patient’s chances of survival hang in the balance. Here, 

medical practitioners have no choice but to rely on MRI 

technology, which takes very clear pictures of a brain without 

invading a patient’s body or posing any danger. Scouring 

these images, though, can be very difficult work for even the 

most skilled medical professional in a specialized field such 

as medicine. Recently deep learning is gaining momentum. 

One such deep learning technology is Convolutional Neural 

Networks. They attract a lot of attention because of their 

capability in processing medical images automatically. 

Actually, these neural nets can learn image features by 

themselves in layers. Therefore, they are ideal for classifying 

medical images. 

The goal of this project is to develop an automated system for 

diagnosing brain tumors using images. This project utilizes 

CNNs in essence. The configuration involves highlighting a 

few major components. A deep learning algorithm for 

developing a classifier. A Python setup in the background for 

image processing and predictions. A Stream lit application in 

the front end for usage. The objective in this case is to assist 

doctors. This serves to benefit them in diagnostics using a fast 

reliable tool. The whole system remains simple to use. image 

analysis has received increased attention. CNNs have the 

capability to learn automatic image hierarchy characteristics, 

making them very ideal for medical image classification. The 

work aims to 

provide an automatic image-driven brain tumor diagnostic 

system using CNNs. The system combines: A classification 

model based on deep learning 

The aim is to help medical practitioners with a quick, 

accurate, and accessible diagnostic assistance tool. Tumors 

from MRI images. The focus of this research work is 

primarily on preprocessing a dataset, building a CNN model, 

optimizing a model for training, and testing/model 

evaluation. The end-use application of this diagnostic system 

is not intended to replace medical practitioners but aid them 

with a quicker and more accurate second opinion. 

accurate, fast, and easy to use even for an inexperienced 

technical user is a very important objective. At this stage, this 

research work aims to design a real-time phishing URL 

detector using a Random Forest classifier. The proposed 

work would benefit from a lightweight Flask framework and 

a React front-end to make it easy to implement and use. The 

most important role of this project will be to give a proper 

warning to the end-users before exposing any personal or 

financial information to a phishing site in order to improve 

online/mobile banking security. 

Further, with increasing access to large medical image 

datasets and better computation capabilities, deep learning 

models have become highly effective in healthcare domains. 

Automated solutions for brain tumor identification can 

greatly assist in achieving uniformity among observers and 

reproducibility in different samples. Through accurate 

analysis of MRI images, such solutions can greatly assist in 

identifying brain tumors in their early stage, which is a 

critical factor in improving patient survival outcomes. 

Moreover, incorporating AI-powered diagnostic systems in a 

healthcare setting can improve decisions and maximize 

healthcare resources. Having an efficient interface for 

application usage will allow this system to be readily 

incorporated in a practical setting without needing 

specialized knowledge. Additionally, this project work 

exemplifies how AI can function as an aid in current medical 

settings when utilizing deep learning in making diagnostic 

systems. 

http://www.ijrti.org/
mailto:sudharshan.m@presidencyuniversity.in
mailto:RITHIN.20242MCA0173@presidencyuniversity.in
mailto:RITHIN.20242MCA0173@presidencyuniversity.in
mailto:KIRAN.20242MCA0200@presidencyuniversity.in
mailto:KIRAN.20242MCA0200@presidencyuniversity.in
mailto:JEEVITHA.20242MCA0190@presidencyuniversity.in
mailto:JEEVITHA.20242MCA0190@presidencyuniversity.in
mailto:GANAVI.20242MCA0191@presidencyuniversity.in
mailto:GANAVI.20242MCA0191@presidencyuniversity.in


© 2025 IJRTI | Volume 10, Issue 12 December 2025 | ISSN: 2456-3315 
 

IJRTI2512145 International Journal for Research Trends and Innovation (www.ijrti.org) b368 
     

II  LITERATURE REVIEW 
 

 

Table 1: presents the details of literature review. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Current studies illustrate an increasing need for model 

interpretability in medical image processing systems. Lots of 

emphasis from different authors has strongly indicated that 

deep learning models should not become "black boxes," 

particularly in medical domains where important decisions 

are part of their analysis. Techniques such as activation maps 

or heatmaps have emerged with the aim of ensuring doctors 

can interpret how a neural network predicts a particular 

output. 

Another critical consideration given in various studies is 

imbalanced datasets in brain tumor image identification. In 

most studies, datasets have imbalanced samples of tumor and 

non-tumor images, which, in many ways, influence learning 

and cause biased performance. To counter this problem, 

different methods for improving datasets have been 

considered, with a focus placed on using a different 

evaluation metric other than accuracy, such as recall and F1- 

score. Such considerations fit well with performance 

evaluation in the proposed system. 

Additionally, recent research work has focused on the 

application of web-based deep learning models in real-time. 

Through developing web frameworks where deep learning 

models are incorporated, research work has indicated quick 

application tests of diagnostic systems without the 

requirement of specialized hardware systems. Indications are, 

therefore, that deep learning medical diagnostic systems can 

be applied using appropriate application programs. 

Generally, deep learning medical diagnostic application 

programs have a high potential for encouraging people to fall 

into a threat, partly because of urgency. 

 

 

III METHODOLOGY 

The dataset used, the preprocessing approach used in this 

work, The architecture used in designing the CNN model, and 

the approach used in training for classifying brain Tumors are 

all described in this section. 

A. Dataset Collection 

In this project, based on MRI images of the brain, two classes 

are used: Tumor and No Tumor. These images assist in 

identifying if a tumor is present in the brain or not. Then all 

the images are resized into a fixed size, ensuring all samples 

are equal. Normalization is performed to ensure all pixel 

intensities are in a standard range, which helps in learning a 

pattern from this picture and improves performance. 

B. Dataset Overview 

Preprocessing images is a critical step in image processing 

for improving image quality before being used as inputs in a 

CNN model. Generally, medical images may include some 

noise, improper intensity, or unnecessary background 

information which can impact a model negatively. 

Preprocessing steps include: Resize all images into a standard 

size. Normalization of image pixels to fall within a standard 

range of 0 to 1. 

Convert image formats into RGB format for better support 

for the CNN model. 

Normalization of pixels based on the formula X norm=X/255 

Herein, a confusion matrix along with some standard metrics 

of classification is used in order to evaluate the effectiveness 

of the proposed brain tumor detection system. In the 

confusion matrix, these include the values True Positive (TP), 
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True Negative (TN), False Positive (FP), and False Negative 

(FN). 

True Positive - Images of tumors that are identified as a 

tumor; True Negative-normal brain images that are correctly 

recognized as no tumor. False Positive-normal images 

classified incorrectly as tumor and False Negative-tumor 

r images which were wrongly predicted as normal. This 

confusion matrix gives a clear overview of the correct and 

incorrect classifications done by the CNN model. 

Based on the confusion matrix, several performance metrics 

are computed. Accuracy describes the overall correctness of 

the system. Precision refers to how many of the images 

predicted as tumor cases actually are, which helps in reducing 

false alarms. Recall, also known as sensitivity, is the ability 

of the model to correctly identify actual tumor cases. This 

metric is particularly critical in medical diagnosis. The F1- 

score combines both precision and recall to provide a 

balanced evaluation of the model's performance. 

These evaluation metrics show that the presented CNN-based 

brain tumor detection system gives reliable and efficient 

performance, and can automatically detect brain tumors from 

MRI images. 

Besides, for performance comparison, traditional machine 

learning models like Logistic Regression, Support Vector 

Machine (SVM), Decision Tree, and Random Forest were 

implemented and trained on the same dataset. All the models 

were evaluated in terms of accuracy, precision, recall, and F1- 

score. The different performances of all four models on the 

test dataset are shown in Table 2, showing the effectiveness 

of the proposed CNN-based approach. 

In this regard, a confusion matrix, aside from other metrics 

applied in the field of classifications, would be used to 

determine the effectiveness of the proposed system in the 

case of brain tumor detection. The most common metrics 

used in the confusion matrix are True Positive, True 

Negative, False Positive, and False Negative. 

True Positive-Tumor images labeled as tumor; True 

Negative-Normal brain images labeled as nontumor. False 

Positive-Normal images labeled as tumor and False 

Negative-Tumor images labeled as nontumor. The above 

confusion matrix gives a different perspective on how the 

correct and incorrect instances are classified by the CNN 

model. 

Using the confusion matrix, several performance measures 

have been derived. Accuracy will explain precisely how 

accurate any system is. Precision will relate to the actual 

number of images that are tumor cases versus the ones 

considered tumor cases, which helps in reducing false alarm 

incidents. The recall, which is also referred to as sensitivity, 

measures the capability of a model to pick an actual tumor 

case accurately. The F1 score will provide a fair evaluation 

of how a model is doing because it incorporates both 

precision and recall. 

The parameters of evaluation thus obtained depict that the 

correct and efficient performance of this brain tumor 

detection model using CNN can thus be employed for 

automatic brain tumor detection in MRI images. 

Moreover, traditional machine learning algorithms such as 

logistic regression, SVM, Decision Tree, and Random Forest 

were developed on the same dataset for performance 

comparison. The performance of these four algorithms on 

different parameters like accuracy, precision, recall, and F1- 

score is presented in the table below, showing the 

effectiveness of the proposed approach based on CNN. 

 

 

IV System Design 

Fig1.System Architecture 
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V RESULTS AND ANALYSIS 

This article brings forth an in-depth assessment of the 

proposed image-based brain tumor analysis system to gauge 

its effectiveness, reliability, and viability. The assessment 

will cover a study of the efficacy of the proposed model based 

on predictive accuracy with performance parameters. A 

comparative analysis will be used to gauge the efficacy of the 

assessment. Based on a study of the classification results on 

unseen MRI images and a comparative analysis with a variety 

of machine learning algorithms, this research will assess the 

viability of the proposed CNN model. 

 

 
 

Model 

 

Performance 

Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-score 

(%) 

 

Logistic 

Regression 

 

88.3 

 

87.0 

 

86.0 

 

86.5 

 

SVM 

 

91.8 

 

92.0 

 

91.0 

 

91.5 

 

Decision Tree 

 

89.6 

 

88.5 

 

89.0 

 

88.7 

 

Random 
Forest 

 

94.6 

 

95.2 

 

93.9 

 

94.5 

 

Confusion Matrix Findings 

The confusion matrix analysis shows that the proposed 

CNN-based brain tumour detection model effectively 

classifies MRI images into tumour and no tumour 

categories. The matrix includes True Positives (TP), True 

Negatives (TN), False Positives (FP), and False Negatives 

(FN), which together provide a clear picture of the model’s 

prediction performance. 

Accuracy is a performance measure with a very important 

role in assessing the efficiency of "Brain Tumour Detection 

System" for a given set of images using MRI. In this case, 

accuracy provides a fraction of total images classified into 

two categories, including images with a tumour and images 

without a tumour. Based on a higher accuracy factor, a very 

efficient performance of a model can be achieved in 

predicting both categories. 

Based on the proposed system, accuracy will be calculated 

using a confusion matrix with TP, TN, FP, and FN since 

accuracy is an important parameter in image processing 

systems, and high accuracy will help in achieving better 

performance. Based on the above results, it can be 

concluded that the CNN model possesses the ability to 

classify a majority of MRI images since they have 

demonstrated high learning efficiency in this project. 

 

 

Moreover, based on the accuracy achieved, it can be 

concluded that pre-processing steps, convolutional layers 

for feature extraction, and the classification technique have 

played a role in making a major impact in overcoming 

misclassification issues. As such, this model can be stated 

to be very effective in providing assistance in making 

decisions with regards to primary brain tumour diagnosis 

Accuracy Calculation Equation 

y_pred= Equation for Report 

Accuracy = TP + TN/ TP + TN + FP + FN 

 

C. Precision and Recall 

The proposed system achieves high precision, which 

means that most MRI images predicted as tumour are 

truly tumour cases. This helps in minimizing false alarms 

and increases confidence in the system’s predictions. The 

system also demonstrates high recall, indicating that it 

successfully identifies the majority of actual tumour 

cases. High recall is especially important in medical 

applications, as failing to detect a tumour can have serious 

consequences. Together, the strong precision and recall 

values confirm the reliability and robustness of the 

proposed CNN-based brain tumour detection approach.. 

 

E. Real time testing performance 

The proposed Brain Tumor Detection System was further 

evaluated under real-time testing conditions to assess its 

practical usability and responsiveness. In this phase, MRI 

images that were not included in the training dataset were 

uploaded through the user interface and analyzed using 

the trained CNN model. The system demonstrated a fast 

response time, with an average prediction time of less 

than one second per MRI image, making it suitable for 

real-time medical assistance. The preprocessing, feature 

extraction, and classification steps were executed 

smoothly without any noticeable delay. 

During real-time evaluation, the system achieved high 

detection accuracy, correctly identifying the presence or 

absence of brain tumors in most test cases. The number of 

incorrect predictions was minimal, indicating the 

robustness of the model when tested on previously unseen 

data. 

Overall, the real-time testing results confirm that the 

proposed system is efficient, reliable, and well-suited for 
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clinical decision support, especially in scenarios where 

quick and accurate diagnosis is critical. 

CONCLUSION 

The performance of the proposed Image-Based Brain Tumor 

Detection System was evaluated by using MRI brain images, 

in order to identify tumor and non-tumor cases. This trained 

CNN model was tested on unseen data to see its 

generalization capability. Standard performance metrics such 

as the confusion matrix, accuracy, precision, recall, and F1- 

score were used for evaluation. 

In the analysis of the confusion matrix, it is observed that the 

system correctly classifies most of the MRI images in 

appropriate categories. A high number of true positive and 

true negative predictions is indicative of the model's 

capability of correct detection of brain tumors as well as 

proper identification of normal brain images. The relatively 

low number of wrong predictions underlines the system's 

reliability and consistency. 

These accuracy results show the overall performance of the 

proposed model by predicting correctly for most of the test 

samples. The high precision values reflect that the system 

generates a limited number of false tumor detections, thus 

reducing unnecessary alarms. The recall is also very high, 

which confirms that the model does detect most actual tumor 

cases successfully. This is one of the important requirements 

in medical diagnosis. The F1-score just verifies that the 

performance of the system is balanced; combining both 

precision and recall, it gives a single-value metric. 

Moreover, web-based interface real-time testing 

demonstrated that the system gave fast prediction with 

minimum response time. In summary, this result confirms the 

proposed CNN-based approach for the detection of brain 

tumors, which is effective, reliable, and appropriate for early 

diagnosis of brain tumors. 

Performance analysis for the proposed Brain Tumor 

Detection System is done using the confusion matrix and 

standard metrics for classification. Since the proposed system 

is based on binary classification, either 'Tumor' or 'No 

Tumor', a 2×2 confusion matrix has been used. It is composed 

of TP, TN, FP, and FN values. 

True Positive is tumor images accurately classified as tumor, 

whereas True Negative refers to normal images that are 

correctly identified as no tumor. False Positive deals with the 

normal images that are incorrectly classified as tumor, 

whereas False Negative is applied to tumor images classified 

as normal. The confusion matrix gives insights into both 

correct predictions and classification errors from CNN. 

Based on the confusion matrix, several performance metrics 

are calculated. Accuracy represents the overall correctness of 

the system. Precision refers to how many of the images 

predicted as tumor cases are actually tumor cases and helps 

in reducing false alarms. Recall or sensitivity is a measure of 

the capability of the model to correctly identify the actual 

tumor cases, which in medical diagnosis becomes critical. 

The F1-score combines both precision and recall to provide a 

balanced performance measure. 

These are the evaluation metrics that prove the proposed 

CNN-based brain tumor detection system delivers reliable, 

efficient performance, and is effective in identifying brain 

tumors automatically. First, various machine learning models 

were implemented to analyze its performance, including 

Logistic Regression, SVM, Decision Tree, and Random 

Forest. All these models were put to test by measuring their 

performance using standard metrics such as Accuracy, 

Precision, Recall, and F1-score. Table 2 gives results for all 

the four models on the test set. 

FUTURE WORK 

The proposed system for brain tumor detection can be further 

advanced in a number of ways. In the future, the model can 

be trained with a larger dataset of MRI images to improve its 

generality. The future work can include developing a system 

with a capability for multi-class classification to detect 

different kinds of brain tumors such as glioma, meningioma, 

and pituitary tumor. 

 

 

More advanced deep learning architectures, such as VGG and 

Reset transfer learning models, can also be considered. 

Further, including tumor segmentation methods in this 

project can assist in pointing to where exactly in an MRI 

image a tumor is present. Moreover, this project can be 

developed into a cloud or mobile application to make it more 

accessible for medical purposes in real time. An attack can 

come in the form of attempting to input URLs/web page 

elements in a particular way to trick ML algorithms. Future 

updates can include methods from both adversarial learning 

and heuristic analysis for dealing with "model-evading" 

phishing sites. 

The detection module can be integrated with risk engines in 

order to prevent suspicious account activity which may have 

occurred due to a phishing attack. 

1. Blockchain Based Domain Validation 

A decentralized domain verification system based on 

blockchain will assist in ensuring that the web site actually 

belongs to a bank. The signature of domains, which are 

preserved in a blockchain network, is tamper-proof, which 

assists in preventing spoofing attacks. 

2. Mass Production with Cloud Technology 

The system can be implemented using Docker containers, 

Kubernetes clusters, and load balancing methods in order to 

accommodate a high volume of traffic generated by banks, 

thus making it a scalable solution for a countries or 

international banks. 
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