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Abstract—Because keys can be misplaced, copied without 
permission, or fail to offer flexible control over access rights, 
conventional key-based locking systems frequently result in 
everyday inconvenience and security issues. This project offers 
an intelligent multi-chamber access control system that combines 
facial recognition with straightforward remote management to 
get around these restrictions. The primary controller for several 
chambers is a single Raspberry Pi, which uses LBPH for quick 
and accurate recognition even on low-power hardware and Haar 
Cascade for face detection. The system automatically unlocks 
the designated chamber when an authorized person approaches. 
The system takes a picture and immediately notifies the chamber 
owner via Telegram if it detects an unidentified face, enabling 
real-time access approval or denial.Owners can also use basic 
bot commands to remotely lock or unlock their chambers. This 
system is appropriate for offices, research labs, and other settings 
that need controlled multi-user access because it offers better 
security, easier administration, and increased flexibility. 

Keywords—Telegram Bot, LBPH, Haar Cascade, Raspberry Pi, 
IoT Security, Face Recognition, Access Control System, Multi- 
Chamber Locking, Remote Authentication, Embedded Systems, 
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I. INTRODUCTION 

Modern environments have much higher security 

requirements than what conventional mechanical locks 

can consistently provide. Physical keys offer very little 

control once they are out of the owner’s possession, are 

easily lost, and can be copied without authorization. There 

is a noticeable trend toward intelligent and automated access 

control systems as shared spaces and workplaces require safer 

and more practical ways to control entry. 

 

With the quick development of artificial intelligence and 

embedded computing, facial recognition has emerged as one 

of the most useful techniques for secure and contactless 

identity verification. These systems can quickly and easily 

authenticate users by examining distinctive facial features. 

Integrating automated hardware elements like solenoid locks 

and relays makes the process much more reliable and efficient 

overall, guaranteeing that only those who have been verified 

are granted access. 

 

The Intelligent Multi-Cabin Access System bridges 

traditional locking mechanisms with intelligent automation in 

order to meet these contemporary expectations. In addition 

to a camera module, display, and electronic locking units, 

the system uses a Raspberry Pi as the central controller to 

manage several cabins in a single configuration. Every cabin 

has a unique user assigned to it, and entry is only possible 

after facial recognition is successful. When the system detects 

an unfamiliar face, it immediately takes a picture and sends 

a Telegram bot to the relevant cabin owner, who can then 

approve or reject the access attempt from any location. 

 

Because of this strategy, the system is especially well-suited 

for places where security and accountability are essential, 

such as offices, labs, coworking spaces, and storage facilities. 

Owners can lock or unlock their cabins from a distance using 

remote control tools and real-time notifications. The system 

provides a flexible, scalable, and secure access control solution 

for contemporary multi-user situations by fusing automated 

hardware, IoT-based communication, and facial recognition. 

II. LITERATURE SURVEY 

Numerous methods are being researched for face- 

recognition-based access systems with the goal of enhancing 

real-time performance, accuracy, and robustness. In one line 

of work, the Viola-Jones detection method is combined with 

HOG features, followed by CNN-based classification and 

binary code generation based on reinforcement learning. Even 

in a variety of environmental circumstances, this integrated 

approach reports an accuracy of 98.85% [1]. Another notewor- 

thy technique tracks facial features using the KLT algorithm 

and employs Haar Cascade for detection. Euclidean-distance 

matching and eigenfaces derived from PCA are then used 

to verify identity [2]. Additionally, improvements to HOG 

preprocessing have been investigated, especially in hybrid 

CNN-KELM models that achieve strong performance with 

very few training epochs by reducing feature dimensions and 

fine-tuning Gaussian kernels using grid search [3].Several 

studies investigate broader machine-learning frameworks for 

facial recognition, employing supervised techniques such as 

CNNs and discriminant analysis, as well as unsupervised 

clustering models like k-means and DBSCAN. These systems 

frequently rely on PCA, LDA, and optimizers including Adam 

and SGD to boost classification reliability [4]. Deep-learning- 

driven solutions, such as CNNs and Siamese architectures, 
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have shown high precision by extracting key facial landmarks 

and applying metrics such as Euclidean distance or triplet-loss- 

based embedding comparison. Many of these models adopt 

MTCNN for alignment and Inception-ResNet V1 for gener- 

ating compact embeddings [5]. A related set of approaches 

combines MTCNN with FaceNet to produce 128-dimensional 

representations, enabling stable verification despite changes 

in facial pose or lighting [6].Further contributing to effective 

feature extraction appropriate for real-time execution on em- 

bedded devices are lightweight networks such as MobileNetV2 

[7]. Other implementations achieve frame rates between 30 

and 60 FPS by combining ArcFace’s angular-margin-based 

classification with YOLOv5 for high-speed face detection 

[8]. For low-resource environments that require little training 

data, traditional combinations like PCA and LDA combined 

with SVM or RBF classifiers continue to provide efficient 

solutions [9]. Before classification using Chi-square compar- 

ison metrics, LBPH enhanced with CLAHE pre-processing 

improves illumination quality in low light [10].To achieve high 

accuracy with fewer parameters, more sophisticated topologies 

like EfficientNet-B3 use compound scaling, Swish activation, 

and RMSProp optimization [11]. By considering images as 

sequences of patches and employing multi-head attention to 

collect long-range characteristics, Vision Transformers (ViT) 

offer a different approach that helps them deal with occlu- 

sions and lighting fluctuations [12]. By combining multimodal 

data prior to classification, dual-stream CNNs—which ana- 

lyze both thermal and visual images—offer better recognition 

performance in low-visibility or dark environments [13].By 

comparing embedding distances rather than retraining the 

entire model, one-shot learning with Siamese networks and 

contrastive loss allows for quick onboarding of new users [14]. 

Lastly, by producing frontal facial reconstructions prior to ver- 

ification, 3D Morphable Models (3DMM) aid in standardizing 

position and lighting and enhance accuracy when the camera 

records faces from difficult angles [15]. 

III. RESEARCH GAPS 

Many of the current systems are made to work on a single 

door or for a single user, despite the fact that facial recognition 

has emerged as a dependable and popular technique for safe 

authentication. They are therefore inappropriate for real- 

world settings where multiple cabins or compartments 

must be controlled simultaneously. Furthermore, many 

existing solutions rely significantly on expensive hardware or 

cloud-based processing, which restricts their applicability in 

real-time applications on reasonably priced embedded devices 

like the Raspberry Pi. As a result, a number of systems are 

unable to provide useful performance in situations that call 

for rapid processing and inexpensive deployment. 

 

The absence of integrated functionality for remote verifi- 

cation, alerting, or decision-making is another disadvantage 

of the majority of facial recognition-based locking systems. 

When an unidentified individual shows up, these systems 

usually only prevent entrance without offering the cabin owner 

a way to verify the user’s identity or allow entry from a 

distance. Their efficacy is diminished by the lack of remote en- 

gagement, particularly in shared or distributed settings where 

quick reactions and adaptable control are crucial.Additionally, 

traditional biometric systems do not allow individualized 

access control for each user or centralized monitoring of 

several chambers. The majority of current methods prevent 

unidentifiable people from entering without providing a way 

for remote permission, override, or further confirmation. In 

contemporary organizations, where numerous users require 

accountable and controlled access, this gap is crucial. A system 

that combines lightweight, effective facial recognition with 

automated locking hardware and Internet of Things-based 

remote communication is needed to overcome these constraints 

and provide a safe, scalable, and useful solution for multicabin 

setups. 

 

 

IV. OVERVIEW OF THE PROPOSED SYSTEM 
 

By offering a clever and automated mechanism for handling 

several cabins, the suggested system seeks to get beyond 

the drawbacks of conventional key-based access techniques. 

Conventional locks frequently result in issues like missing 

keys, illegal duplication, and trouble controlling access when 

numerous individuals are involved. In order to address these 

problems, the system employs facial authentication, using the 

LBPH algorithm for recognition and Haar Cascade for face 

detection. This allows for rapid and safe access without the 

need for physical keys. 

The central controller is a Raspberry Pi that interfaces with 

an LCD display, camera, solenoid lock, relay module, and 

buzzer. The technology detects and verifies a person’s face 

in real time when they stand in front of it. The matching 

cabin unlocks automatically if the person is identified as an 

authorized user. If the system sees an unknown person, it 

quickly takes the image and communicates it to the cabin 

owner using Telegram, letting them to determine whether 

access should be permitted. 

The system is perfect for office cabins, labs, co-working 

spaces, and safe storage units due to its modular and structured 

architecture. Owners may control access from any location 

thanks to the system’s remote verification feature, which 

makes it both practical and extremely safe. The solution 

provides a scalable and dependable substitute for conventional 

access control systems by combining facial recognition, em- 

bedded hardware, and Internet of Things connectivity. 

 

 

V. SYSTEM ARCHITECTURE 
 

The Intelligent Multi-Chamber Access System’s architec- 

ture combines hardware and software elements, each of which 

has a distinct function to guarantee safe and automated access 

control. 
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A. Core Processing Unit 

The Raspberry Pi serves as the setup’s primary decision- 

making component. It: 

 

• receives the live video frames that the camera has 

recorded 

• uses the Haar Cascade classifier to recognize faces 

• uses the LBPH algorithm to carry out recognition 

• decides whether to grant access or unlock the system 

 

B. Camera Module 

Every person in front of the system is continuously pho- 

tographed by the camera. After that, the Raspberry Pi receives 

these frames and uses them for detection and verification. 

C. Locking Mechanism 

 

• The Raspberry Pi and the hardware lock are interfaced 

by the relay module 

• When a user is verified, the solenoid lock opens on its 

own 

• The locking mechanism is still in place for security in 

the event that authentication is unsuccessful 

 

D. Security Components 

 

• When someone tries to gain unauthorized access, a buzzer 

sounds an alert 

• Real-time system messages like ”Access Granted,” ”Ac- 

cess Denied,” and ”Face Not Detected” are shown on the 

LCD panel 

 

E. Telegram Remote Interface 

During an unidentified user’s attempt: 

 

• The apparatus takes a picture 

• uses Telegram to send it straight to the cabin owner 

• Access can be remotely verified, approved, or denied by 

the owner 

 

F. Software Framework 

Before being sent to the identification module, OpenCV 

is utilized to preprocess photos and transform frames from 

BGR to RGB, guaranteeing correct image handling and precise 

analysis. 

A. User Authentication Module 

This module is in charge of: 

• Using the Haar Cascade classifier to identify faces 

• Using the LBPH algorithm to identify users 

• Comparing the stored training dataset with real-time face 

input 

 

 

B. Image Capture and Unauthorized Logging Module 

 

 

• Taking pictures of users who don’t pass authentication 

• Keeping these documents for audits and future reference 

• Using Telegram to send the taken pictures to the cabin 

owner for confirmation 

 

 

C. Access Control Module 

 

 

• Relay and solenoid lock activation upon user verification 

• Unlocking the designated cabin automatically for those 

who are permitted 

• If authentication fails, all cabins should be kept safely 

locked 

 

 

D. Notification and Alert Module 

 

 

• Notifying owners instantly via Telegram 

• Setting off buzzer alerts when illegal attempts occur 

• Notifying owners of all significant system occurrences 

 

 

 

E. Display and User Interface Module 

 

 

• ”Door Opened” 

• ”Access Refused” 

• ”Face Not Found” 

 

 

 

F. Database and Storage Module 

VI. MODULES DESCRIPTION 

The system is divided into a number of useful modules, all 

of which support intelligent and smooth access control. When 

combined, these modules provide precise identification, safe 

functioning, and efficient remote monitoring. 

 

 

• Training databases of facial images 

• Model files trained with LBPH 

• Access attempt logs and pictures of unidentified users 
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VII. RESULTS 

The accuracy and stability of the Intelligent Multi-Chamber 

Access Control System were assessed under a variety of 

real-world scenarios. The LBPH algorithm for recognition 

and Haar Cascade for face detection provided reliable results, 

guaranteeing that only those with permission were allowed 

access. In order to facilitate rapid and remote verification, 

the system immediately took a picture of any unfamiliar 

people attempting to enter a cabin and sent it to the owner 

via Telegram. 

 

The Raspberry Pi, camera module, solenoid lock, relay, 

buzzer, and other hardware parts all synchronized with 

the software modules to produce seamless and continuous 

operation. Under various lighting conditions, face angles, and 

distances, the system remained accurate in its recognition. 

The prompt delivery of Telegram alerts greatly enhanced 

user convenience and overall system usage. These findings 

attest to the suggested system’s dependability, security, and 

suitability for multi-cabin settings including offices, labs, and 

shared workplaces. 

 

The system’s resilience was further tested under various user 

and environmental circumstances. It reliably recognized autho- 

rized users, identified faces, and blocked access to unidentified 

people. Unauthorized users’ images were appropriately taken, 

stored, and shared via Telegram with the cabin owner. Dur- 

ing real-time operations, every hardware component reacted 

appropriately, strengthening the system’s dependability. The 

system’s performance, hardware interactions, and reaction 

behavior under various testing scenarios are depicted in the 

accompanying figures. 

 

Fig. 1: Hardware configuration for the multi-chamber access 

control system. 

 

 

Fig. 2: Face recognition with the Haar Cascade classifier. 

 

 
Fig. 3: Facial recognition training dataset development proce- 

dure. 

 

Fig. 4: Real-time LBPH-based face recognition. 

 

Fig. 5: A picture taken of an unidentified or unauthorized user 

. 

 

Fig. 6: The cabin owner received a Telegram notification with 

the taken image . 
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Fig. 7: Owner confirming and answering the Telegram access 

request. 

 

Fig. 8: Telegram commands are used to remotely lock and 

release the cabin. 

 

The above figures present the system’s real-time perfor- 

mance, the interaction among its hardware components, and 

the response of the proposed intelligent multi-chamber access 

system under different testing conditions. 

VIII. TECHNOLOGIES AND TOOLS USED 
 

 

A. Software Technologies 

 

1) Python: Python was chosen due to its straightforward 

syntax, extensive library support, and excellent interoperability 

with hardware interfaces and computer vision tasks. 

 

2) OpenCV: Face detection, image preprocessing, and the 

extraction of crucial visual elements needed for recognition 

are all done with this library. 

 

3) Haar Cascade Classifier: Because of its quick detection 

speed and low processing cost, the Haar Cascade approach is 

favored for Raspberry Pi-based applications. 

 

4) LBPH Algorithm: LBPH is used for facial recognition 

because it works well on low-resource devices, performs 

accurately even in different lighting conditions, and frequently 

outperforms traditional techniques like PCA, LDA, and some 

CNN models on Raspberry Pi. 

B. Hardware Technologies 

1) Raspberry Pi: Because it can run a full operating 

system, do demanding image processing tasks, and offer 

a variety of hardware interface options, the Raspberry Pi 

functions as the primary controller. 

 

2) Raspberry Pi Camera Module: This module is 

preferred over conventional USB cameras due to its low 

latency, excellent real-time capture, and superior integration 

with the Raspberry Pi. 

 

3) Solenoid Lock and Relay Module: The relay guarantees 

safe switching and control of the locking mechanism, while 

the solenoid lock provides dependable electromagnetic 

locking. 

 

4) LCD Display and Buzzer: To improve security and 

user interaction, the LCD displays visual feedback while the 

system is operating, and the buzzer sounds a warning. 

 

5) Telegram Bot API: Telegram is used for secure 

communication, cloud-based messaging, handling multimedia, 

and the added advantage of not requiring a dedicated server. 

 

IX. ADVANTAGES OF THE PROPOSED SYSTEM 

Compared to conventional key-based locking techniques, 

the suggested access control system has a number of 

significant advantages. Common dangers associated with 

physical keys are eliminated, including loss, duplication, and 

illegal handling. The method offers fast and precise identity 
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verification in a variety of lighting conditions by utilizing 

facial authentication via Haar Cascade and LBPH. 

 

The configuration allows for accurate and centralized 

control from a single unit as the Raspberry Pi is in charge of 

several chambers. Cabin owners can authorize or reject access 

without being physically present thanks to the incorporation 

of Telegram-based remote verification, which significantly 

increases convenience. 

 

By taking pictures of attackers, giving real-time alerts, and 

sounding buzzer warnings during questionable efforts, the 

technology further improves security. Because of its modular 

design, it may easily be expanded to accommodate additional 

cabins or users as needed. These features make the system 

ideal for shared workstations, offices, labs, and storage set- 

tings. All things considered, it combines IoT communication, 

automation, and intelligent identification to provide a safe and 

easy-to-use access management system. 

 

X. CONCLUSION AND FUTURE SCOPE 

A. Conclusion 

The project effectively displays an intelligent multi-cabin 

access control system that integrates automatic authentication, 

facial detection, and identification. Even in small-scale 

deployments, the system guarantees accurate and reliable 

access management by using Haar Cascade for real-time face 

detection and LBPH for face recognition. Verified users can 

easily obtain access without physical keys, while unauthorized 

attempts are instantly prevented. 

 

By integrating a Telegram bot, security and control can be 

improved through remote monitoring, immediate notifications, 

and the preservation of photos of unidentified people. The 

Raspberry Pi, camera, solenoid lock, relay, buzzer, and other 

hardware parts cooperate to provide dependable and seamless 

operation. The system’s accuracy, stability, and real-time 

response were validated by tests conducted in various lighting 

conditions, angles, and surroundings. All things considered, 

this system combines effectiveness and user convenience to 

offer a contactless, hygienic, and safe access solution. 

 

 

 

B. Future Scope 

1) Improvements to Functional and Non-Functional Ele- 

ments: 

• incorporating cutting-edge deep learning models to im- 

prove recognition accuracy, such as FaceNet or Mobile- 

FaceNet. 

• To stop spoofing, liveness detection (such as blink detec- 

tion, IR sensors, or 3D depth cameras) should be added. 

• AI hardware, such as Coral TPU or Jetson Nano, can 

speed up processing. 

• application of multi-factor authentication that combines 

fingerprint scanning, RFID, or facial recognition with 

OTPs. 

• All conversations should be fully encrypted to protect 

important information. 

• creation of an online dashboard for user management, 

monitoring, and access log analysis. 

-based backup to protect data, including logs, datasets, 

and taken pictures. 

2) Expansion and Broader Application Scope: 

• expanding the system to accommodate multi-cabin build- 

ings, offices, labs, warehouses, hostels, and apartments. 

• IoT device integration for alarm automation, lighting, and 

surveillance. 

• development of a mobile application for monitoring, 

notifications, and real-time control. 

• temporary QR codes or time-limited access for visitor 

management. 

• Analytics for creating usage data, monitoring access 

trends, and identifying irregularities. 

• Geo-fencing features that automatically unlock when 

authorized users get close. 

• Battery backup and offline operation to guarantee contin- 

uous functioning. 
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