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Abstract

With the increasing generation and exchange of visual data, there is a growing need for encryption techniques
capable of securely handling multiple images simultaneously. In this paper, a multi-image cryptosystem based
on multiple random phase masks is proposed to enhance both security and information capacity. The proposed
scheme encrypts four grayscale images into a single ciphertext through a series of mathematical transforms and
decompositions. Initially, pairs of images are combined using a phase retrieval algorithm in the Fresnel domain
with the help of two random phase masks. The resulting outputs are further processed through iterative phase
retrieval operations and merged into a single image using the QZ algorithm. To strengthen security, an
additional random phase mask is introduced before applying the Fourier transform to generate the final
ciphertext. Although the encryption process involves several stages, the decryption procedure is
straightforward and enables accurate recovery of all original images. The effectiveness of the proposed
cryptosystem is demonstrated through experiments on four grayscale images, where complete reconstruction of
the plaintext images is achieved. Furthermore, the scheme is evaluated against statistical, noise, occlusion, and
brute-force attacks. The results indicate strong robustness and a high sensitivity to encryption parameters,
ensuring that even minor deviations in the secret keys lead to unsuccessful reconstruction. These characteristics
make the proposed cryptosystem a promising solution for secure, high-capacity image encryption in future
multimedia and communication applications.

Keywords: Multi-image, Wavelength multiplexing, QZ algorithm, Fresnel transform, Random phase masks.
1. Introduction

Today, people increasingly depend on digital technologies, including Smartphone’s, smart watches, online
communication platforms, electronic banking, healthcare systems, social media platforms, personal records,
corporate databases, government services, and many other digital applications. This growing need for secure
data transmission and storage has motivated extensive research in the field of information security. Several
conventional cryptographic algorithms, such as the Data Encryption Standard (DES), Advanced Encryption
Standard (AES), and Rivest-Shamir-Adleman (RSA), have been widely employed for data protection.
Although these techniques provide reliable security for textual data, they often suffer from high computational
complexity and increased processing time when applied to large multimedia data such as images and videos. In
contrast, optical cryptosystems have attracted considerable attention due to their inherent parallel processing
capability.

A major breakthrough in optical encryption was achieved in 1995 when Refregier and Javidi proposed the
double random phase encoding (DRPE) technique[l], which soon became a cornerstone of optical
cryptography. In the DRPE scheme, the plaintext image is first modulated using a random phase mask and
transformed through a Fourier optical system. The transformed output is then multiplied by a second random
phase mask and processed through another Fourier transform. By employing two successive random phase
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modulations in a 4f optical setup, DRPE produces an encrypted image that closely resembles stationary white
noise, thereby providing a high degree of security. Owing to its effectiveness, numerous extensions and
modifications of DRPE have been proposed to expand its applications and improve its capability to encode
both amplitude and phase information. However, subsequent investigations revealed several security
limitations of the DRPE scheme. Due to its linear and symmetric structure, DRPE is vulnerable to various
cryptographic attacks, including known-plaintext attacks (KPA)[2], [3], ciphertext-only attacks (COA)[4], and
chosen-plaintext attacks (CPA)[5], [6].

To address these security weaknesses, researchers developed asymmetric optical encryption techniques with
improved resistance against conventional cryptographic attacks. In 2010, Qin and Peng[7] introduced the
phase-truncated Fourier transform (PTFT), which is recognized as the first asymmetric optical encryption
algorithm. Their pioneering work opened a new research direction in asymmetric optical cryptography. The
nonlinear characteristics of PTFT significantly enhance its resistance to attacks that compromise the security of
DRPE. Nevertheless, Wang and Zhao[8], [9], [10] later demonstrated that PTFT remains vulnerable to certain
attacks because of the correlation between the retained and truncated phase components. To further improve
the security and robustness of optical cryptosystems, several decomposition-based encryption techniques have
been proposed. These include singular value decomposition (SVD)[11], [12], [13], [14], [15], [16], equal
modulus decomposition (EMD)[17], [18], random modulus decomposition (RMD)[19], [20], unequal modulus
decomposition (UMD)[21], [22], [23], [24], [25], [26], polar decomposition (PD)[27], [28], and numerous
other matrix decomposition[29], [30], [31], [32], [33], [34] methods.

Since modern communication systems continuously generate and transmit massive amounts of multimedia
data, encrypting a single image at a time is often insufficient for practical applications. Multi-image encryption
has therefore emerged as an efficient approach that enables multiple images to be encrypted simultaneously,
thereby improving transmission efficiency, reducing computational overhead, and increasing storage
utilization. In addition to enhancing throughput, multi-image encryption also increases security by introducing
inter-image correlations and expanding the key space, making cryptographic attacks more difficult. Among the
various multiplexing techniques, wavelength multiplexing has attracted significant attention in optical
encryption due to its ability to exploit the wavelength degree of freedom. In wavelength multiplexing, multiple
plaintext images are encoded using different illumination wavelengths and combined into a single ciphertext,
allowing independent recovery of each image with the corresponding wavelength key. This approach not only
increases the information-carrying capacity of the optical cryptosystem but also improves encryption efficiency
without requiring additional optical channels. Furthermore, the incorporation of wavelength as an additional
security parameter enlarges the key space and enhances resistance against brute-force and statistical attacks.
Owing to these advantages, wavelength multiplexing has become a promising strategy for developing high-
capacity, secure, and efficient multi-image optical encryption systems suitable for modern multimedia
communication and storage applications.

Motivated by the increasing demand for secure and high-capacity image encryption, this paper proposes a
novel multi-image optical cryptosystem based on multiple random phase masks. The proposed scheme
encrypts four grayscale images into a single ciphertext through a combination of Fresnel-domain[35], [36],
[37], [38], [39] iterative phase retrieval, QZ decomposition[40], [41], and Fourier transform[42], [43], [44],
[45], [46], [47]. Initially, two pairs of plaintext images are independently encoded using iterative phase
retrieval with random phase masks in the Fresnel domain. The resulting intermediate outputs are subsequently
combined through another phase retrieval process and fused into a single image using the QZ algorithm. To
further enhance the security of the cryptosystem, an additional random phase mask is incorporated prior to the
Fourier transform, producing the final encrypted image. Compared with conventional multi-image encryption
techniques, the proposed approach provides higher information capacity, increased key diversity, and improved
resistance against various cryptographic attacks while maintaining a simple and efficient decryption procedure.
Extensive simulation results demonstrate that the proposed cryptosystem accurately reconstructs all plaintext
images and exhibits strong robustness against statistical, noise, occlusion, and brute-force attacks, making it a
promising candidate for secure multimedia communication and storage applications. The remainder of this
paper is organized as follows. Section Il describes the proposed multi-image encryption and decryption

[JRTI2606130

International Journal for Research Trends and Innovation (www.ijrti.org) b188



http://www.ijrti.org/

© 2026 IJRTI | Volume 11, Issue 6 June 2026 | ISSN: 2456-3315
procedures in detail. Section 111 discusses the experimental results and security analyses. Finally, Section IV
concludes the paper and outlines potential directions for future research.

2. Proposed Cryptosystem

The plaintext image P1 is first modulated by a random phase mask RP1, and a Fresnel transform with
wavelength A1 and propagation distance z is applied on them to give F1 as shown in Fig. 1. Subsequently,Q1 is
propagated through another Fresnel transform with wavelength A2 and propagation distance z. The phase
component of the resulting complex field is combined with the second plaintext image P2 (usually referred to
as the target image in the phase retrieval algorithm).Fresnel transform with wavelength A2 and distance z
applied on them to give Q2. It undergoes another Fresnel transform with wavelength A1 and propagation
distance z. Amplitude truncated part of the resulting image updates the RP1.1t makes a loop of phase retrieval
algorithm for wavelength multiplexing. One should come out of the loop if the sum of correlation coefficients
between P1 and PT(FrT(Al, z)(Q1)), and P2 and PT(FrT(A2, z)(Q2)) reached a threshold value. Here PT
denotes the phase truncation operator. In this work, the threshold value is set to 1.99, corresponding to the
combined correlation coefficient of the two reconstructed images. Same procedure is repeated for another set
of images P3 and P4. Q1 and Q4 is combined using QZ algorithm. Random phase mask 3 is bonded with
combined QZ image and Fourier transform is applied on it to give the ciphertext.

Although the proposed encryption process is computationally intensive due to the iterative phase retrieval
algorithm, the corresponding decryption procedure is relatively simple and computationally efficient. The
decryption begins by applying the inverse Fourier transform to the ciphertext. The resulting complex field is
then multiplied by the complex conjugate of the third random phase mask (RP3). Subsequently, inverse QZ
decomposition is performed to separate the multiplexed information, yielding either the pair (Q1,Q4) or
(Q2,Q3) depending on the selected decomposition branch. For simplicity, Fig. 1(b) illustrates the decryption
process corresponding to the pair (Q2,Q3). Finally, the original plaintext images P1, P2, P3and P4 are
recovered by propagating the respective intermediate images through the Fresnel transform using their
corresponding wavelengths. Since each plaintext image is associated with a unique wavelength, only the
correct wavelength key enables successful reconstruction, thereby providing an additional layer of security to
the proposed cryptosystem. The complete decryption procedure is illustrated in Fig. 1(b).
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Fig. 1. Proposed encryption (a) and decryption algorithm (b).
3. Results and discussion

In this section, numerical simulations are carried out to assess the effectiveness and robustness of the proposed
algorithm based on multiple images and multiple phase masks. The proposed cryptographic framework has
been validated using diverse range of image categories; however, the results corresponding to the grayscale
images are presented in the manuscript. In the simulations, several combinations of Fresnel transform
parameters, including propagation wavelength and distances were considered. For the results presented in the
manuscript, a propagation wavelength of 632.8 nm was employed, while the Fresnel propagation distances
were propagation distance Z; and Z, is taken as 20 cm and 30 cm respectively. The simulations were
conducted using MATLAB software. The validation outcomes obtained using the proposed algorithm is
illustrated in Fig. 2. Figure 2(1-1V) presents the original input images, Fig. 2(V) depicts the encrypted image,
and Fig. 2(VI-IX) illustrates the corresponding recovered images obtained after decryption process. Result
validates that ciphertext is completely different form the plaintext image. Figure 2(V) demonstrates that no
meaningful information related to the plaintext can be inferred from the encrypted image. The various
statistical measures such as information entropy, mean squared error, and correlation coefficient are analyzed.
The security of proposed algorithm is also validated using cryptographic attacks, such as noise, occlusion,
bruteforce, and key sensitivity analysis. The statistical and cryptographic attack results show that proposed
cryptosystem is robust and effective.

Fig 2: Validation results of the proposed framework. Figure 2(I-1V) presents original input images, Fig. 2(V) depicts the encrypted
image, and Fig. 2(VI-1X) illustrates the corresponding recovered images.
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The performance of the proposed encryption framework is quantitatively assessed using statistical metrics,

including mean squared error (MSE) and the correlation coefficient (CC). The CC plays a vital role in
statistically analyzing the similarity between images. The value of CC spans between -1 and 1. When the
correlation coefficient approaches 1, it demonstrates high similarity between images, whereas values
approaching zero suggest minimal correlation or no correlation. The mathematical formulation of CC is
expressed in equation 11.

_ Cov(Iy,13)

(L a(1)a(lz)

(1)

In this formulation, I, and I, represent the two images being compared, while Cov denotes covariance and o
signifies standard deviation.

The MSE quantifies reconstruction accuracy by calculating the average squared difference between originall
and reconstructed pixel values. The mathematical representation of the mean squared error is provided in

equation (12).
MSE = ! E E |1, — I,|? 2
X 1 2 ( )

The CC and MSE between original and encrypted image is 0.08 and 10° respectively. The correlation
coefficient and MSE between plaintext and recovered image is 0.99 and 0.0045, respectively. The substantial
MSE values and minimal CC scores observed between original and encrypted images demonstrate complete
dissimilarity, proving the ciphertext successfully obscures all identifiable patterns from the plaintext.

During real-world data transmission, signals are often degraded by random disturbances introduced by
communication channels and external factors. Such disturbances are generally modeled as noise. To investigate
the resilience of the proposed encryption scheme, noise attack analysis were conducted by incorporating
normally distributed random noise into the ciphertext. The additive noise process is mathematically described
in equation 3.

C*=C + aN 3

here, N denotes the normal random noise which is generated using the unit variance and zero mean, C is
ciphertext, C* is the ciphertext mixed with noise. The simulation results of noise attack analysis are depicted in
Fig. 3. Figure 3(I-1V) presents recovered images after noise 10000, Fig. 3(V-VIII) depicts recovered images
after noise 50000, and Fig. 3(IX-XII) illustrates recovered images after noise 80000, and Fig. 3(XII-XVI)
depicts recovered image after noise 100000. Figure 4. depicts the plot between CC and additive noise strength
for the four input images. The results indicate that the proposed cryptosystem maintains satisfactory
reconstruction performance under noisy conditions, confirming its robustness against noise attacks.
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Fig.3.:Results of noise attack analysis. Figure 4(1-1V) presents recovered images after noise 10000, Fig. 4(\V-VIII) depicts recovered
images after noise 50000, and Fig. 4(1X-XII) illustrates recovered images after noise 80000, and Fig. 4(XI11-XV1) depicts recovered
image after noise 100000.
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Fig 4.: Plot between CC and additive noise strength for four input images.
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In practical communication environments, ciphertext data may undergo partial loss or corruption due to
transmission noise, channel disturbances, or unexpected system failures. Therefore, a reliable cryptographic
scheme should preserve plaintext recoverability even in the presence of incomplete ciphertext information. In
cryptanalysis, such situations are commonly referred to as occlusion attacks. To evaluate the robustness of the
proposed scheme against these attacks, controlled occlusion experiments were performed as part of the security
analysis. The performance of the proposed scheme was investigated under three levels of ciphertext data loss,
namely 20%, 50%, and 75%. The corresponding simulation results are presented in Fig. 5. Figure 5(1-a) be
ciphertext and Fig.5(1-(b-e)) be recovered images after 20.3% dataloss, Figure 5(I1-b) be ciphertext and
Fig.5(11-(b-e)) be recovered images after 50% dataloss, Figure 5(111-a) be ciphertext and Fig.5(I11-(b-e)) be
recovered images after 75% dataloss. It can be observed that the proposed scheme successfully reconstructs
recognizable plaintext images even when 75% of the ciphertext data is missing, thereby demonstrating strong
resistance to occlusion attacks.

Image histograms provide a statistical description of the distribution of pixel intensities within an image by
indicating the occurrence frequency of each gray level. In an 8-bit grayscale image, pixel intensities range from
0 to 255. In addition to histograms, three-dimensional (3D) mesh plots offer a visual representation of image
characteristics, where the spatial coordinates are represented on the x and y axis, while the corresponding pixel
intensity values are mapped onto the z axis. For a secure encryption system, the ciphertext should exhibit a
nearly uniform histogram and a highly irregular 3D mesh structure, thereby concealing all perceptual
information associated with the original image.Figures 6 and 7 present the histogram and 3D mesh plot
analysis, respectively. Figure 6(1-1V) shows the histograms of the original plaintext images, whereas Fig. 6(V)
illustrates the histograms corresponding to the encrypted image, and Fig. 6(V1-1X) shows the histograms of the
recovered images. Similarly, Fig. 7(1-1V) depicts the 3D mesh plots of the plaintext images, Fig. 7(V) presents
the mesh plots of the encrypted image, and Fig. 7(\VI-1X) shows the mesh plots of the recovered images. It can
be observed from Figs. 6 and 7 that significant differences exist between the plaintext and ciphertext
representations in terms of both histogram distributions and 3D surface structures. The encrypted images
exhibit uniform intensity distributions and randomized surface patterns, indicating that the statistical and
structural information of the original images has been effectively concealed. These results confirm the strong
resistance of the proposed cryptographic framework against statistical attacks.
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Fig.5.: Results of occlusion attack analysis. Figure 6(1-a) be ciphertext and Fig.6(1-(b-¢€)) be recovered images after 20.3% dataloss,
Figure 6(11-b) be ciphertext and Fig.6(11-(b-e)) be recovered images after 50% dataloss, Figure 6(111-a) be ciphertext and Fig.6(111-(b-
e)) be recovered images after 75% dataloss.
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Fig. 6.: Histogram plots of the proposed algorithm. Figure 6(1-1V) shows the histograms of the original plaintext images, Fig. 6(V)
illustrates the histograms corresponding to the encrypted image, and Fig. 6(V1-1X) shows the histograms of the recovered images.
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Fig.7: 3D plots of the proposed algorithm. Figure 7(1-1V) shows the 3D plots of the original plaintext images, Fig. 7(V) illustrates the
3D plots corresponding to the encrypted image, and Fig. 7(VI-1X) shows the 3D plots of the recovered images.
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4. Conclusion

In this paper, a novel multi-image optical cryptosystem based on multiple random phase masks has been
proposed for secure and high-capacity image encryption. The proposed scheme encrypts four grayscale
images into a single ciphertext by integrating Fresnel-domain iterative phase retrieval, QZ decomposition,
and Fourier transform. The use of wavelength multiplexing and multiple random phase masks increases the
information capacity while introducing additional security parameters that enlarge the key space. Although
the encryption process involves iterative computations, the decryption procedure remains simple and
enables accurate recovery of all plaintext images using the corresponding wavelength keys. The
performance of the proposed cryptosystem has been validated through extensive numerical simulations and
security analyses. Experimental results demonstrate that the decrypted images exhibit high reconstruction
quality, while the encrypted image possesses desirable statistical characteristics. Furthermore, the proposed
scheme shows strong robustness against statistical, noise, occlusion, and brute-force attacks, with high
sensitivity to the secret keys ensuring that even slight deviations prevent successful image reconstruction.
These results confirm that the proposed cryptosystem provides a secure, efficient, and high-capacity
solution for multi-image encryption. Future work may focus on extending the proposed framework to color
images, hyperspectral images, and real-time optical encryption systems for next-generation multimedia
communication and secure data transmission.
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